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VirtualWisdom Overview

Our customers leverage Virtana's expertise and experience to bring greater visibility and
faster resolution of data center and network-related issues. To enable this success, we
offer the VirtualWisdom infrastructure monitoring and Al-powered analytics platform to
solve for some of the IT industry's most challenging problems.

Here are four important value areas where VirtualWisdom provides significant value. We
call these our “value pillars” and our training and operationalization activities are designed
to help you use VirtualWisdom to address each of these areas.

Problem Resolution and
Avoidance
Solve performance and

Application Service
Assurance

Ensure your end-to-end
infrastructure delivers your
application services

uptime problems using a
streamlined workflow
powered by analytics

VirtualWisdom shows you how your infrastructure VirtualWisdom enables you to solve performance
services are supporting your application services and availability problems across their hybrid

and ensures that your infrastructure meets your infrastructure quickly and easily by using a
application service level agreements. streamlined workflow powered by analytics.

Predictive Capacity
Management
Forecast capacity needs
across all your infrastructure

Workload Infrastructure
Balancing
Proactively assure that your
application workloads and
infrastructure services

services from the same
solution that monitors your
workloads

are kept in optimal balance

VirtualWisdom helps you ensure that your VirtualWisdom can forecast and manage your
application workloads are optimally balanced capacity requirements across of all your
across your infrastructure. infrastructure.

g V|rtana VirtualWisdom User Guide 6.7



‘ Chapter 1

VirtualWisdom Platform
Architecture

VirtualWisdom offers both a hardware-based and a software-based architecture. Our
hardware-based solution is comprised of a platform appliance that can be integrated with
your infrastructure using hardware probes and software-based integrations. Alternately,

you can install our software-based platform that uses a software-based appliance and
software integrations only.

Hardware Probes for Fibre Channel SAN and IP NAS Infrastructure Monitoring
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Chapter 1 VirtualWisdom Platform Architecture

7 VirtualWisdom

wirtana

VirtudlWisdom

Management Software

| 'l
] cuh <
" o
VirtualWisdom Platform
Appliance
APP
FC E\ IP
Switch —_— —_— ] Switch
Fabric Fabric
Hosts

setieiiiey [ TAP Patch Panels -5l
SAN Performance NAS Performance
Probe (12-48 ports) Probe (16 ports)

SAN NAS

The VirtualWisdom hardware Performance Probes connect to your SAN or NAS
infrastructure using Traffic Access Points (TAPs). The probes collect live data from the
SAN or NAS infrastructure and send it to the VirtualWisdom Platform Appliance.

The VirtualWisdom appliance persists and correlates the data collected by the probes and
presents it in the browser-based VirtualWisdom user interface using the VirtualWisdom
Management Software. The hardware appliance must be used with the hardware probes.

Software Integrations for Network, Compute, and Storage Infrastructure Monitoring
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Chapter 1 VirtualWisdom Platform Architecture

7 VirtualWisdom
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Compute Infrastructure
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PowerVM,
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Storage Infrastructure
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The software integrations collect data from your network, compute, and storage
infrastructure and send it to the VirtualWisdom appliance.

The VirtualWisdom appliance persists and correlates the data collected by the
integrations and presents it in the browser-based VirtualWisdom user interface using the
VirtualWisdom Management Software. You can use the hardware or virtual edition of the

appliance with the software integrations.

Software Integrations for Application Discovery and Event Monitoring
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Chapter 1 VirtualWisdom Platform Architecture

7 VirtualWisdom

VirtualWisdom
Monagement Software

i T'_'_-_'l: VirtualWisdom Platform
B A A i | Appliance or Virtual Edition

SSH/WMI

Jdynatrace

servicenow.

9, RppDynamics
NetFlow

vmware
SSH/WMI

A, AppDynamics

idynatrace servicenow

The software integrations collect data from your cloud or local APM or CMDB instances
and hosts.

The VirtualWisdom appliance persists and correlates the data collected by the application
integrations and presents it in the browser-based VirtualWisdom user interface using the
VirtualWisdom Management Software. You can use the hardware or virtual edition of the
appliance with the software integrations.
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‘ Chapter 2

VirtualWisdom User Interface
and Navigation

The VirtualWisdom Management Software’s user interface is a browser-based graphical
user interface that is compatible with the most recent version of any of these supported
browsers: Chrome, Firefox, Edge, and Safari.

Native browser capability is supported for navigation:

e Forward/Back buttons
e Saved links
e Browser history

The login screen presents username and password fields and links to the Customer
Support Portal and Virtana social media pages.

¥ virtana VirtualWisdom User Guide 6.7
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Chapter 2 VirtualWisdom User Interface and Navigation

+ virtana

VirtualWisdom

Logn

©2020 Virtana Inc. Al rights reserved. support in W @

After logging in, links to the different modules are displayed in tabs down the left side of

the page. You can use these buttons to return to a previous page after navigation to
another module.

) \irtualWisdom = astboard
VP of Infrastructure Dashboard

Application SLA by Tier ---------

Platinum

Application
7
02 99
O EHR
@ Ordering System
& AppDocker

& OrderProcessing_Conflict
& SNOW-dockerbal

Top Infrastructure Users (KPIs) --

Clicking on the down arrow next to the username, or on the username itself, provides

access to common functions across the Ul, for example, Preferences, User Guide,
Configuration Guide, and About.

7 virtana
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Chapter 2 VirtualWisdom User Interface and Navigation User Settings

Virtana Training ~
Preferences
User Guide
Configuration Checklist

About

Sign Out

To access the VirtualWisdom User Guide, click More, then the Help button, or the Help
button, to open a new browser window to display the User Guide in PDF format.

et 1.3 s bt )

12 Virtana Training ~

(6 New Report More ~

Import Report

Help

E] |

Virtana Training ~

EEEEEEEON
]

& New Save ~ Help

User Settings

1. To set user preferences, select Preferences from the drop down menu at the top right
of the page or click the person icon at the bottom left of the page.

7 virtana VirtualWisdom User Guide 6.7
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Chapter 2 VirtualWisdom User Interface and Navigation User Settings

Virtana Training ~

Preferences

User Guide

Configuration Checklist

2. From the Account Information page, you can edit your account preferences such as
local time and region, inactivity timeout, reporting defaults and alarm digest
subscription.

e Virtana Training ~

_ Account Information Help

4]

[ |
et o s Select time zone. Time on reports and
e e “ <4— analytics will be shown in your time

. zone (does not change system time).

i Change your theme from light to dark
O e oo e and choose which tab is active on login

Default Axis Mode Independent
Default Row Height 325

Alarms, Case Management and Health

Subscribe to Alarm Digest Yes
Subsscribe to ArchivediAged Out Case Summary Ve
Receive Vimuafisdom Healcth notification emails Yes
Case Watcher Email Notifications. Al
Case Warcher Papup Notfications All
Preferred Email Forma: Rich HTML

E EditAll || ChangePassword || Close

7 virtana VirtualWisdom User Guide 6.7

13



‘ Chapter 3

Notifications

Banner Notifications

Ongoing activities, such as log collection and backup in progress, display a pop up banner
notification. Banner notifications display until you click Close, or until the activity
associated with the banner completes.

Banner notifications are visible to all users.
Other Notifications
An alarm bell with a red oval is displayed if there are user notifications available. These

notifications include direct messages, cases/alarms/investigations, health, and system
notifications. Click on the alarm bell to display a list of notifications.

Virtana Training -

There are four types of notifications available:

Notification Type Description

Direct Messages Messages sent directly to you regarding and associated with an open case.

7 virtana VirtualWisdom User Guide 6.7 14



Chapter 3 Notifications

Notification Type

Cases & Alarmes,
Investigations

VirtualWisdom
Health

System

Description

Indicate open cases in Cases & Alarms, Investigations.

Visible only to Administrators, indicate that there are open cases in Settings &
VirtualWisdom Health Notifications, which have not been closed. These
notifications are often related to integrations and data collection. If there are no
VirtualWisdom Health open cases, or if all the open cases have been closed,
there are no notifications.

Notifications related to your VirtualWisdom system. An email server
configuration issue could be an example of a system notification.

Notifications in the Notification Drawer are marked with a severity icon

of Info, Warning, or Critical. The severity icon on the notification corresponds to
the case with which they are associated. Notifications in the System section
might be marked with the blue circular icon, indicating that the associated
notification is unread.

Note that the type of notifications displayed depends on the user’s role. Administrators
only will see VirtualWisdom Health and System notifications.

Viewing Notifications

1. Click the bell icon.

Virtana Training ~

2. The Notifications Drawer opens. The drawer is divided into four sections: Direct
Messages, Cases & Alarms, Investigations, VirtualWisdom Health, and System. The
number associated with each section corresponds to the number of notifications in
that section.When you clear a notification the number on the bell goes down.

¥ virtana
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Chapter 3 Notifications

Notifications

> Direct Messages

» Inventory Updates

» Cases & Alarms, Investigations

~ VirtualWisdom Health 0:

/. DNS Reverse L]
0472872020 02:15:37 PM PDT

Reverse-lookups of DNS servers are failing on VirtualWisdom Server
(\WW-B4-Demo-28)

G MNTP Issues Ll
04/29/2020 02:15:08 PM PDT

VirtualWisdom Server (VI-Appliancewvilocal) is not in sync with the
configured NTP server

G MTFP Issues nmm
04/25/2020 02:153:07 PM PDT

The MNTP server on VirtualWisdom Server (VI-Appliance.vi.local) is not
configured/reachable

/L WM Host Issue LLL]
03/25/2020 03:57:01 PM PDT

Invalid VM properties from host : one or more domain names are not
valid:

/L VM Host Issue Ll
03/25/2020 03:56:55 PM PDT

Invalid VM properties from host : one or more IP addresses are not
valid:

/1 DNS Reverse L]
1272872019 05:20:32 AM PST

Reverse-lookups of DNS servers are failing on VirtualWisdom Server
(VI-Appliance)

O Host Metrics Conn ectivity Issue ==
12/20/2019 09:22:08 AM P5T

Failed to connect to host 10.20.10.41

G Host Metrics Connectivity Issue ey
7 virtana > System 0: | ® 5\1irtt_19lIWisdom User Guide 6.7 16




Chapter 3 Notifications

3. Click a section of the Notification Drawer to expand the section and view its
notifications. Click the section again to close the section.

4. Drill down on a notification to view more data. The Notifications pane will remain
open after navigation. You can move this pane by dragging and dropping it to another
location on the screen or close it by clicking on the x in the top right corner of the
pane.

H VirtualWisdom  settings > Netwo

[ virtanaTraining ~

Notifications x

Network Setup

> Direct Messages
> Inventory Updates

Appliance Type:  vm 2
> Cases & Alarms, Investigations

NIcO primary s 10104

Enabled true

DHCP false

1Pv4 Address 101.0.28

1Pva Mask 255.255.255.0

10401

VW-64-Demo-28 * VirtualWisdom Health Oz | Hal| =

32 PM POT
f DNS servers are failing on VirtualWisdom Server

103 PM POT
-

iance.vilocal) s notin sync with the

102 PM POT
VirtualWisdom Server (VI-Appliance.viocal) is not
ble

03/29/2020 03:57:01 PM PDT
Invalid VM properties from host : one or more domain name:
valid:

0312872020 03:56:55 PM PDT
Invalid VM properties from host : one or more IP addresses
valid:

ssssssssss
1212012019 0520:32 AM PST
N failing on

Appliance)
© Host Metrics Connectivity Issue
1212012019 09:22:08 AM PST

Failed to connect to host 10.20.10.41

Close
> system 0:|@s|

5. Click the three dots in the notification to clear it from the list. You can clear all
notifications from a category by clicking the three dots in the notification category

header.

7 virtana VirtualWisdom User Guide 6.7 17



Chapter 3 Notifications

Notifications

» Direct Messages
2 Inventory Updates

» Cases & Alarms, Investigations

“ VirtualWisdom Health 0z | A4 |E

DM5S Reverse unm
042972020 04:45:32 PM PDT

Reverse-lookups of DMS servers are failing on VirtualWisdom Server
(VW-64-Demo-28)

ﬂ MNTP Issues
04/29/2020 04:45:03 PM PDT

J Clear
VirtualWisdom Server (WI-Appliance.vilocal) is not wr=yrcwmorome——

configured NTP server

7 virtana VirtualWisdom User Guide 6.7 18



‘ Chapter 4

Data and Entities

What kind of data does VirtualWisdom collect?

Infrastructure Properties

< H S

NETWORK COMPUTE STORAGE

1

a =

APPLICATIONS CLOUD HYPER-CONVERGED

* Names
« System Properties
« Relationships

Events and Metrics

A W
@ =

* Health Events and Metrics (including
AppDynamics events)

* Utilization and Capacity Metrics
* Performance Metrics
* ServiceNow Tickets

VirtualWisdom collects data about the components that make up your hybrid
infrastructure and their relationships. VirtualWisdom discovers and stores information
about these components including their name, their system properties, and their

relationships.

7 virtana
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Chapter 4 Data and Entities

Entity Overview

VirtualWisdom also monitors and collects data on the events occurring in your
infrastructure, for example, data on infrastructure, health, utilization and capacity, and

performance.

Entity Overview

What is an entity?

{ » \ { \ f === \ { \ f -— \
& % HiEE & =
Applications Conversations Compute Network Storage
Tiers Fibre Channel Hosts Service VMAX
Applications NFS 0OS Instances VLAN SvC
vApps SMB CPU Cores Fabric NAS
iSCSI Isilon Switch Isilon
Network VMAX ISL NetApp
Isilon Host Storage Port Channels Pure
Host Network SAN
SVC VxFlex OS
PowerVM VvSAN
KVM
HyperV
Solaris
vSphere
— e/ — N/

The entity is the fundamental and most atomic element in VirtualWisdom. Entities allow
VirtualWisdom to group resources based on their function, correlation, and inter-
dependencies. Entities are logical groupings of the physical and virtual components of
your infrastructure and include all the infrastructure components monitored by
VirtualWisdom.

Entities can be linked to other entities. The VirtualWisdom user can build groups of entities
to display the end-to-end infrastructure of an application in a meaningful fashion in the
VirtualWisdom software.

All entities have associated metrics with built-in aggregation rules for each metric type.
The metrics, which measure the data flow in the environment, are collected, accessed and
analyzed through Entities. Data can be viewed in the context of hosts, arrays and
applications, for example, the top 10 hosts in an application.

The VirtualWisdom software is entity-centric. Entities are used to view topology, set alarm
rules, create reports, and run analytics.

The Value of Entities

7 virtana VirtualWisdom User Guide 6.7
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Chapter 4 Data and Entities

Entity Overview

Entities provide visibility into the end-to-end infrastructure supporting your application. In

the image below, we see two application-centric views of the infrastructure supporting an

application: the VMware infrastructure and the fibre channel infrastructure.

Application - VMware Infrastructure

Enenal

o ESX Datastore ihi
" ESX Cluster

ESXVM ESX Host

Application - Fibre Channel Infrastructure

0]
HBA Port
iy
Application

='. I Storage

-_— Array

Entities are also associated with collected metrics and use built-in aggregation rules to

enable:

e Reporting - "What are the top 10 ESX VMs by VM CPU Utilization for an ESX cluster?"
e Alerting - "Alert me when VM CPU Utilization exceeds 95% for the VMs on an ESX

cluster?"

e Troubleshooting - "Display events from the last 24 hours where the VM CPU Utilization

was high on an ESX cluster."

Health Metrics
Commands Aborted
Dropped Packets

Utilization Metrics
VM CPU Utilization
Network Receive Rate

Performance Metrics
% CPU Ready
Datastore Read Latency

7 virtana
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Chapter 4 Data and Entities Entity Overview

Entity Types by Category

The Entity Types page displays tables of entity types and their properties. All entity types
include the name, tags, and created on properties, plus various additional entity-specific
properties.

The following tables list entity types that are included with a standard VirtualWisdom
Basic License. Entity types for optional (non-core) integrations are detailed in the relevant
Integration User Guide.

Application

oo

Table 1. Entity Types - Applications

Entity Type Icon Properties Created By
Tier ..' e Application User or Discovery
.g. e Application Count

e Created On

e Discovered Name
e Entity Type

e External ID

e Name

e Rank

e Tags

o Tier Key

e VW UID

Application e Conflict Key User or Discovery
e Created On

e Entity Type

e Name

e Number of Hosts not Imported
e Tags

o Tier

e Tierld

e Unread

e VW UID

7 virtana VirtualWisdom User Guide 6.7
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Chapter 4 Data and Entities

Entity Type Icon

&

Compute
0.0

Table 2. Entity Types - Compute

Sub-Category Entity Type Icon

Hosts All Host Types i

Hosts Host i

7 virtana

Properties

Properties

Entity Overview

Created By

Annotation

Child vApps
Created On
Discovered Name
Entity Type
Inventory Path
Name

Overall Status
Owner

Parent vApp
Tags

VW UID

Virtual Machines

Discovery

Created By

Created On
Entity Type
Name
Tags

VW UID

Components User or
Created On Discovery
Domain Name

Entity Type

Last Discovered Role

Name

OS Version

Role

Role Updated By

Tags

VW UID

VirtualWisdom User Guide 6.7
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Chapter 4 Data and Entities

Sub-Category Entity Type Icon

Hosts OS Instance i

Hosts CPU Core #

Host Storage Volume Group (Q)
L 4

Host Storage Logical Volume (Q)
4

7 virtana

Properties

Created On
Domain Name
Entity Type

Hypervisor Type

Name

OS Release
OS Type
OS Version
State

Tags

UuliD

VW UID

Core ID
Created On
Entity Type
Model

Name

OS Instance
Speed (MHz)
Tags

VW UID

Capacity (KB)
Created On
Device Name
Entity Type
Name

OS Instance
Tags

VW UID

Capacity (KB)
Created On
Device Name
Entity Type

Logical Device Name

Name

OS Instance
Tags

VW UID
Volume Group

Entity Overview

Created By

Discovery

Discovery

Discovery

Discovery

VirtualWisdom User Guide 6.7
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Chapter 4 Data and Entities Entity Overview

Sub-Category Entity Type Icon Properties Created By
Host Storage Physical Volume e Capacity (KB) Discovery
* e Created On

e Device Name
e Entity Type

e Created On

e Device Name
o Entity Type

e Logical Device Name
e Name

e OS Instance

e Storage Device
e Tags

e VW UID

e Created On

e Device Name

e Entity Type

e Logical Device Name
e Name

e OS Instance

e Tags

¢ VW UID

Host Storage Storage Device Q o Capacity(KB) Discovery
*

e Driver Discovery
e ESX Host

o Entity Type

e Host

e Model

e Name

e Node WWN

e Tags

¢ VW UID

Network HBA Card E e Created On User or

7 virtana VirtualWisdom User Guide 6.7 25



Chapter 4 Data and Entities Entity Overview

Sub-Category Entity Type Icon Properties Created By
Network HBA Port e Attached Ports Discovery
u e Created On

e Device Type
e Discovered Name
e Entity Type

e FCID

e HBA Card

e Host

e |s Virtual

e Logical Fabric
e Name

e Nickname

e Port Speed

e Proxy FC Port

e Proxy FCID
e Proxy Fabric Name
e Tags
¢ VW UID
¢ WWN
Network Virtual Ethernet e Created On Discovery
Port & e Discovered Name
e ESX Host
e ESX VM
o Entity Type
e |P Address
e Name
e Role
e Tags
¢ VW UID
Network Source Ethernet e Created On
Port & e DHCPv4 Enabled

e DCPv6 Enabled

e Device Type

e Entity Type

e MAC Address

e Name

e Storage Array

e Storage Controller
e Storage I/O Module
e Tags

e VW UID
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Chapter 4 Data and Entities Entity Overview

Sub-Category Entity Type Icon Properties Created By
Network IP Address & e Bonded Network Interface Discovery
- e Created On

e Device Type

e Domain Name

e Entity Type

e Ethernet Port

e Host

e |IPv4 Long Value
e Name

e Network Interface
e Prefix Length

e Tags
e VLAN
¢ VW UID
e Value
e \ersion
Network Source IP e Bonded Network Interface
Address & e Created On
e Device Type
e Domain Name
e Entity Type
e Ethernet Port
e Host
e |IPv4 Long Value
e Name
e Network Interface
e Prefix Length
e Tags
e VLAN
¢ VW UID
e Value
e Version
Network Network e Bonded Network Interface e Discovery
Interface E‘ e Created On

e Entity Type

e |P Address

e Interface Name
e MAC Address
e Name

e OS Instance

e Speed (Mbps)
e Status

e Tags

e VW UID
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Sub-Category Entity Type Icon Properties Created By
Network Bonded e Bonding Mode Discovery
Network L] e Created On
Interface o Entity Type
e |P Address

e Interface Name
e MAC Address
e Name

e OS Instance

e Speed (Mbps)
e Status

e Tags

¢ VW UID

IBM PowerVM PowerVM Host e Actual Cores Discover
i e Actual Memory GB
e Created On
e Current Available Cores
e Current Available Memory GB
e Deconfigured Cores
e Deconfigured Memory GB
e Dedicated Cores
o Entity Type
e Firmware Memory GB
e Model
e Name
e Pending Available Cores
e Pending Available Memory GB
e Pool Size
e Sample Rate
e Serial
e Status
° TCIgS
e Total Cores
e Total Memory GB
e VW UID
e Virtual Processors
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Sub-Category

IBM PowerVM

7 virtana

Entity Type

PowerVM
Partition

Icon

-

Entity Overview

Properties Created By

e Active Memory Expansion Factor Discovery
e CPU Mode

e CPU Pool Maximum

e CPU Pool Name

e CPU Pool Reserved

e CPU Sharing Mode

e CPU Uncapped Weight

o Components

e Created On

e Current CPU

e Current Memory GB

e Current Paging VIOS

e Domain Name

o Entity Type

e |P Address

e LPAR Env

e Last Discovered Role

e Mac address

e Maximum CPU

e Maximum CPU Entitled Capacity
o Maximum Memory GB

e Memory Mode

e Memory Weight

e Minimum CPU

e Minimum CPU Entitled Capacity
e Minimum Memory GB

e Name

e OS version

e Power VM Host Name

e Primary Paging VIOS

e Processor Compatibility Mode
e RMC state

e Role

e Role Updated By

e Secondary Paging VIOS

e Status

e Tags

e Using NPIV

e VW UID
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Sub-Category

IBM PowerVM

Microsoft
Hyper-V

7 virtana

Entity Type

PowerVM VIOS
Partition

Hyper-V Cluster

Icon

.

Entity Overview

Properties Created By

e Active Memory Expansion Factor Discovery
e CPU Mode

e CPU Pool Maximum

e CPU Pool Name

e CPU Pool Reserved

e CPU Sharing Mode

e CPU Uncapped Weight

e Created On

e Current CPU

e Current Memory GB

e Current Paging VIOS

o Entity Type

e |P Address

e LPAR Env

e Mac address

e Maximum CPU

e Maximum CPU Entitled Capacity
e Maximum Memory GB

e Memory Mode

e Memory Weight

e Minimum CPU

e Minimum CPU Entitled Capacity
e Minimum Memory GB

e Name

e OS version

e Power VM Host Name

e Primary Paging VIOS

e Processor Compatibility Mode
e RMC state

e Secondary Paging VIOS

e Status

e Tags

e VW UID

e Created On Discovery
e Discovered Name

e Domain Name

e Entity Type

e Hyper-V Hosts

e Name

e Tags

e VW UID
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Sub-Category Entity Type Icon Properties Created By
Microsoft Hyper-V Host e Created On Discovery
Hyper-V e Discovered Name

e Domain Name

e Entity Type

e HBA Cards

e Hyper Visor Present
e Hyper-V Cluster

e Hyper-V VMs

e Inventory Path

e Logical Processors
e Name

e Power State

e Public IP Address

e Tags

e Total Physical Memory (GB)
e VW UID

e \ersion

e Windows GUID

Microsoft Hyper-V VM o Components Discovery
Hyper-V e Created On

e Discovered Name
e Domain Name

o Entity Type

e FC Ports

e Hyper-V Host

e Inventory Path

e Last Discovered Role
e Name

e OS Version

e Power State

e Role

e Role Updated By
° TOgS

e Total Memory (GB)
¢ VW UID

e Virtual CPUs

e Windows GUID
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Sub-Category

Microsoft
Hyper-V

VMware
vCenter

VMware
vCenter

7 virtana

Entity Type

Hyper-V VHD

ESX Cluster

ESX Datastore

Icon

Properties

e Created On

e Discovered Name
e Entity Type

e Filename

e Hyper-V VM

e Name

e Tags

e VW UID

e Created On

e Discovered Name
e ESX Hosts

o Entity Type

e Inventory Path

e Name

e Tags

e VW UID

e CIFS User

e Created On

e Data Store Type

e Discovered Name
e Disk Groups

e Entity Type

e Inventory Path

e |s Accessible

e NAS Host

e NAS Host IP

e NAS Mount Path
e Name

e QOverall Status

e Tags

¢ VW UID

e Virtual Machines

Entity Overview

Created By

Discovery

Discovery

Discovery
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Sub-Category

VMware
vCenter

7 virtana

Entity Type

ESX Host

Icon

Properties

CPUMhz

Cache Disks
Capacity Disks
Connection State
Created On
Discovered Name
Disk Groups

ESX Cluster

ESX Datastores
Entity Type

Ethernet Ports

HBA Cards
Hyper-Threading Enabled
Inventory Path

Is Supported Version
Logical Processors
MemorySize

Mounted File Systems
Name

Number of CPU Packages
Overall Status

Power State

Tags

VW UID

Version

Virtual Ethernet Ports
Virtual Machines

Entity Overview

Created By

Discovery
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Sub-Category Entity Type Icon Properties Created By
VMware ESX VM e Capacity Discovery
vCenter e Components

e Connection State
e Created On

e Datastores

e Discovered Name
e Domain Name

e ESX Host

o Entity Type

e Ethernet Ports

e FC Ports

e Free Space

e Inventory Path

e Last Discovered Role
e MemorySizeMB
e Name

e OS Version

e Overall Status

e Power State

e Role

e Role Updated By
e Tags

e VW UID

e Virtual CPUs

Conversations

2 NOTE

If you are working on a software VirtualWisdom Edition then only Network
Conversations and Isilon Conversations* can be viewed in Inventory. To view
other conversation types (FC, NFS, SMB, iSCSI) the VirtualWisdom hardware
probes must be installed.

*Requires the Isilon integration to be installed and configured. See the Isilon
Integration User Guide for a list of Isilon entities.

Contact Virtana Sales for more information.
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Table 3. Entity Types - Conversations

Entity Type Icon

FC Conversation |:>

<

NFS Conversation E>

SMB Conversation |:>

ISCSI Conversation I:>

7 virtana

Properties

e Created On

o Entity Type

e Initiator FCID
e |nitiator Name
e |nitiator WWN
e LUN

e Name

e Tags

e Target FCID

e Target Name
e Target WWN
e VW UID

e initiatorld

e targetld

e Created On
e Destination
e Entity Type
e FSID

e Name

e Source

e Tags

e VLANID

e VW UID

e Created On
e Destination
e Entity Type
e Name

e Share Name
e Source

° TOgS

e VLANID

e VW UID

e Created On
e Destination
e Entity Type
e LUN

e Name

e Source

e Tags

e VLANID

e VW UID

Entity Overview

Created By

Discovery

Discovery

Discovery

Discovery
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Entity Type

Icon

Network Conversation |—_->

Network

&

-

Table 4. Entity Types - Network

Sub-Category

IP Network

IP Network

IP Network

7 virtana

Entity Type Icon

Ethernet Port &

Network Service &
(s )

&

Entity Overview

Properties Created By

Created On Discovery
Discovered Name

Entity Type

e Name

Tags

VW UID

Properties Created By

Created On
DHCPv4 Enabled
DHCPv6 Enabled
Device Type
Entity Type

MAC Address
Name

Storage Array
Storage Controller
Storage I/0 Module
Tags

VW UID

Created On Discovery
Discovered Name

Entity Type

Name

Tags

VW UID

Version

Created On Discovery
Entity Type

ID

Name

Tags

VW UID
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Sub-Category Entity Type Icon Properties Created By

Storage Network Physical Fabric e Created On Discovery
& e Discovered Name
o Entity Type
e Name
° TGgS
e VW UID

Storage Network SAN Switch e Created On Discovery
& e Discovered Name
e Entity Type
e |P Address
e Manufacturer
e Model
e Name
e Physical Fabrics
e Serial Number
e Tags
¢ VW UID
e Version
¢ WWN

Storage Network Switch Blade e Created On Discovery
% e Discovered Name
e Entity Type
e Module Number
e Name
e SAN Switch
e Tags
e VW UID
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Sub-Category

Storage Network

Storage Network

Storage Network

Logical Network

7 virtana

Entity Type Icon

Switch Port &
[ ]

Inter-Switch Link &
(]

LAN . @)

Logical Fabric &

Entity Overview

Properties Created By

Attached ISL Port Discovery
Attached Ports
Created On
Device Type
Discovered Name
Entity Type

FCID

Is Virtual

Logical Fabric
Logical Switch
Name

Nickname

Port Speed

Port Type

SAN Switch
Switch Blade
Tags

VW UID

WWN

Attached Ports Discovery
Created On

Discovered Name

Entity Type

Name

Tags

VW UID

Created On
Entity Type
Name
Tags

VLAN

VW UID

Created On Discovery
Discovered Name

Entity Type

Fabric ID

Name

Physical Fabrics

Tags

VW UID

VirtualWisdom User Guide 6.7

38



Chapter 4 Data and Entities Entity Overview

Sub-Category Entity Type Icon Properties Created By
Logical Network Logical Switch e Created On Discovery
e Discovered Name
o Entity Type
e Fabric ID
e Logical Fabric
e Name
e SAN Switch
e Tags
e VW UID
e WWN
Logical Network Port Channel e Attached ISLs Discovery
- e Created On
e Entity Type
e |s Virtual
e Name
e Port Speed
e Tags
e VWUID
e WWNs
Storage
-
—
-—
Table 5. Entity Types - Storage
Sub-Category Entity Type Icon Properties Created By
NAS>File NFS File System Q e Created On Discovery
System > o Entity Type

e Ethernet Port

e FSID

e NAS File System Key
e NFS Conversation

e Name

e Storage Array

e Tags

e VW UID
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Sub-Category

NAS>File
System

NAS>File
System

NAS>File
System

NAS>File
System

7 virtana

Entity Type

SMB File System

Link
Aggregation
Group

Monitored Link

Destination
Ethernet Port

Icon

&

(“

Properties

Entity Overview

Created By

Created On

Entity Type

Ethernet Port

Name

SMB Conversation
SMB File System Key
Share Name
Storage Array

Tags

VW UID

Discovery

Created On
Entity Type
LAG Key
LAG Number
Name

Tags

VW UID

Discovery

Created On

Entity Type

Link Aggregation Group
NAS Probe Port Key
Name

Port Number

Tags

VW UID

Discovery

Created On
DHCPv4 Enabled
DHCPv6 Enabled
Device Type
Entity Type

IP Addresses
MAC Address
Name

Storage Array
Storage Controller
Storage 1/0 Module
Tags

VW UID

Discovery
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Sub-Category Entity Type

NAS>File Destination IP

System Address

NAS>NetApp NetApp Cluster

NAS>NetApp NetApp Storage
Node

7 virtana

Icon

Properties

e Bonded Network Interface
e Created On

e Device Type

e Domain Name

e Entity Type

e Ethernet Port

e Host

e |IPv4 Long Value

e Name

e Network Interface
e Prefix Length

e Tags

e VLAN

e VW UID

e Value

e Version

e Cluster Location
e Created On

e Discovered Name
o Entity Type

e Manufacturer

e Model

e Name

e Serial Number
e Tags

e UUID

e VW UID

e Asset Tag

e Created On

e Discovered Name

e Entity Type

e Manufacturer

e Model

e Name

e NetAppCluster DisplayLabel
e NetAppCluster UUID
e Node Location

e Serial Number

e Tags

e UUID

¢ VW UID

e Version

Entity Overview

Created By

Discovery

Discovery

Discovery
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Sub-Category Entity Type Icon Properties Created By
NAS>NetApp NetApp SVM " e Created On Discovery
e Discovered Name

o Entity Type

e Name

e NetAppCluster DisplayLabel
e NetAppCluster UUID

e Tags

e UUID

e VServer Type

e VW UID

NAS>NetApp NetApp LIF Created On Discovery
Discovered Name

e Entity Type

e |P Address

e Name

e NetApp SVM

e Role

e Tags

e VW UID

e Created On User or
Entity Type Discovery
e Name

e Tags

e VW UID

SAN Storage Array

(({

e Created On User or

e Entity Type Discovery
e Name

e Storage Array

e Tags

e VW UID

SAN Storage
Controller

i

e Created On User or

o Entity Type Discovery
e Name

e Storage Controller

e Tags

¢ VW UID

SAN Storage 1/0
Module

i
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Sub-Category Entity Type
SAN Storage Port
SDS>VxFlex OS VxFlex OS
System
SDS>VxFlex OS VxFlex OS
Metadata
Manager

7 virtana

i :

Properties

Entity Overview

Created By

Attached Ports
Created On

Device Type
Discovered Name
Entity Type

FCID

Is Virtual

Logical Fabric
Name

Nickname

Port Speed

Proxy FC Port
Proxy FCID

Proxy Fabric Name
Storage Array
Storage Controller
Storage 1/0 Module
Tags

VW UID

WWN

Discovery

Cluster Mode

Cluster State

Created On

Entity Type

Good Nodes Num
Good Replicas Num
Name

Perf Profile

VxFlex OS System Key
System Version Name
Tags

VW UID

Discovery

Created On

Entity Type

Name

Role

VxFlex OS Mdm Node Key
VxFlex OS Mdm Node Name
Status

Tags

VW UID

Version

Discovery
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Sub-Category Entity Type
SDS>VxFlex OS VxFlex OS
Protection
Domain
SDS>VxFlex OS VxFlex OS
Storage Pool
SDS>VxFlex OS VxFlex OS Data
Server
SDS>VxFlex OS VxFlex OS
Network
Interface

7 virtana

Icon

()

O

Properties

Entity Overview

Created By

Created On

Entity Type

Name

VxFlex OS Protection Domain Key
VxFlex OS Protection Domain Name
State

Tags

VW UID

Discovery

Created On

Entity Type

Name

VxFlex OS Storage Pool Key
VxFlex OS Storage Pool Name
Tags

VW UID

Discovery

Created On

Entity Type

Maintenance State

Mdm Connection State
Membership State

Name

Perf Profile

Rmcache Size In Kb

VxFlex OS Data Server Key
VxFlex OS Data Server Name
State

Tags

Use Rmcache

VW UID

Version

Discovery

Created On
Entity Type
IP Address
Name

Role

Tags

VW UID

Discovery
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Sub-Category

SDS>VxFlex OS

SDS>VxFlex OS

SDS>VxFlex OS

SDS>VxFlex OS

7 virtana

Entity Type

VxFlex OS
Device

VxFlex OS
Volume Tree

VxFlex OS
Volume

VxFlex OS Fault
Set

Icon

Q

Properties

e Capacity Limit In Kb

e Created On

e Device State

e Entity Type

e Error State

e Max Capacity In Kb

e Name

e Path Name

e VxFlex OS Device Key

Entity Overview

Created By

Discovery

e VxFlex OS Device Name

e Tags
e VWUID

e Created On
o Entity Type
e Name

Discovery

e VxFlex OS Volume Tree Key
e VxFlex OS Volume Tree Name

e Tags
e VW UID

e Capacity In KB
e Created On

e Entity Type

e Name

Discovery

e VxFlex OS Volume Key
e VxFlex OS Volume Name

e Tags

e Use Rmcache
e VW UID

e Volume Type

e Created On
o Entity Type
e Name

e Role

Discovery

e VxFlex OS Fault Set Key
e VxFlex OS Fault Set Name

e Status
° TGgS

¢ VW UID
e Version
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Sub-Category Entity Type

SDS>VxFlex OS VxFlex OS Data
Client

VvSAN Disk Group

VvSAN Cache vSAN
Disk

VvSAN Capacity vVSAN
Disk

7 virtana

Icon

Q@

Properties

e Created On

e Entity Type

e Mdm Connection State

e Name

e Perf Profile

e VxFlex OS Data Client IP

e VxFlex OS Data Client Key
e VxFlex OS Data Client Name
e Tags

e VW UID

e Version

e Cache Disks

e Capacity Disks
e Created On

e Disk Group Key
e ESX Datastore
e ESX Host

o Entity Type

e Name

e Node UUID

e Tags

e UUID

¢ VW UID

e Created On

e Device Type

e Discovered Name
e Disk Group

e Entity Type

e LUN

e Name

e PowerVM Partition
e Tags

e VW UID

e Created On

e Device Type

e Discovered Name
e Disk Group

e Entity Type

e LUN

e Name

e PowerVM Partition
e Tags

¢ VW UID

Entity Overview

Created By

Discovery

Discovery

Discovery

Discovery
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Sub-Category Entity Type

vSAN SCSI Disk

ITL Examples

Icon

Q

Entity Overview

Properties Created By

Created On Discovery
Device Type

Discovered Name

Disk Group

Entity Type

LUN

Name

PowerVM Partition

Tags

VW UID

e Divide a host to specify one ITL (initiator:target:lun) combination responsible for the
application and another ITL combination responsible for the backup operations.

e For a backup operation, select only the target port and LUNs to which all back-ups are
sent. VW discovers which ports and LUNs are communicating with each other and build

the entity for you.

e You want a quick way to configure an application entity but do not know its
downstream resources. You can create an application entity by specifying only the

initiator port WWN.

e If you create a combination with a * notation but do not have a performance probe
monitoring the traffic, no metric information is be stored. This example could occur when
an administrator wants to provision application entities before the performance probe is

deployed.

FC Conversations

2 NOTE

The hardware SAN Performance Probe (ProbeFC) must be installed in your
environment to discover and collect data for FC Conversation entities.

Contact Virtana Sales for more information.

Fibre Channel conversations are communications between Initiators, Targets, and LUNs

(ITLs):

¥ virtana

VirtualWisdom User Guide 6.7

47


mailto:sales@virtana.com

Chapter 4 Data and Entities Entity Overview

e Initiator (HBA Port)
e Target (Storage Port)
e LUN (Logical Unit Number)

As conversations occur and are discovered by ProbeFC, the metrics are captured and
stored, and the FC Conversation entities are named with an initiator:target:lun convention.
These entities can be modified like any other discovered entity, with a Name and
Description. The FC Conversation entity type is available in the following areas of
VirtualWisdom:

Entity list

Entity editing (name, description)
Alarms (Exchange Performance only)
Reports (all types)

Analytics (Trend Matcher, Event Advisor)

When you discover FC Conversations, you must apply filter criteria. Otherwise, depending
on the size of your network, an unmanageably large number might be displayed. Narrow
the choices by filtering:

e Application
e Initiator - Host, HBA Card, HBA Port
e Target - Storage Array, Storage Controller, Storage 1/0 Module, Storage Port

An initiator (typically a host) negotiates with a target (typically a storage device) to
connect to a LUN (a disk partition, or one or more disk drives).

FC Conversations cannot be searched by name from the FC Conversation page. After
filtering, you can sort by the Name column and manually scan the results.

Table 6. Application Entities

Representation Description

ITL Initiator-side port, target storage port, and LUN

IT* Initiator-side port, target storage port, and any LUN

[** Initiator-side entity, wildcard for target, LUN(s) (replaced by Devices)
*TL Target storage port (WWN) and LUN

e If you specify a wildcard (*), the performance probe fills in the entity information based
on the conversations it observes. Applications configured this way must have a
performance probe monitoring the traffic.
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¢ You can configure an application entity by choosing a port entity, such as a target port
or host port. When a port type is the starting point in the entity creation process, you
have the option to select the exact target port and LUN. You could also allow the system
to discover the conversations by selecting I**.

¢ When you configure an application entity by choosing a configured entity type such as a
host or storage processor, VirtualWisdom uses only discovered conversations. For
example, if you start configuring an application entity with a host entity (consisting of
ports), VW doesn't allow you to then specify the target entity. The configuration wizard
uses only the * notation.

e A target port can be discovered if a ProbeFC monitors the traffic or zoning is configured.

Discovering FC Conversation Entities

As conversations occur and are discovered by ProbeFCs, the metrics are captured and
stored, and the FC Conversation entities are named with an initiator:target:lun convention.
As with any other discovered entity, these entities can be customized with a Name and
Description.

1. Click Inventory and select FC Conversation from the Conversations group.
The FC Conversation Filter displays.

FC Conversation Filter

Application

Initiator Host

Target Storage Array
Apply Cancel

2. Specify one or more filter criteria, and click the Apply button.
At least one entity type must be specified to filter FC Conversations; if you specify
multiple entity types, an AND filter is created. A search box is available for each type.
The filtered FC Conversation list is displayed, in which the grayed-out discovered
Name column is the combination of the Initiator, Target, and LUN columns. These
columns can be sorted in ascending (default) or descending order.

3. Select an FC Conversation by clicking the row.
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The row is highlighted. You can display the properties of a conversation with the
Show Properties menu item. Properties of the Initiator, Target, and LUN are displayed.
4. Click the Edit menu item.
The FC Conversation page is displayed, showing the original discovered name of the
conversation. Properties are also displayed, in a read-only area.
5. Specify the information you choose in the Name and/or Description, fields, and click
the Save button.
The revised information in the newly-created conversation entity is now shown in the
FC Conversation list, and the Name field is no longer grayed out.
The revised detail information of the newly-created conversation entity is now shown
on the edit page.

NFS/SMB Conversation
NFS/SMB conversations are communications between:

e Source
e Destination
e Filesystem

As conversations occur and are discovered by ProbeNAS, the metrics are captured and
stored, and the NFS Conversation and SMB Conversation entities are named with an
source:destination:filesystem convention. These entities can be modified like any other
discovered entity, with a Name, and/or Description.

When you discover NFS or SMB conversations, all of them are displayed, and no filter
criteria are applied.

The following child entities are supported for the NASProbe, by manual creation, entity
management, or entity import:

Applications - NFS Conversation, SMB Conversation
Hosts - Source IP Address

Storage Arrays - Destination Ethernet Ports
Storage Controllers - Destination Ethernet Ports

I/O Modules - Destination Ethernet Ports

Alarms based on NAS metrics:

e Performance
e Histogram Performance
e Average Performance
e Procedure Rate
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e Procedure Limit
e Errors

e Link Errors

e Packet Errors

e Flow Control

Discovering NFS or SMB Conversation Entities

As conversations occur and are discovered by ProbeNAS, the metrics are captured and
stored, and the NFS Conversation entities are named with an source:destination:filesystem
convention. As with any other discovered entity, these entities can be customized with a
Name and/or Description.

1. Click Inventory and select NFS or SMB Conversation from the Conversations group.
2. Select the NFS/SMB Conversation entity type.
The list of conversations is displayed.
3. Select an NFS or SMB conversation by clicking the row.
The row is highlighted.
You can display the properties of a conversation with the Show Properties menu item
from the dropdown.
4. Specify the information you choose in the Name and/or Description fields, and click
Save.
The revised information is now shown in the NFS Conversation or SMB Conversation
list.

Entity Creation

How are entities created?

Most entities are automatically created by VirtualWisdom when new infrastructure is
discovered by VirtualWisdom’s probes and integrations. This is called auto-defined or
auto-discovery entity creation.
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Auto-defined

Discovery
Automatically discovered and generated by VirtualWisdom probes and

integrations.
Most entities are discovered by VirtualWisdom.

User-defined

Entity Matching Entity Import
Use pattern matching to assign Upload JSON file containing entity
nicknames to port aliases definition

Entities can also be defined manually through the VirtualWisdom user interface using one
of three methods:

1. Manual Creation: The user creates each entity with the entity management feature in
the VirtualWisdom user interface. User Defined Entities allow the VirtualWisdom user
to organize their environment and the collected metrics in a fashion that is familiar to
them, for example, by Host, Application, or Storage Array.

2. Entity Matching: Entity Matching is a feature that allows the user to assign a
meaningful nickname to discovered port Entities. Pattern matching is applied against
port alias values based on a nickname scheme to streamline what would otherwise be
a tedious process.

3. Entity Import: Entities can also be imported using a JavaScript Object Notation (JSON)
file. JSON is an open standard format that uses human-readable text to transmit data
between a server and a web application.
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©® IMPORTANT

Beginning in VirtualWisdom 6.7, a limit has been placed on the number of
conversation entities that VirtualWisdom stores for ProbeFC, ProbeNAS, and
NetFlow.

If the system limit of the number of conversations is reached, the least-
recently-seen conversations are automatically deleted.

Deletion of these entities is intended to increase performance and reliability
for long-running deployments. If you wish to modify or disable this feature,
contact VirtualWisdom Support.

Entity Management

When new integrations or probes are configured with VirtualWisdom, most entities
associated with the integrations or probes are automatically discovered. However, some
entities might not be identified. In that case, the VirtualWisdom administrator (vw-admin
role) must manually create the missing entities.

Auto-Defined Entity Management

Auto-defined

Discovery

Automatically
discovered and

generated by

VirtualWisdom
probes and
integrations
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Most entities in VirtualWisdom are discovered automatically. Auto-discovery is performed
when new integrations and probes are configured, on a defined schedule, e.g., every 24
hours, or when new infrastructure components are installed and discovery is started
manually after installation.

Discovery identifies topology, zoning, and various system properties that depend on the
integration and entity type. These properties are called system properties and can be
viewed on the entity's Inventory page. VirtualWisdom also tracks meta data on entities,
e.g., type, created by/on, tags, etc.

Configuring Auto-Discovery Schedules for Software Integrations

Discovery can be configured to occur automatically on a recurring schedule.

2 NOTE

This task is available only to users with the VirtualWisdom Administrator
(vw-admin) role.

1. From Settings, select Integrations.

. virtana Training =

VirtualWisdom Settings

Setti ngs Shutdown Appliance Restart Appliance Help
...
L] . . . . . e e
Appliance Configuration ‘::.J Entity Creation Utilities /ﬂ User Management
= S
2 o
= Network Setup and Utilities Entity, Matching LDAP Settings

Licensing Entity Import Users, Roles and Groups

(©) Software Upgrade Password Policy

= Remote Access (RemoteWisdom and SSH) Login Banner
Service Management

N Certificate Management
VirtuaWisdom Health Notifications

©
Izt
© _ ~ N
@ Probes and Integrations == Disaster Recovery Administration
- X

Performance Probe Inventory Backup and Restore QOutbound Email (SMTP)
Hardware Diagnostics AP Token Management

Syslogs

2. Locate the desired integration and select View.
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Integrat|0ns License Report Help
uu! U.TZ271.7014) !u! Discover and Monitor Microsoft's .u! -UT4.UT/512) ~
Discover and monitor KV Hyper-V environment Subscribe to Solaris OS instances to
envirenments enable metric collection using SSH
View More Info View Mare Info View More Info

Virtana Virtualwisdom - VMware vSphere (2) Brocade SAN (2)
i i 1.0.2(1) i i Discover and Monitor VMware's ( ) Discover and Monitor Brocade's
Monitors the health of the vSphere environment Fibre Channel switch environment

VirtualWisdom Appliance

i

View More Info View More Info View More Info

Dell EMC Isilon
Integration - 2.1.4.8 (1)
Discover and Monitor DELL EMC
Isilon

Cisco SAN (4)
) Discover and Monitor Cisco's Fibre
Channel switch environment

Dell EMC VxFlex OS (1)
Discover and Monitor Dell's VxFlex
05 (5calel0) environment

i

(

my
nw

View More Info View Mare Info View More Info

- EMC VMAX Integration - - IBM SVC-2.2.2.1(0) - NetApp FAS (1)
E_E 2.4.0.2 (1) E—E Discover and Monitor IBM's SVC E_E Discover and Monitor NetApp
L Discover and Monitor DELL EMC's L storage virtualizer L C-mode filers (NFSv3)

VMAX Storage Arrays through
Unisphere storage manager

View More Info View Mare Info View More Info

- NetApp Storage - 0.12.0- - Pure FlashArray - 1.5.1.11
s== bewib®) =z 0
~—_— Discover and Monitor NetApp S Discover and Monitor Pure
QONTAP environment FlashArray storage arrays
View More Info View Mare Info

3. Alist of configured subscriptions is displayed, with data on when the last discovery
occurred, and any integration or metrics collection warnings or errors. Select a row to
review the configuration.

Cisco SAN License summary || || MNew Help
= Page Loaded: 10:45PMUTC
Name T Subscription Last Discovery Last Metrics Collection
BBR2 subscribed (1/1) Warning - 05/29/2020 09:00:05 AM UTC 05/29/2020 10:45:01 PM UTC @
FCOE-C5548 Subscribed (8/9) Warning - 05/29/2020 09:03:56 AM UTC Collecting Metrics... ®
mds01-bbrl.Jab.vilocal Subscribed (1/1) 05/29/2020 09:00:15 AM UTC 05/29/2020 10:45:01 PM UTC @
mds9148-qe-1 Subscribed (1/1) Warning - 05/29/2020 08:00:00 AM UTC Collection Failed (1/1) ®
mds9148-qe-2 subscribed (1/1) Warning - 05/29/2020 09:00:00 AM UTC Collection Failed (1/1) @
MDS9706-QE Subscribed (3/3) Warning - 05/29/2020 09:00:51 AM UTC 05/29/2020 10:45:39 PM UTC ®

4. Select the desired frequency and start time. Each integration has an option to
configure the frequency and start time for automatic discovery. Note that the option
may vary slightly based on the integration.
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BBR2 Save | StartDiscovery License Summary More +
Configuration SNMP Sources Discovered Telemetry Sources
Probe Name BBR2 Description

Seed Switch Details

Virtualwisdom uses a seed switch to discover a SAN fabric.

Vendor Cisco SNMPTimeout  1g
(sec)

Hostname / IP 10.20.200.12 SNMP Max 3
Timeouts

1P (secondary) SNMP Version vac

Network Port NICO Community public

SNMP GetBulk

operation is Enabled

Discovery Time and Frequency

Full Discovery Mini Discovery

Enable scheduled discovery Check for dynamic changes in the fabric (for example, in the FCID to WWN map)

Frequency Every other day - [] Enable Mini Discovery

Start Time User: 9AM UTC / Appliance: 2AM PDT -

User-Defined Entity Management

User-defined

Entity _
Matching  Entity Import

Use pattern Upload JSON file
matching to assign containing entity
nicknames to port definition
aliases

A handful of entity types can (or must) be defined using the VirtualWisdom administrator
(vw-admin role). Manual entity creation can occur after initial auto-discovery is
completed, or after new components have been added.

The highlighted entity types can only be created manually. Tiers and Applications can be
created automatically through VirtualWisdom's APM integrations.
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v Application
Tier
Application

¥* Compute

¥ Hosts

¥ Network
¥ Storage
¥ SAN
Storage Array

Storage Controller

Storage I/0 Module

Manual Entity Creation

1. Navigate to the Inventory module and select New, then select the entity type (Host,
HBA Card, Storage Array, Storage Controller, Storage I/O Module).
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Host

Mew

v Application
Tier
Application
v Compute
¥ Hosts
Host
v Metwork
HBA Card
¥ Storage
¥ SAN
Storage Array
Storage Controller

Storage I/O Module

Entity Management

Name is the only required field but you can define custom properties such as
description and tags. Creator and creation date are also tracked.
a. Enter the new entity's name and any other desired information.
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b.

7 virtana

Host
Name * SVCS_Test_1
Tags Test
Role Test

System Properties

Entities

(o}

Name

Description

Custom Properties

Data Center

Click Add to associate entities

Services test host

Entity Management

Save Help

Add Property

services

Add

© IMPORTANT

The following characters cannot be entered in entity names: ~ % & *

=[1\i.[<>?

¥ Compute

+ Hosts

¥ Network

HBA Card

HBA Port

IP Address

Source IP Address

D Pp770-9117-MMD-5N849C567:1E450041 ...

D p770-9117-MMD-5N849C567:1E450040...

[] HYPERV-01:hbad

OK Cancel

@ @ @ @ @ @ @ @ @ @ @ @ @ @ @

D

~

Selected Entities

Name

Click Add to associate the entity with sub-entities, e.g., HBA ports in the case of a
host or HBA card.

Add Entity

HBA Card

‘ Type

You will see a different menu depending on the entity type you are creating.
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AddENtY  se the search field to filter the selection

. Selected Entities  (Items: 4)
REIVCRR QO os-metrics % (ltems: 5)

‘ Name | WWN | FCID | Tags W name

Type
os-metrics-01-port2 HEBA Port
os-metrics-02-port1 HEA Port

os-metrics-02-port2 HBA Port

Ooooao

os-metrics-01-port1 HBA Port

[] os-metrics-ubunt... 10000000c895c452 ab0500

Use the arrows to add/remove sub-
entities before finalizing your selection

oK Cancel

For example, entities that can be comprised of more than one sub-entity types
will require you to select the sub-entity type first. Click the entity button at the top
to select an entity type. You can use the search field to filter the entities by name.

For entity types for which there is only one possible sub-entity type, you will see a
list of sub-entities that you can select from.

Creating SAN Fabric Entities

Creating host and storage array entities from discovered HBA and storage ports is
recommended to support advanced troubleshooting capabilities.

Host Storage Array

a

HBA Port HBA Port

E E Storage Port Storage Port
| (] | (]

(0
(1

Entities should be created after vSphere discovery is completed (ESX Hosts are
automatically discovered and do not need to be created).

The Entity Matching [61] or Entity Import [73] utilities are used to create these entities.
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%‘ Entity Creation Utilities

Entity Matching
Entity Import

Entity Matching

Entity Management

The Entity Matching utility creates entities based on pattern matches using discovered
port information, e.g., WWN and nickname (alias).

2 NOTE

Entity Matching works really well when your organization uses a highly
regimented approach to providing aliases (human-readable nicknames for
HBA and storage port WWNs) for their devices. Here are some examples:

HBA Ports

SJPEXWIN23 SJPEXWIN23_HBAO
S|PEXWIN23_HBA1

This name breaks down as follows: S) =
San Jose, P = Production, EX = an
abbreviation of the primary application
(Microsoft Exchange), WIN = Windows, 23
= the 23rd of its kind.

This host has one or more HBA ports. A
common naming convention of these ports
is shown above.

With this kind of convention in place, using
Entity Matching to create the Host entity
(SJPEXWIN23) is a trivial exercise.

7 virtana

Storage Array Storage Ports

VMAX0589 VMAX0589_10EOQ
VMAX0589_10F0
VMAX0589_10G0
VMAX0589_10HO
VMAX0589_9E0
VMAX0589_9F0
VMAX0589_9G0
VMAX0589_9HO0

This name breaks down as follows: VMAX
= storage array model, 0589 = last four
digits of the array's serial number.

This storage array has a number of
storage ports associated with it, with
names as shown above.

Using Entity Matching to create the
storage array entity is very simply done.

VirtualWisdom User Guide 6.7

61



Chapter 4 Data and Entities Entity Management

The Entity Matcher uses parse rules to group discovered port-level entities into higher level
entities like hosts and storage arrays. Parse rules are regular expressions: sequences of
characters that form search patterns.

You can use the REGEX tester at this link to test your pattern matches before using the
Entity Matching Utility: https://regex101.com/#pcre

If your organization uses a consistent naming strategy for hosts, storage arrays, and
ports, using the Entity Matching Ultility is straightforward.

If your organization does not use a consistent naming strategy (this is common in
companies that have undergone mergers), you can request assistance from Virtana
Services to design parse rules and assist you with using the Entity Matching Utility.

Using the Entity Matching Utility

2 NOTE

This task is available only to users with the VirtualWisdom Administrator
(vw-admin) role.

1. To use the utility, navigate to Settings > Entity Matching.
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' VirtualWisdom | settings

Settings

Network Setup and Utilities
Users, Roles and Groups

Licensing Entity Import
Software Upgrade password Policy
Remote Access (RemoteWisdom and SS5H) Login Banner
Service Management
Certificate Management
VirtuaWisdom Health Notifications
@ Probes and Integrations == Disaster Recovery Administration
[ ] X
Performance Probe Inventory Backup.and Restore Outbound Email (SMTP)
Hardware Diagnostics API Token Management
ntegrations SNMP Traps
syslogs
Maintenance Windows
[~ T2 © =x w N 6 4 5 ) g of it

2. You can create hosts or storage arrays using the utility.

Entity Matching

Type * Host

Storage Array

Parse Rules

Rule * Match duplicate names

Parse

Parsed Host Matches

Mothing parsed

VirtualWisdom User Guide 6.7
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Shutdown Appliance Restart Appliance

Appliance Configuration ’a Entity Creation Utilities ()@ User Management
Y= o
LDAP Settings

Virtana Training ~

Help
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3. Select a parse rule to match the entities' aliases. You can use any of the existing parse
rules or create your own custom regex.

Parse Rules

Rule * Match duplicate names ol

Match duplicate names

Remove matching characters ending with 'HEA#'
Remove matching characters ending with
Parsed Host Matche _hbad#_#

Remove characters after last separator _
Ll e es Remove first 4 characters
Remove last 2 characters

Extract first 11 characters

Custom Regex

4. Use these recommended parse rules to perform entity matching.
Remowve matching characters ending with "HBA#'
Remowve matching characters ending with
'_hba#_#
Remove characters after last separator _
Remove first 4 characters
Remove last 2 characters
Extract first 11 characters
Custom Regex

a. Remove characters after last separator (_)

This parse rule will remove all characters from the alias after the last separator.
The base rule uses an underscore, _, as the separator but you can create a
custom rule to change the separator.

After selecting the standard "last separator" rule, select the Custom Regex rule.
Remove first 4 characters

Remove last 2 characters
Extract first 11 characters

Custom Regex
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Change the underscore to any other symbol you want to use for matching. Click
Parse to view the matches.

Parse Rules
Rule * Custom Regex -

Parse

The utility returns the number of matches found. Click the down arrow next to the
rule to view all matches in the target group.

Parsed Host Matches

=Y

Custom Regex ("(.*)-.*3) (2)

View Target Group

Delete

All entities matching the rule are displayed. Hover over the matched ports to see
the complete list of target hosts. You can remove any entities you do not wish to
include in the creation process.

Target Group : Custom Regex (M.*)-.*$)

Remove

[] sb1o-1 sb10-1-INIT

[ ] sblaze2-4-inito sblaze2-4-init0-virtual

Once you are satisfied with the target group, select Create (Host) Entities to
create the entities.

Create Host Entities Close
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b. Extract first 11 characters
Another useful parse rule is the "Extract first 11 characters" rule. Using the same
process that was outlined above, you can create a custom regex to change the
number of characters to extract.
We recommend that you start the the longest port names first.

Match duplicate names

Remove matching characters ending with "HBA#'
Remove matching characters ending with
'_hba#_#

Remove characters after last separator _
Remove first 4 characters

Remove last 2 characters

Extract first 11 characters

Custom Regex

Confirming Entity Creation Using Inventory

Use the Inventory module to confirm entity creation.

The entity is tagged with "Entity Matching" as part of its system properties.

= VirtualWisdom Inventory » Hosf
Host Hagt -
(£
o2 Q bridxs208
2
E' Name
= bridw6208 Entity Matching 04/10/2019 040500 PMUTC (2

The sub-entities used to create the entity are displayed on the entity's inventory page.
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brldx6208
Role
System Properties Custom Properties
Created On: B410/2019 04:05:00 PM UTC
Entity Type: Host
Name: bridx6208
Tags: Entity Matching
VW UID: dbe$751791 75482562081 S0 ThdB2f
Entities

HBA Port

HEA Port

HBA Port

HEA Port

HBA Port

HBA Port

Confirming Entity Creation Using Topology

You can also use the Topology module to confirm entity creation, and to view the entity's
relationships within the infrastructure.

Name | Created On

bridx6208 Entity Matching D4/10/2019 easemaniiimar,
Edit

Shew Properties

Expand the host's topology to view the HBA ports and the relationships within the
infrastructure.
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New Topology =- C || Mew || save - Help

View Default = < o -

o i brid6208

20
— & =]
bedRRge e MAs02-Bbe2 VAN Vmaxigss
N
bridB208-nba5 & g
mas1-DorT-VEANT PURE

briche208-nbat

bric208-nbat

brkde208

Entity Matching Example

Here's an example of how the Entity Matching utility was used to create a host from HBA
port aliases.

1. The Entity Matcher displays a list of unassigned HBA ports. Let's focus on the two
HBA ports highlighted in the image below.

Unassigned HBA Ports (1328)
|

Name - Nickname WWN

e50580 2022002a6a0cce80 s
e508a0 24fa002a6aaaBali

esxAAADT094p01_hbal esxAAAD1094p01_hbal 20000025b511a1ba

esxAAAD1094p01_hbat esxAAAD1094p01_hbat 20000025b511b2ba

esxAAAD1094p02_hbal esxAAAD1094p02_hbal 20000025b511a1ca

esxAAAD1094p02_hbat esxAAAD1094p02_hbat 20000025b511b2ca

2. It's clear from the naming conventions used that these HBA ports belong to a service
named esxAAA0109p01. The objective is to use the provided parse rules to select
these two HBAs to create the parsed Host name. Luckily, there’s a rule that does just
that. Select the rule called “Remove characters after last separator _” from the Rule
pull-down as shown below.
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Parse Rules

Rule:* Remove characters after last separator _ -

" Maich duplicate names
Regex:

Remowve matching characters ending with 'HBA#'
Remowve matching characters ending with '_hba#_#'
Remove characters after last separator _

Remove first 4 character

Remove last 2 character

Extract first 11 characters

Parsed Host Custom Regex

Choosing this rule results in the regular expression (abbreviated Regex in VW):
/\(_*)_'*$

Let's translate this rule:

A Starting from the beginning of the line

(-*) Match any arbitrary sequence of characters: . matches any single character, *
matches zero or more of what precedes

Until an underscore character is found

* Followed by any abritrary sequence of characters

$ Until end of line is encountered

After clicking on the Parse button, the rule is added to the Parsed Host list under the
Parse Rule selector area. Click on the View Target Group to expand the group.
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Host
Type
Parse Rules
Rule Remove characters after last separator _
Af &y *
Regex ("9

FParse

Parsed Host

Remove characters after |ast separator _ (603) - Errors Found: 425
View Target Group

Delete

4. Alist consisting of Host entity names, each with a list of HBA ports that the entity will
contain, is displayed.
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Target Group : Remove characters after last separator _

Host Ports Remaove
esxAAAD1004p01 esxAAADI094p01_hbal esxAA =5
esxAAADT0G4p02 esxAAADI094p02_hbat esxAA . D
esxAAADT094p03 esxAAADI094p03_hbal esxAA .
esxAAAN1094p04 esxAAAN1094p04_hbal esxAA .
esxAAA01094p05 esxAAADNT094p05 _hbat esxAA .
esxAAADT094p06 esxAAADI094p06_hbat esxAd |
esxAAADT0S94p07 esKAAADI094p07_hbal esxAA .
esxAAADT094p08 esxAAADI094p0E_hbal esxAA .
esxAAA01094p0Y esxAAADN1094p09_hbat esxAA .
esxAAADT094p10 esxAAADT094p10_hbal esxAA
esxAAADTD94p11 esxAAADI094p11_hbal esxAA
esxAAAD1094p12 esxAAADT094p12_hbat esxAA .
esxAAAD1094p13 esxAAADI094p13 hbat esxAA . v

Cancel

5. Review the generated list and confirm that each entry is correct. It's likely that there
may be a few host entities that were constructed incorrectly, usually resulting from
inconsistent nicknaming. If you go ahead and click OK without reviewing, there may
be a set of host entities created that are not correct and that will have to be removed.
Here's an example: look at the host entity named etlglxn_2A highlighted in the image
below.
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Target Group : Remove characters after last separator _

Host - Ports Remove
esxAACD1094p15 esxAACD1094p15_hbat,esxAA . -
esxAACD1094p16 esxAACO1094p16_hbaD esxAA .
etigixn_2A etigixn_2A_alt
etlg2xn_2A etig2xn_2A_alt
etls1x_2A etlstx_2A_alt
etls2x_2A etls2x_2A_alt
haixd2n_2A haixd2n_2A_ait
vioeallaw vioeallaw_1Aviocealiaw_1B
vioealibw vioeal1bw_1B,vioeal1bw_1A
viogal2aw vioea12aw_1Avioeai2aw_1B
vioea12bw vioea12bw_1Avioeai2bw_1B
wasdin_2A wasdin_2A_alt
wneain DA wmenin DA _alt

e Cancel

It contains a single HBA nicknamed etlglxn_2A_alt which is odd. It's unlikely that any
host in this day and age has only a single HBA port in it. There are numerous reasons

why VirtualWisdom may not have discovered a second port:
e |t didn't have a nickname so it appears in the list as an FCID
e Itisn't connected to anything; hence VirtualWisdom couldn't discover it

This line should be excluded until you can resolve the anomaly. Remove the line by

clicking on the checkbox next to the name.
6. Once you've finished reviewing the list, you click the Remove button to remove

suspicious entries. Now you can click the OK button and then the Create Host Entities

button and all of the host entities in the target group(s) will be created.
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Custom Regular Expressions

If your organization uses a less rigorous approach to naming your ports, you will have to
work a bit harder to use Entity Matching to create Host or Storage entities. Here’s an
example of two HBA ports belonging to the same virtual server:

Sto_sjctxesx1_PROD-fc-HBA-1-lab_HBAO_New Sto_sjctxesx1_PROD-fc-HBA-1-
lab_HBA1_New

The rule we used above won't work here. It would create two hosts named
Sto_sjctxesx1_PROD-fc-HBA-1-lab_HBAO and Sto_sjctxesx1_PROD-fc-HBA-1-
lab_HBA1, each with a single port, which is not correct. We want a single host called
Sto_sjctxesx1_PROD-fc-HBA-1-lab with two HBA ports (...HBAO_New

and ...HBA1_New) in it.

What we need to do is modify the Regex for that rule.

1. Start by selected the rule as before, but instead ofapplying it to the list of unassigned
HBA ports, simply copy the Regex field into your edit buffer (ctrl-c or cmd-c).

2. Select Custom Regex and paste inthe copied Regex.

3. Edit as shown below and the rule will now match the HBA ports.

Parse Rules
Rule: * Custom Regex
Regex: * L O Iy

Parse
Entity Import

You can use an imported JSON file to create entities in bulk. You can also use this method
to create Application entities and other entity hierarchies:
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User-defined
E ntlty Application
I m po rt Host
Upload JSON file e array
Contdm?m_?_ Entlty Storage Controller
erniaon Storage 1/0 Module
2 NOTE

This task is available only to users with the VirtualWisdom Administrator
(vw-admin) role.

1. Select Entity Import from the Entity Creation Ultilities section on the Settings page.

ﬁ-::ﬂ Entity Creation Utilities
Entity Matching

2. Upload your JSON file and click Validate to check it for errors. Select Import to create
the entities.
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Entity Import

Upload File en-mapping.json Browse

(Supported file format JSON)

Import Close

See the VirtualWisdom Administrator Guide, Entity Import section, for more information
on this feature.

Entity Management Best Practices

Use the entity matching utility to capture newly discovered devices.

Perform entity matching at least weekly.

Schedule a 10-minute task on Mondays to capture any weekend changes.

Perform post-switch discovery if discovery updates take multiple days to complete.

Validate entities using reports:

a. All hosts are presenting data as expected.

b. All conversations are captured.

c. Metrics are displayed (use report metrics appropriate for the integration, e.g.,
Consumed Bandwidth for switch integration).

o wNeE

Which Method Should | Use to Create Entities?

When to Use Entity Matching When to Use Entity Import

The most commonly used expressions Your organization uses a well-defined CMDB or other source
and examples apply to your that has export to .csv file capabilities.
environment.

Your organization used well-defined When aliases are not automatically discovered (Cisco example
naming conventions and zoning FC Alias, zoned by interface).

practices.

Your storage ports are clearly defined. Storage Virtualizer is used for the initiator defined ports

(depending on architecture).

Your organization uses complex naming conventions or
aliasing on switches that Regex wouldn’t be efficient to use.
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Applications and Tiering

Application Entities

Provide end-to-end Enable monitoring, alerting, Show you how your
visibility into the hybrid troubleshooting, and applications and
infrastructure supporting capacity management workloads behave and
the application based on the application’s impact your infrastructure
business value and service

levels

ol
o
o%e

BBA

ProdPlatinum

Platinum  Ordering System

Application entities are groupings of the infrastructure components that comprise and
support the application.

Discovering or creating application entities is of critical importance in achieving the most
value from the VirtualWisdom platform.

Application entities provide end-to-end visibility into the infrastructure where the
application lives: the compute, network, and storage infrastructure.
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Appllcatlon

Tier |y :§:

syslab esx04
syslab- esxl]ci hba3

HBA Ports

l VMAX-1955

— g B e VMAX Storage Array PURE
VMAX Storage =
Resource Pool : o=

Applications and Tiering

PURE-CTO0-FCO

166G —| 1

B

syslab-esx04-hba2
_J¥—a

VMAX-1956:SRP_1

N .

syslab-esx04 lab.vilocal

PURE-CTO-FC1

Ordering System

ProdPlatinum ‘

I
syslab-esx05-hba2 (_ mds01-bbr1-VSAN1 LR
166G
/ syslab 255 x 166 4 |
166 —— | . —
syslab-esx05-hba3 - 2x16G '
mds02-bbr2 VEANT - BERE CTEEC!
=
,,,,,,,,, fore.
J VMAK 1955

syslab-esx06-hba? E

7 syslab-esx06

E‘ 166

syslab-esx06-hba3

Storage Ports

Storage Array

Application entities also enable VirtualWisdom to provide monitoring, alerting, case
management, and troubleshooting based on the application’s business value and SLA tier.

Finally, application entities enable you to understand how your applications behave and

impact the infrastructure.

Application Entity Creation

Applications can be discovered and created automatically from an AppDynamics,
Dynatrace, or ServiceNow instance, or through suggestions populated by VirtualWisdom
through the VMware integration, the Host OS integration, and through NetFlow.

The entities that make up the application must already be part of the infrastructure
discovered and monitored by the VirtualWisdom probes and integrations.
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Discovery

APPDYNAMICS

jFlow

/dynatrace

servicenvw

SSH

vmware O
NI N
sFlsw YUIPE Cisco’ wwldl]

NetFlow

M: agemn t
lm?l':l"u entaglinn

Applications and Tiering

Alternately, application entities can be created manually using the VirtualWisdom
interface or through import using a JSON file.

[

e = | Entity Creation Utilities
I
Entity

Matchin g
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Manual Application Entity Creation

1.

2.

3.

7 virtana

2 NOTE

Application entities are created top-down. Other entity types are created
bottom-up, and child entities are created before their parents. If an entity is
created before it is populated with children, it shows an empty topology.
When you add children to an entity, the metric associated with those children
are applied retroactively. This capability is useful for reports and charts
because you can see the historical metrics of the child entities after the
creation of the parent.

From the Application list in the Inventory module, select New then Application.

Virtana Training

= VirtualWisdom Inventory

Application Application Discovery | 1New || 1 withsuggestions Application || Q|| New || More

~ Application

Tier
Pure0001 Workload Simulation Application
(O] Test Application By ITL » Compute

= RHOLT-APP-TEST > Storage

li Stack Play Engine

Q WarkLoad Wisdorn Stack Play

Folding

Test App VM

Test App esxi2

TESTAPP.

LDV Test

Complete the application properties fields.

Application Save Help

Name * Billing Monitor Description

Tier Tier 1

Togs Finance

System Properties Custom Properties Add Property

Select the application components or conversations that comprise the application.
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Application Compenents

Q

Name
Click Add to assodiate entities

FC Conversations

Click Add to assodiate entities

4. Choose the entity type.

Add Device

MF5 Conversation

¥ Compute
* VMware vCenter

ESH WM

5. Select named entities by checking the boxes next to their names. Use the drop down
menu to view their properties or topology. Move the selected entities to the right panel
using the right arrow button. Click OK when you are satisfied with your selection.
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Add Device

Selected Entities

X (ltems: 3)

W Name | Type
v VW-62-Demo-31 ®
| VW-62-Demo-43 (vm-1432) ®
| VW-62-PM-Release (vm-713) ®
O

Application Entity Discovery

Auto-Discovered Application Entities

R, RppOynamic 7 VirtualWisdom
.
O=—n_
o - 2

servicenuw 7 VirtualWisdom

I

7 VirtualWisdomn

The AppDynamics, ServiceNow, and Dynatrace integrations automatically discover
applications. VirtualWisdom application entities are created automatically for these
integrations. VirtualWisdom application entities are created automatically for these
integrations.
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VirtualWisdom also interprets AppDynamics tiering strategies, allowing you to map the
AppDynamics tiers to VirtualWisdom tiers.

2 NOTE
Application entities (IP address, host, ESX VM, Hyper-V VM, PowerVM
partition) must already exist in VirtualWisdom prior to application discovery
through the application, OS, or NetFlow integrations.

Application Entity Suggestions
The Host OS and NetFlow integrations suggest new applications.

A button on the Application inventory page tells you when new suggestions are available.

Application Application Discovery 1 with suggestions Application | | (|| New More

Drill down on the suggested application to view its properties.

7 virtana VirtualWisdom User Guide 6.7 82



Chapter 4 Data and Entities Applications and Tiering

1 New Application Discovered

Entity Mame | Created On | Components
Application—-(569659952) 06/26/2020 09:00:00 AM UTC 3
Done

Suggested Application Page
Properties discovered by the integration are displayed under System Properties.

Suggested Application Create Application | |znore Suggestion Help

Name * Application-(569659952) Deseription

The topology of the suggested application is shown with the ability to zoom in or out. An
Infrastructure map is also included to the right. Highlighting an entity in the topology map
filters the infrastructure map for that entity.

7 virtana VirtualWisdom User Guide 6.7 83



Chapter 4 Data and Entities Applications and Tiering

TOPOLOGY Group hostsby:  No grouping - @ Q @ INFRASTRUCTURE
Compute (29)
| |ojojojojojo] |
o AEEEEEEN
XFS XNRIP1.. . . . . . . . .
i EEEES
V\fsvcsvwx ]
A
XFS_XNRIP1.. . . . . . .
Storage (3)
[ ]o

The sub-entities that comprise the application are shown along with their type and a drop
down menu to view more info. You can add or delete entities using the buttons at the top
right of the list.

Entities Add Bulk Delets

ESXVM ®

ESXVM ®

ESXVM

Use the Create Application or Ignore Suggestion buttons at the top right of the page to
create the app or ignore this suggestion. The suggestion is no longer shown.

Suggested Ap pl ication Create Application Ignore Suggestion

Suggested Application Changes

A button on the Application inventory page tells you when changes have been made to
existing applications.

Application Application Discovery = 1 New [ 1 with suggestions

Drill down on the application to view its suggested changes.
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Found Suggestions for 1 Application

Application | Source Discovered On

Service Ment VirtualWisdom 07/08/2020 09:01:00 AM UTC

Service Mgnt

Review the suggested changes, then select which changes to apply or ignore all changes.

Service Mgnt - Suggested Changes

.‘ Entity Name ‘ Type ‘ Suggested Change

[«  TEST-PA-mfg-ova-vw.6.6.0-13.x86_64 (vm-1717) VirtualMachine Add o Application i
[+ VI-SVCS-Prod-VW-221d (vm-1493) VirtualMachine Add to Application

[ uCs11P_On by Host Add to Application

[ WI-SVCS-SCRIPTING-VWEAD [vm-1641) VirtualMachine Add to Application

l: SVC5-W10-VMO5-VitooS (wm-1179) VirtualMachine Add to Application

— e ¥
Apply Selected Changes Cancel Ignore All Changes
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Resolving Application Overlap with Conflict Management

Conflicts can occur only between a ServiceNow-discovered app and an application
discovered by either the Operating System Integration or NetFlow integration. If a conflict
occurs between Operating System integration and NetFlow Integration applications, the
conflicts are merged into a single suggested application. If a suggested application is
ignored, it is ignored for 30 days; however, that time period is configurable.

1. Click Inventory and then Application.
The Application screen is displayed.

App“cation Application Discovery | 2 New Application (& New More

Created On

App 04 - All - sblaze3-7-targ0d - LUNO import_added 09/19/2018 12:12:00 PM UTC @
App 10 - ed0017 - sblaze3-6-targ0 - LUN1 import_added 03/15/2018 03:50:00 PM UTC @
App 08 - All - sblaze3-6-targ0 - LUND import_added 03/15/2018 03:50:00 PM UTC @

Discovered applications are also displayed by clicking either the <#> New or <#> with
suggestions button.

Application

Application Discovery | 2 new 3 with suggestions

(ltems: 21)

WinApp

Demo

Dale test 6

2. Click one of the Application Discovery buttons.
The <#> New Applications Discovered or <#> Updated Applications Discovered dialog
box is displayed. Suggested applications might have missing or extraneous
components.
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2 New Applications Discovered

Entity Name Created On Components

Application—(MYSQL-APACHE_HTTP) 09/14/2017 10:42:00 AM EDT 4

Application—(MYSQL-APACHE_HTTP)
Application—[MYSQL, GENERIC_WEB_SER e AM EDT 2

3. Click the suggested application to be examined for conflict resolution.

SuggestedApplication

(Iitems: 5)

Application—(MYSQL-APACHE_HTTP)
Application—TOMCAT-POSTGRES-GEMERIC_WEB_SERVER-REDIS)
Application—(TOMCAT-POSTGRES-REDIS)

Application—[MYSQL, GENERIC_WEE_SERVER]
Application—(POSTGRES-GENERIC_WEB_SERVER-REDIS)

Detailed information about the application is displayed.

Suggested Application

Name * Application-—-(MYSQL-APACHE_HTTP)

Tier - use tier from ServiceMow
Tags

This information includes system properties, custom properties, topology and
infrastructure.
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System Properties

Custom Properties Add Property
Conflict: false
lgnore: false
Score: 0]
TOPOLOGY Group hosts by: | Mo grouping = |
Mo grouping
Dales Property
Role
ad-db1 ad-app1
Compute (10) |
HBA Port
INFRASTRUCTURE ge-appdisc-04-port1 (HostPort)
1 open case
Compute (10)

Compute (10)

Network (5)

View Open Alarms

Open Entity Page

Storage (1) show Topology

Entity information is also displayed, and entities can be added or deleted.
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Entities Add Bulk Delete

(ltems: 4)

ad-app1 ESX VM
ad-app1 Host
ad-db1 Host
ad-db1 ESX VM

4. You can create or ignore a suggested application, apply all or selected changes, or
ignore all changes.

Create Application Cance| lgnore

WithITLPattern - Suggested Changes
| Entity Name Type ‘ Suggested Change
[] ubuntu-16-worker3 Host Add to Application
[] QEe-swarm-03 VirtualMachine Add to Application
[] ubuntu-16-workera Host Add to Application
Apply Selected Changes Cancel | Ignore All Changes
Apply Selected Changes Cancel | lgnore All Changes
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Application Tiering

Applications and Tiering

Highest level of criticality

“Crown jewels” or the “all hands-
on deck when they are down”
applications

Need to find and solve problems

» Second highest level of
criticality

* The default alarms on these
are more forgiving than in
Tier O.

\\\ + May tolerate some
\ down time
\ + Large bulk of
\\ applications will
. most likely live here

@7 Exchange // T|er 1
g2
A/
Skype / .
9 / Tier 2
i /
Intranst /
-/

/ Tier 3

-
EO /
f

+ Lowest level

\ applications
\\ » Miscellaneous

\ category for

\ applications

Application Tiering is a Business Continuity / Disaster Recovery (BCDR) concept: In the
event of a failure, how long can the application be down (RTO), and how much data can

be lost (RPO)?

For example, Tier-0 apps cannot be down and cannot lose data so Active/Active failover
with sync replication is required; whereas, a Tier-2 app may be able to sustain 8 hours

down and 1 hr of data loss.

Applications can be added to tiers in VirtualWisdom. When a new application is created
in the user interface, the user can select a tier right after choosing a name.

Applications discovered from ServiceNow will have a tier assigned to them based on the
Business Criticality value associated with the Business Service. This mapping can be
modified in the ServiceNow integration configuration.

Alarms are associated with tiers, allowing you to quickly pinpoint issues affecting your

most critical applications first.
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Application tiers in VirtualWisdom

Tiers are entities in VirtualWisdom.

Finance

|

Bl Warehouse Intranet

Tier 4

—%

/ |
/ o \

Applications are assigned to VirtualWisdom tiers automatically and manually.

There are four default tiers in VirtualWisdom, with assigned rankings from 1 to 4, where 1
is the highest business priority and 4 is the lowest.

VirtualWisdom also includes pre-configured alarms and dashboards that are based on
the application tiers.

Create Tiers

You can create hierarchical tiers that specify the importance of your applications.

1. Click Inventory and select Tier from the Applications group.
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VirtualWisdom  Inventory

Inventory

Q

l’i’ Applications

The list of existing tiers is displayed: the four VW-defined tiers are Tier O, 1, 2, and 3.

Tier Tier C New More

Application Count Created On
1 Tier 0 4 03/25/2020 11:46:00 PMUTC @
2 Tier 1 5) 03/25/2020 11:46:00 PMUTC @
3 Tier 2 3 03/25/2020 11:46:00 PMUTC @
4 Tier 3 2 03/25/2020 11:46:00 PMUTC &

2. Click New and select Tier from the Applications menu.
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Tier C MNew More -

+ Application

Tier

Application PMUTC &
» Compute PMUTC =
» Storage PMUTC &

PMUTC =

The create entity screen is displayed.
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Tier Save Help

»

Name * platinum| Description

Tags

) Tier Ranking Ahead of all other tiers h ‘@' Create new tier from scratch

() Clone this existing tier:

System Properties

Custom Properties C Add Property

Applications Cl Add

Q

Name Type

a. You can create a brand-new tier or clone an existing tier.
You can also specify the Tier Ranking.
c. You can add Custom Property / Value pairs to the tier, which can then be used as
identifying factors: for example Server / Chicago.
d. You can Add Applications to the tier.
3. Click Save.

o

VirtualWisdom Metrics

VirtualWisdom collects metrics related to health, performance, and capacity/utilization.
Every entity type has a pre-defined set of metrics that are collected from your
infrastructure.

These metrics are used throughout VirtualWisdom to provide insight into infrastructure
health, utilization and performance and to alarm when problems are detected or are
imminent.
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Chapter 7, Integrabions.
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How are metrics collected?

Metric Data Aggregation

Metric collection depends on the integrations and probes configured in your
VirtualWisdom portal. Metric collection intervals may be different for each integration.

The following resources are available for reviewing and understanding metrics:

e Integration Guides

e Metrics Guide

Metric Data Aggregation

VirtualWisdom metric data is aggregated using entity hierarchies and by time.

We show you data rolled up from a group of HBA ports for a single host.
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By Entity Hierarchy

Sum

« CRC Errors
= Class 3 Discards

Average

- I0OPS

« Latency

Max

« ESX Host Max
Memory State

We also show you data rolled up using time intervals, e.g., 5 min, 1 hour, 1 day.
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By Time
Sum

« CRC Errors
« Class 3 Discards

Average

- Read/Write

Utilization
u - Consumed
Bandwidth
10 min
Max
5 min \ - CPU Utilization
(vSphere)

Data Persistence

VirtualWisdom metric data is collected at defined intervals, based on the probe or
integration and the configured interval. The length of time metric data is kept in the
VirtualWisdom portal depends on its granularity. For example, 1 to 10 second data is kept
for 8 days, after which it is aggregated. This is important to understand in reporting.
Report ranges that include a long period will show the most granular data (1 sec, 10 sec)
for only the period of time shown here.

The table below shows the retention policy for the different summary levels.

Summary Level Days of Retention
1 second 8 days

10 seconds 8 days

1 minute 16 days
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Summary Level Days of Retention
5 minutes 35 days

10 minutes 65 days

1 hour 184 days

4 hours 400 days

1 day 3660 days

Data Persistence Example

This chart shows Avg Read Latency metric data for the last 30 days (daily averaged
value). We can drill down to view more granular data, but only in the context of
granularity and the defined data persistence.

Storage Arvey Avg Riaad Lakendy FCk i M (@ el =
r'fd"'.
/ h
‘ ~S N I
" = - £ o S — T e
T ! 1 1 1 T T T T
" . a ﬂ-w‘ 1."" ‘_w* fu" ﬂv‘ 2 o K s o
PR ST

Sapwage Avay ANE Resd Latenoy (FC) Cilaln (60 (B8 [ | (5] ol | |

' 1

- & |88 L)
Fq 1t i T TR A
A | i ! | A
ki 5 ! I T | | 4 B aA Mk
| VLAY oa R P 1-_"\"""- oo ! 5 s =

: | |

J‘ v - ot 4 4 2
ar = v i j

But only 5 minute data for the 19 days before that.
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Infrastructure Monitoring
Concepts

Health, Utilization, Capacity, and Performance

VirtualWisdom'’s value lies in its ability to proactively detect deviations from your normal
levels of Health, Utilization, Capacity, and Performance and provide tools for investigation

and remediation. VirtualWisdom provides visibility into metrics pertaining to infrastructure
health, utilization, and performance
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Health Utilization & Capacity Performance
Configuration, physical Measurement of Measurement of the
layer, or communication resource demands, performance of your
issues that impact your workload, and/or infrastructure as it
infrastructure’s consumption of meets application
availability or resources from an demand or workload
performance availability perspective requirements
Health

The health of your application's infrastructure depends on its configuration, how it
communicates with other devices, and the cleanliness of its physical layer. Issues and
anomalies that impact any of these items can lead to availability and performance issues.

VirtualWisdom observes and reports on these common health issues:

e Physical layer issues: CRC errors, code violation errors, frame errors, loss of sync, loss of
signal

e Communication issues: Class 3 discards, link resets, link failures, aborts, buffer-to-
buffer credit exhaustion

e Configuration issues: Zoning, incorrect HBA queue depth settings, multi-pathing failure,
cluster balance, bully VMs, zombie VMs

Utilization

Utilization is measured as a rate, e.g., MB/s, or a percentage of the available resources.
High and low utilization can be a problem for performance, but it depends on multiple
aspects. Measurement of one portion of the environment doesn’t take into consideration of
other bottlenecks that can be in the environment as well (ISL bandwidth, storage array
limitations, bandwidth within the server, available CPU resources, etc.) which all can have
an impact on overall performance.

Performance

The performance of your application is dependent on the performance of your underlying
infrastructure. CPU contention and memory pressure are two factors that can critically
impact your application performance.
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Using a Dashboard to Identify Application
Infrastructure Issues

You can use VirtualWisdom to quickly identify issues in your infrastructure. To get you
started, here is an example of how you can use a standard dashboard, the Application
Health by Tier dashboard, to review the health of your application infrastructure, identify
issues, and drill down and view related open cases and investigations.

1. Navigate to the Application Health by Tier Dashboard
The Application Healthy by Tier dashboards shows you all the applications and tiers
with issues. The Platinum tier has two applications with critical issues, EHR and
Ordering System. Let's look at the open cases on the Ordering System application.

VirtualWisdom

Template - Application Health by Tier = L i . || @ share
e Top applications experiencing issues

Health SUMMAry - OPEN CaSeS = = = = = = = = = = = = = = = = = = = o o o o o o o e o o o o e o e o oo o e o e o o o o oo

;
£

Tier-0 Applications Tier-1 Applications Tier-2 Applications Tier-3 Applications

il

Application Application Application . Application
Q) 02 910 02 912 01 95 94
~ B 0 s
@ Ordering System rder Manager @ ETLCluster @ ManualService_Wordpress
Q

@ AppDocker @ App - DockerMasterSlave @ KzBG-Media-Libray @ ReportsaL
@ OrderProcessing_Conflict @ Automation_DockerApp @ wail @ saL Backup
@ sNOW-dockerbat . © Fie Sharing Users . © supplyChainETL . © vwemutitier-app

2. Dirill down to view the Ordering System application's open cases.

O EHR
0 Ordering Syst
& AppDocker

& OrderProcess
& sSNOW-docke

Ordering System

View Open Cases

Open Entity Page

Show Topology

3. There are three open cases. Two are based on single metric alarm rules while one is
based on the Exchange Performance rule template. Let's look at that open case.
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Open Cases - Ordering System

Rule Name Entity Na... Occurren... Last Occurrence
% CPU Ready Ordering S... singleMetricAlarm 3 05/05/2020 10:11:00 AM UTC
Exchange Performance Ordering S... Exchange Perfor... 13 04/30/2020 02:47:00 AM UTC
STS Avg Read Completion Ti...  Ordering 5... singleMetricAlarm 18 04/30/2020 02:34:00 AM UTC
Close

4. The application experienced some read latency during a one hour period. The
Primary Rule shows us the conditions required for the alarm to trigger. Thirteen
events were recorded.
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[29604] Exchange Performance

est Alarms

Querview

Entity & Impacted Applications:
Application Ordering System

Impacted Applications:

SQL Cluster 2
(Platinum)

Snow Proxy Test 1
(Platinum)

& & &% 10More ~

Alarm Statistics for All Triggered Rules:

Total Alarms: 13 over an hour
First: 04/30/2020 01:22:00 AM UTC
Most Recent: 04/30/2020 02:47:00 AM UTC

Primary Rule

Tier 0 Application Read Response Times

Moniters an application’s read response time (the aggregated measure of how long each read takes). Triggers when that aggregation exceeds 30ms for more than 6 cne-second intervals in

any given 1 minute period.

Read Completion Time Alarm when 10% cf IOPS have
exceeded 30.051 ms within a 1 min

interval
Total Alarms: 13 over an hour
First: 04/30/2020 01:22:00 AM UTC
Most Recent:  04/30/2020 02:47:00 AM UTC

Using a Dashboard to Identify Application
Infrastructure Issues

Topology Close Case

Case Watche

5. Select the Latest Alarms tab to view the event details.

[29604] Exchange Performance

Latest Alarms

o}

Timestamp ‘ Metric

04/30/2020 01:44:00 AM UTC Tier 0 Application Read Response Ti...  NULL

04/30/2020 02:01:00 AM UTC Tier 0 Application Read Response Ti..  NULL
04/30/2020 02:14:00 AM UTC Tier 0 Application Read Response Ti...  MULL
04/30/2020 01:22:00 AM UTC Tier 0 Application Read Response Ti...  NULL
04/30/2020 01:59:00 AM UTC Tier 0 Application Read Response Ti...  NULL
04/30/2020 01:57:00 AM UTC Tier 0 Application Read Response Ti..  NULL
04/30/2020 01:27:00 AM UTC Tier 0 Application Read Response Ti...  NULL
04/30/2020 01:55:00 AM UTC Tier 0 Application Read Response Ti...  NULL
04/30/2020 02:32:00 AM UTC Tier 0 Application Read Response Ti...  NULL
04/30/2020 02:34:00 AM UTC Tier 0 Application Read Response Ti..  NULL
04/30/2020 02:47:00 AM UTC Tier 0 Application Read Response Ti...  NULL
04/30/2020 02:30:00 AM UTC Tier 0 Application Read Response Ti... NULL

04/30/2020 01:40:00 AM UTC Tier 0 Application Read Response Ti...  NULL

Topology Close Case

CRITICAL ase Watch

‘ Threshold ‘ Value 4+

10 47.5008361514735
10 47.3389355742297
10 47.3318629226059
10 46.3950900384434
10 45.5473880821835
10 43.0614827677547
10 24.5867970660147
10 20.9478041860869
10 17.5895946065821
10 17.2728875956176
10 16.556784461829

10 13.3196382406448
10 10.701390142625

This type of alarm rule does not include an investigation or any trend charts so we
need to use other features in the platform to investigate the alarm.

Possible Causes of Application Performance Issues
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Flow control on storage ports

High CPU utilization on non-ESX hosts

Incorrectly set HBA queue depth settings

High utilization on HBA ports

e Speed mismatches between HBA ports and storage ports (FC SAN)

View Issues on Related Application Infrastructure

We can use the Topology feature to determine if there are issues on the related
application infrastructure.

1. Use the Topology button on the open case page to view the impacted application's

end-to-end topology.

Case Severity: © crITICAL Case Watchers o

2. The Default view is loaded. All related infrastructure, including other applications and
tiers are shown. Switch to the Application — Fibre Channel view to focus on the
application.
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New Topology = C || new || sae Help
View Default < S X @ Q@[5 8 Bport v | Show Infrastructure Related to:
Default -~

| Application - Fibre Channel "':‘(: Ter Search... -
I Application - Hyperv )
Application - Isilon mi} .!Eﬂ Ordering System
Application-NAS s} B
Application - Operating System T
Application - PowerVM
Application - SVC Qﬁi;-ﬂn

Application - VMAX (Array)

) &
Application - VMAX (Masking [

V\ew.) . ry
Application - VMware o
Aoolicotion can 2
L
R
) S
p—Y [ [
—= | B (—.,.:?_"_‘

M"ﬁtﬂﬁéax:—ﬁ
e = %::"”23;35:
mmﬁ%&l; F,m .

=

3. Review the alarms on the Fibre Channel infrastructure
a. There are warnings on two of the HBA ports, critical alarms on hosts and sub-
entities, and critical alarms on 5 of the 7 storage ports.
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5:\
h
HBA ports
have {mema\_i Storage \ o
warnings W ports have
sdab-escli-hbaZ & = }2:'\ CI’ItICCI| PURE-CTO-FC1
e md £)2-bbr2-VEANE
- 0 ) alarms ; )
ﬁ’ o&_ﬁ / I %‘!ab-es:m-mi 1,31“3 i | e e
Platinum Ordering SY?\ E—/;Msm saslamﬁ?nxt lab. v local
gydabeoadd-hba? . .,
; & _1‘3‘3_ &G “
mabeg;-mi / md 2 1-bbri-VSANI E
_/;besm J —
E ~ & :
syslab-esx08-hba? (1)
syslab-esxld lab. vilocal
Hosts and sub-
entities have I V-
critical alarms it
N

PURE-CT1-FC1

b. Since we are interested in flow control events on the storage ports, let's review

the open cases on the

PURE-C1

PURE-CTO-FCO

View Open Cases
Exclude this Storage Port

Open Entity Page

Show Properties

Show Trends

impacted storage ports.

c. The VMAX storage array's ports all show a Link Buffer-to-buffer Credits alarm
that matches the date and time of the application's performance alarm. We'll
investigate these alarms first. Drill down on one of the open cases.
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Open Cases - PURE-CTO-FCO

Rule Name

Entity Ma...

Using a Dashboard to Identify Application

Infrastructure Issues

Link Buffer-to-buffer Credits PURE-CTO-F...

Port Utilization PURE-CTO-F...

Close

Occurren... Last Occurrence
Link Buffer-to-buf... 30,438 | 05/14/2020 07:00:00 PM UTC
Port Utilization 12,630  05/14/2020 06:55:00 PM UTC

d. The time frame of the storage port's alarm matches that of the application's
alarm. We can use the slider on the Master/Detail trend chart to view the event.

[29595] Link Buffer-to-buffer Credits Topology || Close Case

Overview Latest Alarms Investigations (2)

Case severity: (LYY Case watchers (@)

Entity & Impacted Applications:

Storage Port vmax1955_1D4
in VMAX1955

Impacted Applications:

eCommerce OrderProcessing Conflict

& " (platinum)

N 22 M -
(Platinum) % ore

Alarm Statistics for All Triggered Rules:

Total Alarms: 194 over 2 hours
First: 04/30/2020 01:21:00 AM UTC
Most Recent:  04/30/2020 02:59:00 aM UTC [ERETETRS

Primary Rule View Secondary Rules ~

Tier 1 Perf Probe Storage Port Flow Control

Monitors storage ports (with the VirtualWisdom Performance Probe) for buffer credit
starvation. Triggers if the link s in a credit-starved state for more than 20% of the time (12
seconds in 1 minute),

Time with Zero B2B Credits (Switch)

Alarm when more than 30%

Duration

Alarm when threshold is met for 1 min

Time with Zero B2B Credits (Device)

Alarm when more than 30%

Total Alarms:
First:

Most Recent:

96 over 2 hours
04/20/2020 01:21:00 AM UTC
04/30/2020 02:58:00 AM UTC  [ERENEERY

Show Primary Threshold for: Time with Zero B28 Credits (Device) Alarm Threshold

Use the slider to

view the event

o o= @ o

< ay 1. May

= Vmax1955_1D47% Time st Zero Transmit Gredits
— Time with Zero B28 Cradits (Device) Alarm Thrashold

External Case

s there 2 mismatch in sender
and receiver speed?

Closed - Pertinent

Closed 12/06/2019 03:18:26 AM UTC
5 months ago

Is there a mismatch in sender
and receiver speed?

Closed - Pertinent

Closed 12/06/2019 03:18:26 AM UTC
5 months ago

Use the
investigation to
troubleshoot

e. We can use the investigation to troubleshoot this issue.
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Closed - Pertinent Closed 12/06/2019 03:18:26 AM UTC: 5 months ago

Is there a mismatch in sender and receiver speed?

Case: 29595, Link Buffer-to-buffer Credits
Storage Port: vmax1955_1D4

= 4
= 4

4

7

s
VirtualWisdom  12/06/2019 03:18:23 AM UTC
Looking for speed mismatches on related HBA ports...
VirtualWisdom  12/06/2019 03:18:26 AM UTC
Updated status: Closed - Pertinent
Ran Trend Matcher to find the HBA ports connected to vmax1935_104 that
match the utilization cbserved. There were 1 matches. Here is highest match.
&
5
+ = =
o E o X
.—I E g- o
g 258
%5 B
g M =
£ 5
E
£ I I
e W
N 1_.5}.'3"3
= ymax1255_104/% Time at Zerc Transmit Credits
—— HBAD1_FC1/Read Utilizaticn o

HBAQ1FC1 port speed, 4G, is lower than vmax 1955104, 16G, indicating a Flow
Control problem.

Change Recommendation

Upgrade the HBA speed to match the storage port speed to solve this problem.
It is possible you may also want to lower your queue depth setting on the host.
Running Queue Solver for a recommendation...

VirtualWisdom  12/06/2019 03:18:59 AM UTC

solve this problem.
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f.  Theinvestigation detected a speed mismatch between the HBA ports connected
to the storage port.

3 VirtualWisdom  12/06/2019 03:18:26 AM UTC
Updated status: Closed - Pertinent

Ran Trend Matcher to find the HBA ports connected to vmax1955_104 that
match the utilization observed. There were 1 matches. Here is highest match.

% Time at Zaro Transmit Credits
)
Lo aH

vmax1955_104
[BF|

%
UaREZINN pESY

™

~=- vmax1955_104/% Time at Zerc Transmit Credits
== HBAD1_FC1/Read Utilization

Control problem.
Change Recommendation
Upgrade the HBA speed to match the storage port speed to solve this problem.

It is possible you may also want to lower your queue depth setting on the host.
Running Queue Solver for a recommendation...

HBA and storage port speed mismatch

g. Theinvestigation also ran Queue Solver and determined that changing the queue
depth settings on the HBA port may also improve performance.
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3 VirtualWisdom  12/06/2019 03:18:59 AM UTC

Queue Solver indicates that setting the Queue Depth to 237 on HBAQ1_FC1 may
solve this problem.

[Case #29595] Link Buffer-to-Buffer Credits - Storage 104 Speed Mi

< BT 237

L A —

hie S s e e — i et — o i

Adjust queue depth settings

4. Review the alarms on the VMware infrastructure
a. Switch to the Application - VMware topology view and expand the view.
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View Application - Fibre Channel -

Default ~
Application - Fibre Channel
Application - Hypery
Application - Isilon

Application - NAS

Application - Operating System
Application - PowerViM
Application - SVC

Application - VIWAX (Array)
Application - ViMAX (Masking
Yiew)

Application - VMware

L")

Acelicadioe T AR

b. There are alarms on ESX hosts and VMs.

g Virtana VirtualWisdom User Guide 6.7 112



Chapter 5 Infrastructure Monitoring Concepts Using a Dashboard to Identify Application
Infrastructure Issues

8,
L < )
s —
Platinum
Ordering System
Al
ProdPlatinum

ordering-system-app-01

c. Review the alarms on the ESX hosts
i. Both ESX hosts have Exchange Performance alarms that occur at the same
time as the application's Exchange Performance alarm. These are likely all
the same performance event but are shown in VirtualWisdom as separate
cases because they are triggered by different alarm rules that were set on
the different entity types.

Open Cases - syslab-esx05.lab.vi.local Open Cases - syslab-esx06.lab.vi.local

3 05/13/2020 02:16:00 AM PDT

Exchange Performance syslab-esx0...  Exchange Perfor... 6 04/30/2020 06:59:00 PM PDT CPU Utilization syslab-esx0..  CPU Utilization

Exchange Performance syslab-esx0...  Exchange Perfor... 9 04/30/2020 07:32:00 PM PDT

i. Review the alarm statistics and investigations.
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[33339] CPU Utilization

Topology || Close Case

Overview

Latest Alarms case severity: ((JERIE]) Cosewatchers @) Investigations (2)

§ § Are there VMs on this ESX host
Entity & Impacted Applications: that have runaway processes?
Not Started

Created 12/18/2019 01:21:09 AM PST

Show Primary Threshold for: CPU Utilization Alarm Threshold -

© syslab-esx08 Iab.vilocal CPU Uslization: 75.35 %
Impacted Applications:

Orcering system Financesackofice .
. Platinum) * (Gold) Q) As 3

‘Alarm Statistics for All Triggered Rules:

ESX Host syslab-esx06.lab.vi.local
in Prodplatinum

vsphere cluster imbalanced in
CPU utilization?

Closed - Unrelated
Closed 12/18/2019 01:23:10 AM PST

Total Alarms: 3 over 2 minutes
First: 05/13/2020 02:14:00 AM PDT
MostRecent:  05/13/202002:16:00 AM POT |EXCERT)

T T T T T T T
Primary Rule e ol e = * ~ e
» T S
Tier 0 Compute ESX Host CPU Utilzation
Monitors ESX Host Cf . Triggers if the C; for a 15-minute interval. e
™ ey
I CPU Utilization  Alarm when more than 70% for 5 mins I
- — e Thvshola

Total Alarms: 3 over 2 minutes.
Frse 05/13/2020 0211400 AM POT
MostRecent:  05/13/2020 02:16:00 AM POT

iii. Is the vSphere cluster imbalanced in CPU utilization?

The automated investigation found that rebalancing the VMs on the cluster
would not improve the CPU utilization on the host.
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Closed - Unrelated Closed 12/18/2019 01:23:10 AM PST; 5 months aga %

vSphere cluster imbalanced in CPU utilization?

Case: 33339, CPU Utilization
ESX Host: syslab-esx06.lab.vi.local

5 VirtualWisdom  12/18/2019 01:21:09 AM PST

Common causes of High ESX Host CPU Utilization

An imbalanced vSphere Cluster, where multiple CPU-intensive VMs are
hosted on a single ESX Host
Cne or more ViMs have runaway processes consuming CPU resources

5 VirtualWisdom  12/18/2019 01:21:09 AM PST
Updated status: Active Investigation

Analyzing allocation of VMs across the cluster ...

5 VirtualWisdom  12/18/2019 01:22:10 AM PST
Updated status: Closed - Unrelated

pressure from this host, but the recommended change is not likely to resolve

this issue.

Recommendation q Based on 7819 iterations (100% completion)

for analvzed cluster ProdPlatinum

VMs to be Mowved From 4 To

FinanceWeb syslab-asx06.lab.vi.local syslab-esx04.lab.vi.local
ERP-ETL-App-01 syslab-esx05.lab.vi.lacal syslab-esx06.lab.vilocal
IT-W2K16 syslab-esx04.labwvi.local syslab-esx06.lab.vi.local
supply-warehouse-app-01 syslab-esx04.]ab.vilocal syslab-esx03.lab.vilocal

The VM Coordinator recommendation is not likely to improve CPU Utilization on
this host. Closing as not related.

5 VirtualWisdom  12/18/2019 01:23:10 AM PST

Updated external case: INCO586965 with investigation results.

Set Status: Closed - Unrelated ~
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iv. Are there VMs on this ESX host that have a runaway process?
The investigation does not reveal any runaway processes.
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Not Started Created 12/18/2019 01:21:09 AM PST X

Are there VMs on this ESX host that have runaway processes?

Case; 33339, CPU Utilization
ESX Host: syslab-esx06.lab.vi.local

5 VirtualWisdom  12/18/2019 01:21:09 AM PST

Common causes of High ESX Host CPU Utilization

An imbalanced vSphere Cluster, where multiple CPU-intensive VMs are
hosted on a single ESX Host
One or more VMs have runaway processes consuming CPU resources

How to determine if there are there VMs on this ESX host that
have runaway processes

Observe the following chart which plots all the virtual machine’s CPU utilization
on this ESX Host over the last 24 hours

AP I A A A s P o e NN APt A AP Wt

i O ol PPN g Y g S o PO g PN Y, o P g RO g

| |
b I-__.| LT [ o T, Y [ ST R P b T BN

| - Iy
S i o WSSO WY i
| [ |

a4 =
Ak » ¥

Y

ordering-system-app-01 VW-Ph-haster
ORDERING-SYSTEM-DB-01 S5YSLAB-WC
InsightlQ_4.1.3.88 Win10Ent_Zoltan_MGMT
5YSLAB-WCZ2 Win10Ent_Mgnt_Vitoo
ServiceNow 2012 Agent MThinte-\M

If the CPU utilization trend for any single VM appears to stay fixed at one CPU
level over 2 long period of time (a day or more), this is usually an indication of a
runaway process present on this VM.

How to resolve VMs with runaway processes

* Contact the server administrator to ensure the process is truly runaway.
& Terminate the runaway process,

Set Status: Mot Started -

Save
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d. Review the alarms on the ESX VM

Using a Dashboard to Identify Application
Infrastructure Issues

i. The ESXVM has a number of CPU utilization open cases. Let's review the

most recent one.

Open Cases - ordering-system-app-01

Rule Name

Entity Na...

Type Occurren...

Last Occurrence

CPU Utilization

CPU Utilization

CPU Utilization

CPU Utilization

CPU Utilization

Close

ordering-s...
ordering-s...
ordering-s...
ordering-s...

ordering-s...

CPU Utilization 20

CPU Utilization 7

CPU Utilization 38

CPU Utilization 13

CPU Utilization 748

ii. Review the alarm statistics and investigations.

[33336] CPU Utilization

Overview Latest Alarms

Entity & Impacted Applications:

ESX VM ordering:system-app-01
in Prodelatinum

Impacted Applicat

SQL Cluster 2
*

Snow Proxy Test 1
¥ (Platinum) i

¥ (Platinum) & | 10More

Alarm Statistics for All Triggered Rules:

Total Alarms: 20 over 2 days
First: 05/12/2020 08:49:00 AM UTC
MostRecent:  05/14/202001:12:00 pM uTC. [

Primary Rule

Tier 0 Compute ESX VM CPU Utization

Monitors ESX Virtual Machine (VM) CPU Utilzation. Triggers i the CPU exceeds 985 utilzation for a 15-minute
Interval.

: 05/14/2020 01:13:00 PM UTC

200ver 2 days
05/12/2020 08:49:00 AM UTC.

case severity: (LY {[SN) cCase watchers @)

Show Primary Threshold for: CPU Utiization Alarm Threshold

05/14/2020 01:13:00 PM UTC

04/30/2020 08:19:00 AM UTC

04/30/2020 06:55:00 AM UTC

04/29/2020 07:46:00 AM UTC

04/28/2020 10:55:00 PM UTC

Investigations (2)

Runaway process?
Not Started
Created 12/18/2019 08:56:12 AM UTC

Insufficient vCPU for the
workload on this VM2

iii. Isthere a runaway process?

There is no runaway process on the VM.

7 virtana
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Not Started Created 12/06/2019 12:17:15AM PST %

Runaway process?

Case: 29746, CPU Utilization
ESX VM: ordering-system-app-01

5 VirtualWisdom  12/06/2019 12:17:15 AM PST

Commeon causes of High Virtual Machine CPU Utilization

A runaway process is consuming an excessive amount of CPU cycles
Insufficient CPU available for the running processes

How to determine if you have a runaway process

Examine the following chart which plots the virtual machine’s CPU utilization
over the last 24 hours:

Ed

2 c
a o
oo
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E‘:
o
tn O
=]
(==
T =
= >
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If the utilization trend appears to stay fixed at one CPU level (flat line) over a long
period of time (a day or more), this usually indicates a runaway process present
on this VM.

How to resolve runaway processes

Contact the server administrator to verify the process is truly a runaway, and
then terminate the process.

Set Status: Mot Started -

Save
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iv. Is there insufficient vCPU for the workload on this VM?
vCPU appears to be sufficient.
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Not Started Created 12/06/2019 12:17:15 AM PST X

Insufficient vCPU for the workload on this VIM?

Case: 29746, CPU Utilization
ESX VM: ordering-system-app-01

3 Virtualwisdom  12/06/2019 12:17:15 AM PST

Common causes of High Virtual Machine CPU Utilization

A runaway process is consuming an excessive amount of CPU cycles
Insufficient CPU available for the running processes

How to determine if the VM has insufficient vCPU?

Examine the following chart which plots the VM's CPU utilization over the last 24

hours:

100

50 | ! i

ardering-system-app-01
W CPU Utilization
%

€3 | | | |

=t
o® i o s nc?;-‘lp"j‘{L

If the utilization appears to spike sporadically, most likely insufficient CPU is
allocated to the running processes. More vCPU is needed to support the
workload on this host.

How to resolve insufficient vCPU

Allocate additional vCPU resources to this VM.

Set Status: Mot Started -

Save
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Inventory

Inventory is your "one-stop shop" for viewing and managing entities

Inventory

v Applications

Tier (4)
Application (43)
VAPD (2)

=> .
N Conversations

FC Conversation (705)

NFS Conversation (47)

SMB Conversation (418)

iSCSI Conversation (90)
Network Conversation (37662)
Isilon Conversation (20)

7 virtana

BEE Compute

~ Hosts (30439)
Host (233)
05 Instance (36)
CPU Core (227)

~ Dell EMC Isilon (4)

Isilon User (4)

~ EMC VMAX (890)
VMAX Host Group (22)
VMAX Host (42)

VMAX Initiator (826)

~ Host Storage (222)
Volume Group (3)
Logical Volume (6)
Physical Volume (58)
Storage Device (135)
Multipath Device (10)
Multipath Partition (10)

1BM SVC (22)
SVC Host (9)
SVC Host Port (13)

Network (28805)
HBA Card (47)
HBA Port (88)

& Network

1P Network (62)

Network Service (61)
VLAN (1)

Storage Network (599)
Physical Fabric (3)

SAN Switch (11)

Switch Blade (15)
Switch Port (401)
Inter-Switch Link (26)

~ Logical Network (143)
Logical Fabric (51)
Logical Switch (89)
Port Channel (3)

Virtana Training ¥

C New Help

Expand/collapse all categories l

£ storage

~ EMCVMAX (1902)
VMAX Storage Array (9)

~ Logical (1073)
VMAX Masking View (32)
VMAX SRP (9)
VMAX Storage Group (32)
VMAX Volume (1000)

~ Physical (820)
VMAX Port Group (24)
VMAX Front End Director (66)
VMAX Front End Port (140)
VMAX Back End Director (194)
VMAX Back End Port (388)
VMAX Cache (8)

1BM SVC (73)
SVC Cluster (1)

- Servers (17)
SVC .10 Group (5)
SVC Node (2)
SVC Node Port (8)
SVC Node CPU (2)

~ Storage (55)

SVC Storage Volume (9)
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After VirtualWisdom has discovered your entities, they are visible throughout the
VirtualWisdom user interface. The Inventory module provides a single location for viewing
all of your VirtualWisdom entities.

Entities are organized into five categories: Applications, Conversations, Compute,
Network, and Storage.

Use the search box to search for an entity using its name.

You can use the expand/collapse all buttons to expand or collapse the categories for easier
view. Click on the arrow next to a category to expand it.

Counts on the Inventory landing page are cached and updated every five minutes. You can
click the refresh icon on the Inventory landing page to update the counts.

Inventory List View

When you click on any entity type on the Inventory landing page, the Inventory List View
page displays with a table of information about the entity. The default table columns vary
by entity type, but include Name, Tags, and Created On. You can add or remove columns
from the &5 (Table Options) menu, resize the columns, and move the columns using drag
and drop.

2 NOTE

Not all elements are present for every entity.
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App“cation Application Discovery 1 with suggestions Application C New More

hg-test-app-no-vms hg de 04/01/2019 06:32:00 AMEDT (@
Tier 3 ManualService_Wordpress 02/16/2019 06:00:00 AMEST @ \ 7
Tier 1 App - DockerMasterSlave 03/14/2019 11:00:00 PMEDT @ \.._./
8 Tier 0 App 05 - All - 5B3_0_targ0-targ3 - .. import_added 02/11/2019 05:35:00 PMEST @
\ Tier 1 App 11 - sblaze2-16-virtual - sblaz... 02/16/2019 06:00:00 AMEST @
; Tier 3 DockerMasterSlave(Manual Servi... 02/16/2019 06:00:00 AMEST @
App 06 - All - SB3_1_targ1_targ3 - .. import_added 02/11/2019 05:35:00 PM EST &

1. Search partial terms or numbers. Not all column content can be searched. To reset the
grid to an unfiltered state, click the "X" icon in the search field.

2 NOTE

If an entity has multiple tags, and you search for an individual entity, the
search returns all the tags.

2. Displays the total number of items in the entity list. After searching, this number
updates to reflect how many filtered items are shown.
3. Application Discovery actions. Applies only to Application entity types.
e New opens a dialog to create applications based on suggestions from discovery.
¢ with Suggestions opens a dialog to update applications based on suggestions from
discovery.
4. Displays the current type of entities you are viewing in the grid. Clicking the button
opens a list of all the entity types, when selecting one, the grid reloads to show you
entities of that type.
More lets you toggle on bulk edit mode or access the VirtualWisdom User Guide.
6. Provides options for showing/hiding list columns and exporting the contents of the list
as a CSV file, or copy them to the clipboard.

o1
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Description
Entity Type
YW uID
Conflict Key
| Unread
Mumber of Hosts not Imported
sDiscovered
Tier
Tier Id
CustomTest
¥| Mame

| Tags

V| Created On

Columns

Export

2:15:00 PM UTC

2:14:00 PM UTC

2:14:00 PM UTC

2:14:00 PM UTC

2:13:00 PM UTC

2:13:00 PM UTC

2:13:00 PM UTC

B:2B00 PM UTC (@

=)

Application Inventory Page

Columns

Data as C5V Export g

Data to Clipboard fi?:{][}ﬁl‘uﬂ PCT . @

7. Edit, View Open Cases, Show Properties, Show Topology, and Delete.

If a blue dot is displayed, it means the entity has not yet been inspected.

2 NOTE

Windows Management Instrumentation (WMI) only identifies physical
Network Interfaces for which the MAC address of the Bonded NIC is the
same as the MAC address of the physical NIC. This results in physical NICs
not being reported as children of a NIC bonded to multiple physical NICs.
Therefore, the relationship between a Windows Bonded NIC and its children
cannot be reported in VirtualWisdom topology views or entity inventory

pages.

Application Inventory Page

Application entities have a dedicated page view that displays specialized information
about them. At the top of the screen is a field showing you which tier the application

belongs to. Description and tags are also displayed. To edit these fields, select the Edit link.

7 virtana
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Application Tier

Application
Infrastructure Map
and Status

App!icqti'c;ﬁ Hosts and Status

I st e a
Application = _
Sub-entities (VMs) :

Application Sub-entities
(Conversations)

The application’s hosts are displayed below in the Topology section. You can choose
whether to group the hosts by their role.

The Infrastructure Map section shows a heat map of the infrastructure supporting the
application. These two sections work together to provide insight into applications.
Selecting a host from the Topology section highlights the related infrastructure in the
Infrastructure Map.

The Application Components section shows a list view of the hosts or containers that
comprise the application. Select the down arrow on the right to open the component’s
entity page, view its open cases, show its properties or topology.

The Conversations section displays a list of conversations that comprise the application.
Click the down arrow to view the menu for the conversation.

Application Properties

Billing Save Mare

Tier:  Gold | Description: | Tags: Finance Eqund or edit properties

The Properties section is hidden by default. Click the Edit button to expand or edit
properties.
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Name * Biling Description

System Propedties Custom Properties

Created On: DAZAR01E 12300 PM POT
ity Typee Appication

Mame: Bilng

Tags: France

Ter Gold

Thar id: B e eitic I T390 LD (7cET
Unread: talsa

VWRD: TSI IS TR TT 2AA9RLE IS

System properties are properties that are set when the application entity is created. These
properties are managed by the VirtualWisdom platform and they cannot be changed.

Custom properties are properties that you can define and manage.
Application Host Alarm Status

The Application Topology view shows the hosts that comprise the application, along with
their current alarm status. The host’s status is denoted by the color of its representative
icon. A halo surrounding the icon denotes an alarm at a sub-entity level.

TOPOLOGY Group hosts by:  No grouping - R Q @

Alarm status denoted by a halo

; ;l / orderlng system...

ORDERING-SY..

orderlng—system. ..

Hover over the entity to view more information on the alarms on the entity and its sub-
entities. Click on the down arrow to open a menu to view open cases for the host entity.
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Hover over or click to view more info

View Open Cases
Show Properties
o o T Show Topology

ordering-system-app-01 (ESX VM) Open Entity Page

S open cases .
Orderlng—sys 14 open cases on dependent entities Orderlng_SyStem e

Host entities with red icons and an exclamation point on a red circle have active alarms.
Hosts with green icons do not have active alarms.

A halo surrounding a host icon indicates that it has sub-entities. The halo's color indicates
the severity of the alarms on the sub-entities:

e Red hatching indicates there is an alarm with critical severity on one or more sub-
entities

¢ Yellow hatching indicates there is an alarm with warning severity on one or more sub-
entities

e Green hatching indicates that there are no active alarms on the host's sub-entities.

In the application topology shown above, one host has a critical alarm and all three hosts
have sub-entities with critical alarms.

You can view the application's hosts grouped by role by selecting Role from the drop down
list.

TOPOLOGY Group hosts by:  No grouping - TOPOLOGY Group hosts by:  Role -

No grouping

Role

ORDERING-SY...

i — L]
e \_l__.__l ordering-system. .. i?i
@

Database Server
ordering-system...

Application Dependency Map
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The Application Infrastructure Dependency map is a representation of the entities
supporting the application. One box is shown for each entity supporting the application.

The boxes show you where there are issues in the infrastructure. They are color coded just
like the alarm status shown on the hosts.
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INFRASTRUCTURE AllInList -

Compute (429)

(] ] SecssSSEssessss

ae aaeeeeEEEEEEEE
eSS EEEEEDE
eSS EEEEEEEEEEEEDE
12 1 111 1111111113 11]})
S aSSaSEEEROEEEEEEE
S0 EEEEEESE
S SSaSEEEREEEEEEEE
S sSSSSSEEEREEEEEEESE
eSS EEEEEDE
eSS EEEEEDE
eSS EEEEEDE
eSS EEEEEEEEEEEEDE
12 1 111 1111111113 11]})
S SaSEEEREEEEEEESE
S SSaSEEEREEEEEEEE
S sSSSSSEEEREEEEEEESE
eSS EEEEEDE
eSS EEEEEDE
ceeeeEEOEEEEEREOEEER T 0O
(1 1 1 jJol 11

Network (18)
S EEEEEEEEEEENE
Storage (35)

EEREER0D7 7720000000000
(1A A 0111 ] JoJoJolo]

Application Inventory Page

Hover over or click on an entity to view more information about its status.
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ESX VM
EHR-App-01 (VirtualhMachine)
Compt 1 open case

Tl Ielolol T X X I XXX 11

Application Inventory Page

Compute (429)

ERR
CY X | EHR-App-O1
ERER :

View Open Cases
1T B
BEE Open Entity Page
ERE

Show Topolo
EE0 PRCEY

You can filter the entities by entity type, e.g., Fibre Channel, VMAX, by selecting a view

from the dropdown entity type.

INFRASTRUCTURE  AllIn List =

All In List

Compute (4 Application - Isilon

[ 1 ] Jo .
Application - SVC
sses( ™’

@@ @ W Application - VMAX (Array)

B @08 spplication - vMAX (Masking View)
aseEel
'Y 11 Fibre Channel
BER0OB| nas
aEes

aeEes VoRN
BEE | VxFlexOS
asan

Application - Operating System

INFRASTRUCTURE  Application - VMAX (Array) ~ I

Compute (9)

Storage (13)

You can use the Application Topology view and the Infrastructure map together. By
clicking on a host in the Topology view, you can see which of the entities displayed in the
Infrastructure map are related to the application host.
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TOPOLOGY Group hosts by:  No grouping v Q Qo INFRASTRUCTURE ~ Fibre Channel ~
EEEEEEEN
EEEEEEEN
o o _ EEEEEECE
Highlight a host to view its related infrastructure = 1 111111
(1 Jol 11|
ol 1 1 I'I JoI |

(] |

ordering-system... Network (18)
ORDERNG-SY.. @ I__T__l

EEREEER
ordering-system... [ ] | . [ | . BEE

(] |

Storage (10)

L Jojo)

o] |
Ba

Application Sub-Entities
The list views below the application topology map show you the sub-entities that are

related to the application. These include entities that comprise the application service and
conversations between the application and its data.

(tems: )

Entities that

comprise the | | FEEEEEEEE s

application —— — Use the T
service e o down ArrowW | ae.roue

ey i to view menu |
— options

J4EE PeCStore Iveter

FC Conversations

Conversations
between the
application
and its data » e

- m BUBECTORCL

® @ @ @

Tier Inventory View

The Tier Inventory View shows the data and status for an application tier. To view the
page, drill down on the name of a tier from the Tier inventory list.

The view shows you the tier's properties and lists the applications that are contained in
the tier.

To the right is a panel that lists the most recent open cases on the tier.

7 virtana VirtualWisdom User Guide 6.7

132



Chapter 6 Inventory

VirtualWisdom  Inventory

Platinum

Overview Alarm Rules

Name * Platinum

I System Properties

Application:
‘Application Coun:
Created On:
Discovered Name:
Encity Type:
Name:

Rank:

Tier Key:

WuD:

Applications

Tier

Alerm rules configured en Hers

Snow Proxy Test 1
12

0912772018 09:35:00 PM PDT
Tier0

Tier

Platinum

1

Tier0
5496413c93004601028649647a794fe3

Description

Custom Properties

PoiED Applicationsteentainealinkthelticr

Type

Add Property

Add Bulk Delete

AppDocker

Commerce

Snow Proxy T

WordPress

SNOW-dockerbal

Applcation
Applicaton
Applcation
Applcation
Applcation
Applcation
Applcaton
Applcation

Application

Tier Inventory View

Virtana Training +

C | [seve| [ wore

Recent Open Cases Q.

[24197]iSCS| Write Payload Rate WARNING
1P Address ISCSI_UF_1.C:1020.10.87

Last Occurrence

[24196]iSCS1 Write Payload Rate WARNING
1P Address ISCSI_UF 2.1020.10.88

Last Occurrence

2139] Link Buffer-to-buffer Credits cRmcAL @
Storage Port PURE.CTO.FCO

Link Buffero-bufferCredits. P
srences 0510872020 12:00:00 P POT
[21388] CPU Utilization cRmIcAL @

ESKVM EHRA0p-02

Recent open case

PV izaton, 23116 occurrences R Stoarenes i1isecoo ats b,

[21387) CPU Utilization cRmcaL @
ESKVM EHRApp.01

o Last Occurrence
CPU Uriizaton. 21750 occurrences T

[21376] CPU Utilization cRITIcAL @
ESKVM EHR.0B.01

Las: Oczurrence
PU Uizaton, 23220 occurrences S ourenzs 3 vise:00 A bor]
[34147] Port Utilization WARNING
Storage Port PURE.CTI-FCD

Last Occurrence

Pore Uizaton. 2 cccurrences 0510872020 11.85:00 AM POT

[21401) Port Utilization WARNING
Storage Port PURE-CTO-FCO

Las: Oczurrence

Pore Usizason, 12634 occurrences Rt A 0 i

[34146] Port Utilization WARNING
Storage Port PURE.CTO.RCT

Last Occurrance

Pore Utizaton. 2 cccurrences T

[34140] Port Utilization WARNING
Storage Port PURE.CTI-FCO

Select the Alarm Rules tab to view the alarms that have been configured for the tier.

Platinum

Overview Alarm Rules

Tier 0 Application Warkload Drifc
Tier 0 NAS Corroller Packet Errars
Tier 0 Bad 5CSI Status - Queue Full

Tier 0 Bad 5CSI Status - Busy

Tier 0 Bad 5CSI Status - Internal Tar...

Tier 0 OS Instance Excessive Disk W.

Tier 0 OS Instance Excessive Disk Re...
Tier 0 Physical Volume Critical Disk ...

Tier O Physical Volume Excessive Dis...

Tier 0 NAS Controller Link Errors

Tier 0 Perf Probe Storage Port Flow ...

Tier 0 NFS Write Performance

Monitors critical applications for changes (drifts) in read ...
Mornitors NAS Storage Cantroller links for packet errors. ..
Monitors non-zera SCS| status messages with a sense co...
Monitors non-zera SCS| status messages with a sense co...
Monitors non-zera SCS| status messages with a sense co...
Detects OS Instance excessive disk write latency.

Detects 05 Instance excessive disk read latency.

Detects Physical Volume critical disk usage.

Detecrs Physical Volume excessive disk usage.

Monitors NAS Storage Controller links for CRC errors. Tri...
Monitors storage ports (with the VirtualWisdom Perform...

Monitors the NFS write performance of Tier 0 applications.

Enabled

No

No

No

No

No

Yes

O Critical
O Critical
O Critical
O Critical
O Critical
O Critical
O Critical
O Critical
O Critical
O Critical
O Critical

O Critical

From Template

Single Metric

NAS Packet Errors
Bad 5CSl Status
Bad 5C5l Status
Bad 5CSl Status
Single Metric
Single Metric
Single Metric
Single Metric

IAS Link Errors
Link Buffer-to-Buffer Credits

Single Metric

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

04/15/2020 06:30:42 PM PDT

You can export the rule data by selecting the hamburger icon, then selecting Export.

[24157] iSCSI W
1P Address (551

Expaort L3

-y

0:02AMPST g
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Other Entity Types Inventory View

All entities have inventory pages, which are similar across entity types other than
Application and Tier entities.

The Properties section displays the entity's system and custom properties. Below the
Properties section is a list of all sub-entities related to this entity. Some entities also have
a Conversations section below this.

© IMPORTANT
Beginning in VirtualWisdom 6.7, a limit has been placed on the number of
conversation entities that VirtualWisdom stores for ProbeFC, ProbeNAS, and
NetFlow.

If the system limit of the number of conversations is reached, the least-
recently-seen conversations are automatically deleted.

Deletion of these entities is intended to increase performance and reliability
for long-running deployments. If you wish to modify or disable this feature,
contact VirtualWisdom Support.

System properties are populated automatically with entity discovery and cannot be
changed. Custom properties can be added or changed by selecting the Add Property
button and entering your custom property.
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VirtualWisdom | Inventory > ESXHost > EditEntity

Other Entity Types Inventory View

Virtana Training

vi-esxsystest9.lab.vi.local Save Help
=
(@)
Properties  Overview
Name * vi-esxsystestQlab.vilocal Description
Togs

System Properties

Connection State:
CPUMhz:

Created On:

Discovered Name:

Entity Type:

ESK Cluster:

ESK Datasores:
HyperThreading Enablec:
Invencory Path:

Is Supported Version:
Memorysize:

Mounted File Syscems:
Narme:

Number of CPU Cores:
Number of CPU Packages:
Overall Status:

Power Scate:

Version:

04/09/2019 09:03:00 AM PDT
Viesxsystest9.abvilocal
ESXHost
ST_Cluster
NFSDatastore,esxsystestd-daastorel
e
SystemTest DataCenter->T_Cluster
e
274830172160

FS, VMFS
Viesxsystest9.abvilocal
2

green
poweredOn
VMware ESXi 6.5.0 build-8204253

Custom Properties

Entity Properties

localvmki

Virtual

Virtual Machines:

vwuiD:

paru_7,sshsim-paru_t paru_0,vesim-par

Dyanatrace. M o

88ach47c6145437d8e18c220¢3110e04.

Add custom property —s oo

Entities

wmisimAmie3
sshim-paru4

Dyanatrace Maruti

ViesisystestQlabuvilocalymkd

sshsim-pary 10

sshsim-pary 7

wisim-paru5
wnisim-Amit4
sshsim-pary 8

AppDynamicAmic

vesim-paru2

sshsim-Amit

(items:21)

Sub-entities

® @ @ @ @ @ @ @ @ @ @ O

FC Conversations

[§

Virtual Machine

Entity Overview
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= VirtualWisdom

Other Entity Types Inventory View

vi-esxsystest9.lab.vi.local

:\)

.
g

e

ESX Host Overview

AnESX or host’ ont:

ESK hyp
those VMs vircually

presents is resources to the cluster in which it re:

ESX Custer (1)

Vi-esxsystestolab.vilocal VM Health

sides, and the duster allocates resources

The server hosts
 the server
o the VMs.

vi-esxsystest.lab.vilocal Usage over time

r—

EsX v (19) >00

Top ESX VM CPU Utilization

ESX Datastore (2)

Top ESK VM Memory Utilzation

= 1

The Overview tab displays a report that provides basic information and metric data for
the entity. The data displayed is for the last 24 hours of monitoring and focuses on health,
utilization, capacity and performance data. You can use the page to view the current state

of the entity.

The data shown differs based on the entity type. Entity overviews are available on the
following entity types:
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vmware
ff_ vSphere

= - Microsoft
. - Hypeor-

SAN Switch,
OS Instance Storage Port,
Host Port

EMC'
ISILON

ESX Cluster, ESX
Host, ESX VM

Storage Array,
Front End & Back
End Director,
Front End & Back
End Port

SVC Cluster
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Topology

At the core of the Wisdom Al platform is our approach to app-centric topology that
enables you to discover, visualize, diagnose and manage your application’s datapaths.
You can view the topology from the servers that host the application, to the shared
networks that connect it, to the storage that holds its data. This ability to put all the
infrastructure in the context of the applications it serves, while understanding the
application’s business value and the workload it generates against the infrastructure, is
what makes VirtualWisdom app-centric in its approach.

VirtualWisdom uses the app-centric topology extensively across the platform, for defining
dashboard contents, application or infrastructure topology views, and alarm policies.
Topology is also used with the analytic infrastructure advisors for diagnosis and
optimization.

2 NOTE

Topologies saved in a VirtualWisdom version prior to 6.0 are incompatible
with this release. During installation of the current version VirtualWisdom,
any existing saved topologies are archived and are no longer accessible from
the Select a Saved Topology menu.
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What Is Topology?

Topology is a graphical view of the interconnections and activity in your infrastructure.

Q — . .

- | ESX Cluster

Application

ESX VM

An entity relationship

Topology shows you the entity relationships in the context of tiers and applications. The
end-to-end infrastructure supporting the application is visible in a single view. Topology
also shows you the status of each entity.

Topology answers these questions

What is the end-to Do entities interact Where do entity Where_do_ problems What is the Impact to
end scope and scale of | with each other and - exist in the A
N dependencies overlap? . the application?
an application? how? infrastructure?

VirtualWisdom topology enables you to:

¢ |dentify if and how two or more entities interact with each other

Identify overlap for dependencies of two or more entities

Understand the end-to-end scope and scale of an application

Identify and understand potential problems in an entity’s data path
Understand where various entities live in the data center

Understand the impact of and impact to applications in your environment

Entity Representations in Topology
Topology supports multiple infrastructure views to cover major technology areas
(compute, network, and storage). Multiple views provide different perspectives into the

end-to-end infrastructure supporting your applications.

More than two dozen icons are used to represent different entity types. Colors vary based
upon alarm conditions and node selections.
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See the individual user guide for each integration that you install for an equivalent list of
entity icons for the integration.

Entity Type Icon

5
cache I
1

conversation |—_—>
-
cpu #
disk Q
fabric &
fabric card &

fabric port &
(]

grouped cache IEI
I
grouped cpu l#l
grouped disk (Q)
grouped fabric-card (&)
(1]}
grouped fabric-port (&
)
[ ]
grouped fabric &
( )
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Entity Type

Icon

grouped host

grouped host card

grouped host port

grouped storage

I

grouped storage card

[ (1]

grouped storage port

fin

W M @ =

storage card

storage port

grouped VM I;l
L]
host i
host card E
host port
O
Netapp “
-
storage -
-—
s
-_—
(—
-—

tier
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Entity Type Icon
" -

Topology Landing Page

Navigate to Topology by selecting the topology icon in the left-hand navigation panel. You
can also navigate to Topology directly from other VirtualWisdom modules, such as
Dashboards, Inventory, and Alarms and Cases.

VirtualWisdom

~ Topo_EHR = Refresh the topology —— C | tew | soe More
@) 3
* View Default - Default view shows Clear the topology R
all entities and

- T relationships across @ Select starting point(s) % Tier
= all infrastructure ]

i Select a starting

1) sel
m Q s types entity type and a
) named entity

=

Recently Saved Topologies: You can also start

® Topo Isilon by selecting a

® T EHR
ope- saved topology
® OrderingSystem Platinum AppFC Topology

® Billing VMware View
® Isilon User

You must select a starting point for the topology. This is done by selecting an entity type
and a named entity. You can also start by selecting a saved topology, if one is available.

The default view shows you all of the related entities across all integrations.

The “Show Infrastructure Related to” pane focuses the topology on a specified entity type,
showing only entities related to that entity type.

There are two buttons at the top to clear the topology view and start over and to save the
topology view so it can be used in the future.

You can refresh the data displayed in the topology by clicking the half circle icon.
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Selecting a Topology View and Entity

Each topology map is tailored to a given technology, or view, that you select. Views allow
you to visualize the datapaths and how various entities interact within that technology, all
the way to the storage level. Topologies display hierarchically, from left to right.

As an example, you might view the datapaths of all of your Tier O applications from the
perspective of your Fibre Channel network, then change the selections to view Tier O
application datapaths on NAS technology.

You can also temporarily filter out various entities that display in the topology map. This
can provide a simplified view of segments of a complex topology.

You can either create a new topology map to view, or you can choose a topology map that
was previously saved.

1. Select the arrow on the View field to select a view. The Default view shows you all of
the entities and their relationships across all integrations.

= VirtualWisdom

= New Topology =- C || new || e - || Heo
o S - Defi
’[\ Application - Fibre Channel ' (2) setectstaring points) e | | ropicss | sesrn .
_ (1) seiectsien Application - HyperV

Ill Application - Isilon

" Application - NAS

Application - Operating System
Application - PowerVM
Application - SVC

Application - VMAX (Array)
Application - VIMAX (Masking
View)

Application - VMware

A

2. Allinfrastructure types are displayed, e.g., VMware vSphere, FC SAN, and VMAX, as
shown in the image above.
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View Default

Ei

re Chan

VMware vSphere

nel SAN

Selecting a Topology View and Entity

# @ Q@[ 8 Bpot - Show Infrastructure Related to:

Tier

& == Entity

3. Select a starting point for your topology using the Show Infrastructure Related to

pane.

'(2:' Select starting point(s) % Search.,

l Show Infrastructure Related to:

4. Choose an entity type then use the drop down arrow to select an entity from the list of

existing entities.
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Show Infrastructure Related to:

@ Select starting point(s) % J Application ahﬁ -

EHR
Tags: SNOW

-

+ Application

Tier

Application

Suggested Application
vApp

» Conversations

» Compute

»  Network

» Storage

5. The selected entity’s name is shown in the panel on the right side of the page.

Show Infrastructure Related to:

Application | search... -

6. The window pane on the left shows you the end-to-end infrastructure supporting the
application across all infrastructure types. It also shows you the other applications
that belong to the tier.
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VMAX
Selected Entity ‘ Infrastructure

=

P
T
Il
nd
i

PR )

;as = =
il

i
£
H

Cluster

i=
i
i

H

=
5
VMware vSphere £ FC SAN
Infrastructure Applicatioﬁs—jﬂ_’/_'_:: Infrastructure
7. Hovering over an entity highlights the entity and its relationships across the end-to-
end infrastructure while the unrelated entities fade into the background.
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o = :
ot _ (f———=
= —& ,ﬁ;i;; a1l

e syslab-esx05 (Host) I
FEra]

5% (Cymm—

g e mmmj T
"?"‘ ("'ﬁ.-:

. . g
Cr e Fr ocesg_Corti N —ra——
PTG VSN

Snaw Prog st 1

8. Drill down on an entity to expand the view to include its sub-entities. A dotted line
denotes the topology for the entity. You may be able to drill down multiple times. Click
the x to return to the higher-level view.
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Platihum

EHR

O

ProdPlatinum

syslab-esx04.lab.vi.local

Selecting an alternate view

7 virtana VirtualWisdom User Guide 6.7 148



Chapter 7 Topology Selecting a Topology View and Entity

1. You can switch to a different view of the infrastructure by clicking on the down arrow
in the View field.

View Default -

Default -
Application - Fibre Channel
Application - Hypery
Application - Isilon

Application - NAS

Application - Operating System
Application - PowerViM
Application - SVC

Application - VIMAX (Array)
Application - VIMAX (Masking
Yiew)

Application - VMware

Arelicadioe T AR

2. The selected infrastructure will be drawn using data collected from the specified
integration. In the example shown below, the same application entity is shown with
only the VMware infrastructure supporting the application visible.

View Application - VMware - " A @ G B[ 8 EBxport v

e e

Platinum = ProdPlatinum
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Saving Your Topology View

It can be useful to save your topology view to use in the future.

1. To save your view, select Save from the menu at the top right corner.

| Mew Save ~ Help

Save

2. Enter a name and any other attributes you wish and click Save.
Topology Attributes
Wame * Bl W Tetwaig Viem Depoription
Tags

*OADORSS Lmar

Sl

3. Yourview is displayed in the middle of the topology pane.

View Default -
FRX . X
T \?) Select starting point(s) %

. .
'\j/. Select view

Recently Saved Topologies:

@ Billing VMware View
® |silon User

® |silon

® Order Manager

® Ordering System

Excluding (Filtering) Nodes

VirtualWisdom provides the ability to further refine the topology you are viewing after
selecting one or more starting entities. This allows you to more effectively manage the
scope of the topology that you are viewing.
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You can further restrict what you are visualizing by using the “exclude” feature to filter
entities that you want to temporarily remove from the topology view. When you filter out
entities, you also temporarily remove the downstream datapath of the entity.

Steps

1. Inthe topology map, click the entity you wish to filter.

A popup menu appears, and some related entities in the map might be
deemphasized, appearing grayed out.
2. Select “Exclude this <entity type>" option.

3d0220

Exclude this HBA Port

3d

Open Entity Page
Show Properties

Show Trends

The entity is added to the Excluded Entities list and is removed from the topology
map.

When filtering out an entity, all of the entities in the downstream datapath are also
excluded, unless they are in the datapath of another included entity.

Search...

10.10.10.181

A —E
3d01a2

10.10.10.181

Repeat as desired to filter out additional entities.

4. To remove the filter:

a. Hover over the entity name in the Excluded Entities list.
b. Click the x icon associated with the name.

Excluded Entities:

w
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The excluded entity is removed from the list and the topology map reapplies the entity
and all its paths.

Example
Assume you have the following environment:

3 Hosts: Host 1, Host 2, and Host 3

2 Applications: Application A and Application B

1 Tier: Tier 1

Application A and Application B are members of Tier 1
Host 1 and Host 2 are members of Application A

Host 2 and Host 3 are members of Application B

General Topology

i "

AppB \
Host 3

Host 2

Scenario 1

You select Fibre Channel in the topology View field. Under “Show Infrastructure Related
to” you select Tier as the entity type and Tier 1 as the starting entity instance. A topology
displays (see General Topology above) with Tier 1, Applications A and B, and Hosts 1, 2,
and 3.

If you filter out Application A, you see Tier 1, Application B, Hosts 2 and 3. You still see
Host 2 because it is also a member of Application B, however you won'’t see Host 1 since
that was in the downstream datapath from Application A, which was filtered out.
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Topology: Application perspective,
excluding App A

Host 2

&
Tier 1 ::: \

v ;

Scenario 2:

Again, you select Fibre Channel in the topology View field, but you select Host as the
entity type and Hosts 1, 2, and 3 as the starting entities. The initial general topology looks
similar to the one above, but because the entity type is Host, the perspective is from the
hosts.

If you then filter out Application A, you would see Host 1 without a connection to Tier 1.
The Tier 1 connection is excluded because it comes after Application A from the

perspective of Host 1.
i Host 2

Host 2

Topology: Host perspective,
excluding App A

Tier 1 .'. \ / i
App B \
Host 3

Entity Grouping

Topologies with a large number of entities can be difficult to view. To simplify the
topologies, entities which are physically or logically contained within another entity are
collapsed into a single entity group by default.
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e Single entities are represented by a single icon.

For example, the following represents a cluster:

e Grouped entities are represented by an icon, surrounded by a circular halo.

For example, the following represents a cluster with grouped entities:

Hovering over a grouped entity shows you the number of child entities contained within
that particular group.

Expanding an Entity Grouping

Grouped entities can be expanded in order to view the components of the group and the
way they relate to each other. It is possible to have multiple levels of nested groups.

1. Identify the group to expand.

VNX9759

Any entity with grouped child entities has a halo around it and displays a number in
the upper right if you hover over the icon.

2. Expand the group by double-clicking on the group icon.
The entity and its grouped child entities display, surrounded by a dotted-line
expansion box.
If any of the child entities are grouped, you can also expand them.
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3. Click the X inside the expansion box to close the expanded grouping.

—\
—\)
8759

VN

—_—

—
e —— L]
P

VNX9759_A4

Using the Topology Map Controls

You can zoom in or out on topology by using the magnifying glass icons on the upper right.

View Application - VMware - iF = Export ~

TestApp11-14

There is also a "fit to screen" option that shows the entire topology in the Topology map.

View Application - VMware - X oIE @ 'ElE & Export ~

oto

TestApp11-14

The “mini-map” icon lets you see and navigate the entire topology while displaying only a
portion of it using a movable thumbnail.
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View Application - VMware - il @ Q& E Export ~

&% -

TestApp11-14

You can display the entire topology view in a full screen browser window by using the
Print icon.

View Application - VMware - i @ Q B EXPOTT '

ot%

TestApp11-14

You can also export the topology view as a PNG, JPG, PDF, or SVG file.

r"
kd
ol
ar
’+
’I
L
18
m
bl
T
[=]
3
4

View Application - VMware -

&%
o SVG
TestApp11-14

Understanding Entity Status

The color of the entity’s icon and its halo denotes its status and sub-entity relationships,
just as they did in the Inventory view.
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iew ication - VMware - O GRS & Export -
- i Normal with ’
sub-entities
Normal Critical that are critical
L )
s — N\
() o One sub-
Platinum EHR entity

ProdPlatinum

Entities with a halo have sub-entities. The number of sub-entities is shown in a circle next
to the entity.

The color of the entity's icon indicates its status:

¢ Red indicates that the entity's status is critical
¢ Yellow indicates a warning
e Green indicates normal

The color of the entity's halo indicates the status of its status:

e Red indicates that the entity has one or more sub-entities that are critical
¢ Yellow indicates that the entity has one or more sub-entities with warnings
e Green indicates that the entity's sub-entities are normal

Viewing Entity Data
Hovering over an entity reveals the following data:

e The entity’s type.
e The number of cases currently open for the entity.
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| J
i ?slab-esxﬂd.lab.vi.local (ESX Host)
o

pen cases

syslab-esx04.lab.vi.local

Clicking on an entity displays a menu of actions you can perform on the entity:

e View Open Cases displays a list of current open case on the entity.

Exclude this entity hides the entity from the topology view.

Open Entity Page takes you to the entity's inventory page.

Show Properties displays a pop-up window that shows system properties of the entity.
Show Trends displays a pop-up window with one-hour metric trends for the entity.

?syslab-esxﬂﬂl.lab.ﬁ.lncal

View Open Cases

syslab-esx04 -
Exclude this ES¥ Host

Open Entity Page
______ PdeP|t| Show Properties )

Show Trends

The pop-up window shows one-hour metric trends for the entity. The available trends
depend on the entity type. You can open multiple trend windows to facilitate trend
comparison. Note that trend windows must be explicitly closed, otherwise they remain
open while navigating to other areas of the application.
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Viewing Entity Data

syslab-esx04.lab.vi.local (ESX Host) One-hour metric trends
e Metrics depend on entity type
TOTAL BYTES AVG VM CPU READY % STS AVG READ COMPLETION STS WRITE IOPS
TIME
a3 o
. - ama R U
125'ﬂpm IZ:‘)‘Epm Iﬂﬂ‘pm 1 ISIpm 12:3'0;-m |2:4r5;:m ]ﬂﬂlpm 115‘ pm IZS‘ﬂpm 1214‘59m W:Df.‘ipm Hsl.pm 12:30 pm 12:4‘§pm T:U(!’pm 1:]5‘pm
DATASTORE AVG READ 10PS CPU UTILIZATION STS AVG WRITE COMPLETION
TIME
1000t 100%:
m J\v ° A
12:3‘0 pm 12:4‘5 pm 1:00 pm ‘I:WS‘DM IE:3‘DDm 12 QL pm 1 OU‘Dm 1:]5IDln ]2:3'0 pm ]2:4'5 pm I:OEII pm ]:Islpm
DATASTORE AVG WRITE 10PS MEMORY UTILIZATION STS READ 10PS
- 1 W
lza't]pm 124'5 pm H)ulpm 1:15 pm lzzsbpm lZd“Epm 1:00 pm 1:]5Ipln 12 Elﬂpm 12:4‘59m lﬂl‘lpm 1:15|pm

a= | Credte report from the data

You can select which trend charts to display and create a report from the trend charts.

syslab-esx04.lab.vi.local (ESX Host)

Trends -
Total Bytes
| Datastore Avg Read IOPS TOTAL BYTES
| Datastore Avg Write [OPS
| Awvg VM CPU Ready %
¥ CPU Utilization S~—
| Memory Utilization :3',] pm 12:4|5 pm l:u,;!, pm 1:15: prm

5T5 Ave Read Completion Time

STS Avg Write Compledon Time (TASTORE AVG READ 10PS
5T5 Read 10PS

5TS Write IOPS m

Done

1 I |
2:30 pm 12:45% pm 1:00 pm 1:15 pm

7 virtana VirtualWisdom User Guide 6.7

160



Chapter 7 Topology Topology Use Case

Topology Use Case

Let's look at a practical application of VirtualWisdom topology. In this use case, we'll
answer the question: “If | bring down the SQL-DB-001 host for maintenance, which
applications will be impacted?”

We'll need to show the topology for all infrastructure related to the host.

Select the host as our starting point for the topology. Choose the Default view to view all
its related infrastructure across all integrations. The end-to-end topology is displayed,
including all the applications that are related to the SQL-DB-001 host.

View Default -
@ Select starting point(s) % Haost SQL-DB. =

SQL-DB-001 T
@ Select view

We observe that there are six applications that could be impacted if we bring down the
host for maintenance.
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-
-—
Y = @
VIMAX-10555RP 1
/—& VIMAX-1955 =
Mail

— %

KZBG-Media-Libray

R —&

Topology Use Case

Shared SQL silver Supply Warehouse
—&
Supply Chain ETL R X166 ——
upply Chain /—46 & E
‘% mds02-bbr2-VSAN1 ZEE VMAX1955
N
ETLCluster _/ 4x16G
\ -
. B - =
= = SQL-DB-001 mds01-bbr1-VSAN1 PURE
If | bring down this
host which
applications will \ 5
i @
be Impa{:ted? MailArchive01
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Reports

VirtualWisdom provides live reporting capabilities that leverage the data collected by the
VirtualWisdom probes and integrations.

tualWisdom  Reports > frepo [35 Admiréstrator <

VI-FC-Application Summary-6.3-1

o
L e Ordering System Application - Bandwidth and Throughput

Ordering System Application - Latency

Ordering System by Read Completion Times - Histogram & Ordering System by Write Completion Times - Histogram

¥ virtana VirtualWisdom User Guide 6.7 163



Chapter 8 Reports

Reporting capabilities include multiple chart types designed to show and use
VirtualWisdom collected data to perform analysis of application infrastructure health,
utilization, and performance.

Our report framework lets the user organize their reports in an easy to find manner. Users
can share reports and templates they have created with other users and groups. Reports
can also be easily exported.

The most recently run reports are also easily accessible, letting users know what'’s
important now.

Reports Home Page

VirtualWisdom

Reports View all templates—> ReportTemplates | ReporcSnapshots | | C* || NewReport More
.
@)
Top Report Templates | Al Owners ~ RecentSnapshots | AlOwners ~ Q
2o
oo Name ® Template - NetFlow Investigation 11-10-2019 11:42 AM to '
- - : 012019 07:4200 PM UTC - 1/11/2019 09:4200 PM UTC
= Problem Resolution 50| Templates organized by category
= VLFCESX Host Latency Investigation-6.3-1 is 1 e B Crese)
S & s 095035
(O] & 1 Flow control issues in FC SAN infrastructure
*~ ® Application Admin Dashboard Test 11/11 11:40 to 1:40 PM|
i 5 [TAGED 11312013 07:4000 P UTC - 1171272019 094000 PM UTC
i~ o
ViSphere-VM-Summary-6.1-1 Hover over [ ° e d & st
|I‘?‘ VI-FC-ESX Host-Latency Investigation-6.3-1 icons to "R 7 the host all in one report. ® Template - VMAX Top Talkers
_ - ® Template - SVC Port and Cache Performance
VI-FC-Health-Physical Layer-6.1-1 . SEDE 6 Physical layer issues in FC SAN infrastructu re
view = ® Template - MAX Array summary
VHECABore o Physca Laer 631 s 4 por f ed u e
: emplate - VMAX Storage Group Overview
VI-FC-Perforr 6.1-1 variables %S 4 - performance
ot ® Template - SVC Cluster Summary.
VI-FC-Health-Physical Layer-6.3-1 LES 4 r issues in FC SAN infrastructure. @ Template - SVC Health and Utilization Overview
~ Workload Balancing (18) Recently
i LYY | " FC SAN util (consumed bandwidth, utilization, throughput)
saved report
ViSphere VM Summary 611 ] .  wlizacon, per a
_ snapshots
o8 s FC SAN utilization (consumed bandwidih, utlization, throughput)
. I I
BEE 1 VSAN ., utilization, perf
e 1 VSAN Cache and Capacity Disk utlzation and performance
VI-FC-Application Summary-6.3-1 & 1 Application FC put, I0PS, bandwidth, phere CPU and ‘

The Reports home page displays a list of report templates that you can use to start with.
VirtualWisdom includes standard reports created by the Virtana Professional Services
team, designed to help you resolve problems, balance workloads, manage capacity, and
assure service levels. The report templates are organized into groups.

The list also shows you whether the report uses an entity variable and which type of
entity is used for a variable. You can also see all report templates by selecting the Report
Templates button at the top of the page.

To the right of the report templates list is a pane that displays recently saved report
snapshots. A report snapshot captures the “point in time” output of a report. You can view
all report snapshots by selecting the Report Snapshots button at the top of the page.

To view a report, click on its row in the list.
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Report Page

Each report has a dedicated page that shows you its output. A report can include up to 15
rows.

VirtualWisdom Reports > Report Templates > Edit Report

VI-FC-Application Summary-6.4-1 Set report date om0 1037amtoosimano0. 1037am -

& Application_1: EHR  x

Report variable

Report ntent Refresh Set .=

reportdata  variable
EHR Application - Bandwidth and ThroUgRPUL - = = = = = = = = = = = = = = & o o o o e e o o e o o o e e o e o o o eooeoooooo-
Top 10 Applications by Host Consumed Bandwidth ENE RIS EHR Top 10 Logical Fabrics by Consumed Bandwidth 0o | 33 || 8 il | | =

The report header includes a date field to set the date and time range for the report. You
can select from a default range from 5 minutes up to 30 days or set a custom range. Use
the circular arrow to refresh a report’s data any time you wish to view new data.

The report variable field lets you select a specific entity to filter the charts on the report. A
chart may include a filter that is based on a report variable. This makes it easier to filter
multiple charts by the same entity and change that entity easily.

The row headers are used to provide more information about the charts shown below
them.

Report Templates

Report Templates Report Snapshots

The Report Templates pages displays a list of all the saved report templates in your
portal. You can use a report template as a starting point for VirtualWisdom reports.
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Report templates are already populated with charts, entities, and metrics. Many include
report variables that can be used to filter the report for a specific entity or set of entities.

Report Templates Report Templates | ReportSnapshots | | C || New Report More

Scheduled
[]  vi-PowervM-Utilization-6.6-1 vi.training g Read, Write Workload Balancing - 10/02/2020 03:29:54 PM PDT 2
[] Data Source Verify 6.3 vitoo.s Read, Write - 09/30/2020 03:24:46 PM PDT I
[[]  Application Rollup Investigation administrator read.wite  Drill down to view tem p late - 09/28/2020 11:53:40 AM PDT
[  storage and Switch Inventory - For David D...  marcbachmeier Read, Write - 09/18/2020 10:48:16 AM PDT
[] Template - NetApp Cluster Utilization and C..  administrator Read, Write Default,NetApp ONTAP - 09/09/2020 08:08:26 AM PDT
[[]  Specialty Dashboard - VMWare Datastores  cdellaquila Read, Write - 09/03/2020 06:59:05 AM PDT
[]  Specialty Dashboard - VMWare ESXVM Gue...  cdellaquila Read, Write - 09/03/2020 06:58:40 AM PDT
[]  Specialty Dashboard - VMWare ESX Host cdellaquila Read, Write - 09/03/2020 06:58:03 AM PDT
[[]  Specialty Dashboard - VMWare Cluster cdellaquila Read, Write - 09/03/2020 06:57:32 AM PDT
[]  Error Investigation - Host Application iSCSI ... cdellaquila Read, Write - 08/31/2020 08:39:07 AM PDT
[[]  Error Investigation - Host Application HBA ... cdellaquila Read, Write - 08/31/2020 08:38:21 AM PDT
[[]  Executive Dashboard - ISCS| Application an...  cdellaquila Read, Write oA - 08/31/2020 07:02:54 AM PDT
[ iscsl sw Integration Metrics cdellaquila Read, Write CDA - 08/31/2020 06:49:50 AM PDT
[] iscsiorphaned LUN Report cdellaquila Read, Write DA - 08/31/2020 06:36:58 AM PDT

From the Report Templates page you can perform the following actions:

e Create new report templates
Run a report template

Edit a report template

Save a copy of a report template
Delete a report template

Bulk edit report templates

Bulk Editing and Deleting Report Templates
You can add or remove tags from multiple report templates using the bulk edit feature.

1. Select the reports to bulk edit by using the check boxes next to their names in the list
view.
2. Click Edit, then click Add Tags or Remove Tags.
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RO OO 0O0O0-d

& 8]

Report Templates

ProbeNAS 2x40G to 4x10G ...
dashboard testing

F5 Testing

StackPlay Testing

NetFlow Test -LDX

inventory chart test
Application SDS Performan...
Template - App Storage Pe...

Nutanix CVM - Host Integr...

vitoo.s

administrator

administrator

administrator

vitoo.s

david.ravlen

administrator

administrator

administrator

Access Level T

Read, Write
Read, Write
Read, Write
Read, Write
Read, Write
Read, Write
Read, Write
Read, Write

Read, Write

Report Templates

System Lab
System Lab
System Lab

System Lab

Default, Test
Default, Test

Default, Test

Report Snapshots

Scheduled

©

Chart Types

New Report Edit - More

Add Tags

Remove Tags

Delete

Created On

10/02/2018 12:10:29 PM PDT

12/17/2019 07:49:00 PM PST

04/19/2019 04:28:56 PM PDT

01/02/2020 01:14:54 PM PST

03/04/2020 09:36:50 PM PST

06/29/2020 02:00:38 AM PDT

12/05/2018 08:03:22 AM PST

11/26/2017 05:00:01 PM PST

10/07/2019 08:37:51 AM PDT

3.  You can also delete multiple report templates at once by selecting Delete.

Chart Types

Each report is comprised of one or more rows, with one or more charts in a row. A single
row can contain up to four charts.

7 virtana

eport Edit

-

Add Tags

Remowve Tags

Delete

A template cannot be restored once it is deleted.

VirtualWisdom User Guide 6.7

167



Chapter 8 Reports

VirtualWisdom

VP of Infrastructure Dashboard =

Chart Types

Virtana Training ~

|| @ Share More
. Top N List Card [E—— Inventory Heat Map oo Balance Finder - All Hosts
3o R —_ s o
L2 TAEZITEm sex o (] 121122019 1200 amto 121972019 1200 amPOT vew anayss
1. mds02-bbr2:1:2 57.258% @ [ |
- 2. mds02-bbr2:1:24 21.021% @ .
3. mds02-bbr2:1:22 21.020% @ . No Traffic/Minimal Traffic
. oy
D) 4. mds02-bbr2:1:3 6832% @ G2
5 mds02-bbr2:1:1 3280% @ .
~por
'-_' 6. mds02-bbr2:1:18 0037% @ . 60.0% (6)
_ 7. mds02-bbr2:1:20 0.036% @ .
I| Q 8. mds02-bbr2:1:21 0.000% &
i 9. mds02-bbr2:1:19 0.000% @

Analytics Output

Storage

PURE Read ECT
Single Stat Card
Sorage Aray - PURE

by STS Avg Read Completion Time

5.604 ms

A

Storage Optimization

'VMAX-1955
Swap 4 HBAs
111472018 1:38 pmt0 1211972018 1:38 pm POT
FROM Array Port

TO Aray Port

} lab- vmax1955_2D4 vmax1955_2D6 mds01-bbr1-V.
A AN AN\l s ij}‘ ‘ —~ra. syslab-esx06. vmax1955_1D4 vmax1955_1D6 mds01-bbr1-V.
e - . - - = [HBAO1_FC1 vmax1955_2D4 vmax1955_1D6 mds01-bbr1-V.
P = i & o & & i HBAO1_FC1  vmax1955_1D4  vmax1955_2D6 : mds01-bbri-V.
Application SLA by Tier
Platinum Gold SLA StCItUS Silver Bronze
Application Application Application - Application
02 ©10 02 912 01 ©5 194
© EHR © Biling © Shared SQL. ERP-ETL
@ Ordering System @ Order Manager @ ETLCluster @ ManualSenice_Wordpress
@ AppDocker @ App - DockerMasterSlave @ KZBG-Media-Libray @ RepotsQL
@ OrderProcessing_Conflict @ Automation_DockerApp @ Mail @ SQL Backup
© SNOW-dockerbat @ File Sharing Users @ Supply Chain ETL @ w-muttitier-app.
@ Supply Warehouse
Multiple rows are included in a report. A report can include up to 15 rows.
There are different chart types that you can use in a report. They are organized into
categories:
Select Chart Type X

Free Form

Inventory Pie

g0 Comparison

Scatterplot

(o]
/o SLA Status

Histogram

Special

Qpen Case Summary
Caparity. Trend
Analytics Qut)
Topology

Chart Categories

Basic

basic text information in a chart.

Top N

7 virtana

Used to view a single metric trend for a group of entities.

Used to compare entity groupings and metrics, report on entity properties, and show
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Comparison Compares an entity-metric binding over time or compares two different metrics for a

single entity.
SLA Status Identifies problems using data that is averaged out. Useful for tracking SLA performance.
Special Reports on specialized data such as analytics output, open cases, and SCSI status.
Basic Chart Types

The Basic Chart category contains six chart types:
Single Stat Card

The Single Stat Card displays a single statistic that can be read from across the room.
EHR by Receive Utilization (=] =

Application - EHR
by Receive Utilization

14.917 %

Line Chart

The Line Chart compares different metrics and entity groups (hierarchies) over time to
identify patterns that merit further investigation.
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Line Chart =

ms
L4
=]
Aouape] AeLy aquns Bay
=1

Aauaie uawabpa)moungay @i Bay
ZeOY-GOHSa-(BISAS

L S ¢

syslab-esx05-hba2

Avg Wiite Completion Time
ZEOU-GOXSa-0B|SAS

‘.Uﬁ ST E AL |

Free Form Chart

The Free Form Chart allows you to create a chart with free from content like comments,
headers, images, bulleted or numbered lists, check boxes and format the content using
different font styles and sizes.

Free Form Chart

[l

Ll
The free form chart type lets you create charts with "free form" content such as
comments, headers, lists, tables, images and checkboxes.
* =
You can format this content using different font styles and colors. o

Inventory Chart Types

The Inventory chart types display information based on entity properties.
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Inventory Bar Chart

The Inventory Bar Chart displays entity system or custom properties in a bar chart.
Property types are grouped into bars, with the property value and the corresponding
number displayed at each end of the bar.

€13 Inventory Bar Chart oo || & B all| | =

Inventory Donut Chart

The Inventory Donut Chart displays entity system or customer properties in a donut chart.
The value displayed in the “donut hole” is the total number of entities examined, while the
values shown on the “donut ring” show the property value and the corresponding
percentage of entities that have that value.
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e Inventory Donut Chart oo || G |G (Bl || =

12 12.9% Total: 31

\ 15 (3)
28 (8)
20 (8)
24 (4)
12 (4)

16 29%

24 12.9%

20 19.4%

pN 28 25.8%
Inventory Pie Chart

e} Inventory Pie Chart oo | [ & || G ([ all| | =

1212.9% Total: M
\ @ 16(9)

16 29% 9 238
20 (8)

@ 24(4)

® 124

24 12.9%

20 19.4%

N 28 25.8%
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The Inventory Pie Chart is like the donut chart in that it shows the property value and the
corresponding percentage of entities that have that value. However, the total number of
entities is displayed to the right.

Inventory Table Chart

Use the Inventory Table Chart to view properties and metrics for a selected entity type in a
table format.

ESX Hosts =
ESX Host + Number of CPU Packages CPU Utilization (99th)
™~
ge-appdisc-01.lab.vi.local 2 16.51 % .
ge-appdisc-02.lab.vilocal 2 19,55 %
ge-appdisc-03.lab.vilocal 2 1%
ge-appdisc-04.lab.viocal 2 21.47 %
ge-appdisc-05.lab.vilocal 2 18.84 %
ge-esxd. lab.vilocal 2 33.64 %
L
Page |1 of 2 | > » | C Displaying Rows 1 - 50 of 52

Scheduled reports and snapshots of the Inventory Table Chart are not currently
supported. Export using CSV.

Threshold colors and icons are not included in data exports.

If you have configured the chart to display colors when approaching or crossing
thresholds for multiple metrics, it is possible to have a yellow warning (approaching
threshold) and a red warning (exceeding threshold) on different metrics for the same
device. In such a case, the most serious warning color (red) will display.

Toggling Between Charts

You can toggle between the bar, donut, and pie charts by selecting an icon on the top right
of the chart.
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Chart Types
i 0 —
eC1s Inventory Pie Chart NITICRIRCE 1SR R
1212.9% \ Total: 31
@ 159
16 29% @ Z5(38)
20 (6)
24 12.9% @ 24(4)
® 124
2019.4%
\
N 28 25.8%
You can also use the chart menu to toggle between chart types.
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e Inventory Pie Chart oln || & || &[]l || =
Configure
1212.9% "\\ Callouts >

Bar Chart Type >
24 12.9% Donut Copy Chart
Pie
Export g
20 19.4%
Clear Chart

28 25.8%
Row Layout g

Row Positioning
--------------------------------------- Toggle Header

Delete Row

Top N Charts

The Top N charts aggregate data from the top or bottom “n” events of configured metrics,
where “n” is a variable that ranges in value from 1 to 50. Each Top N chart compares data
for a specific metric and single entity group (hierarchy) and displays this data over time
using different formats.

The Top N charts include five chart types.
Bar Chart

The Bar Chart is used to quickly compare the averaged or summed value of a single metric
across multiple entities. It makes it easy to visualize how the average or sum for the entity
compares to other metrics.
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s Top N Bar Chart ol || &3 ||EER | (o0 (D]l || =2

==l
251

Lr

ms

Application
A Read Completion Time

Table Chart

The Table chart displays the actual values of a metric in different categories (sum, min,
max, percentiles) across multiple entities. We can view how the values compare for each

category.
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0 Top N Table Chart oo || 30 | |EEE ||~ ol

Application

ERP-ETL 58.. 01.. 01.. 01.. 54. b57.  63. 66.
EHR 1.2..  05..  05.  05. @ 0867 23..  24. 28..
POS-Retail-Prod 1.1.. ¢ 01, @ 01.. ¢ 0.2.. @ 0.7.. 2.1... 3.7...  B6.3..
FinanceBackOffice 1.0..  01.. 0.2.  02..  06.. 155 2.0.. 2e6..
ETLCluster 1.0... @ 0.1...  0.2. @ 02..  06. 1.55 2.0..  26...
Billing 059.  01..  01. @ 024 0.8... 1.7... | 27.. | 41

KZBG-Media-Libray 09..  01..  01. @ 02.. @ 08. @ 18. @ 27. @ 3.81

Ordering System 08..  05. :05. @ 05.  05.  15. @ 1l&. @ 19.
JEE-DBO01 06..  01..  03. @ 04.. 07. @ 10. @ 23. @ 61..
VWSoundCloud 06.. 023 02. { 03. {05, 058. ! 12. @ 14.

Trend Chart

The trend chart is basically a bar chart displayed over time. It compares data for a
specific metric for a single entity group (hierarchy) but it also displays this data over a
period of time.
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0> Top N Trend Chart (&

Chart Types

—+— Shared SQL Wail —= ERP-ETL
Music Library VMAX (Discovered) —=— VWSoundCloud EHR
« POS-Retail-Prod = KZBG-Media-Libray
List Card

The List (Card) chart type displays Top N data in a card format.

- Top N List Card

Top Applications
by Awvg Read Completion Time

1. Shared SQL

2. Mail

3. ERP-ETL

4. POS-Retail-Prod
5.EHR

6. Billing

7. KZBG-Media-Libray
8. Ordering System

9. JEE-DB0OO1

10. Music Library VMAX (Discovered)

Box Plot Chart

The Box Plot chart is used to compare the distribution of the metric data for each entity.

—— JEE-DBOMM
—=— Biling

= | il

> hms
=10 ms

59.711 ms
59.711 ms
6.071 ms
1.674 ms
1.282 ms
1.126 ms
1.098 ms
0.945 ms
0.835 ms
0.819ms

Using a box chart helps us understand the variation of the data across entities.
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Top N Box Plot Chart oo | | &3 || BEE | |~
T
- | T— T
IleseEn..
o o = on = 3 = =]
P88 8 5485 5§ ¢
A : 8 8 g
g & § ¢ S
L

The top and bottom horizontal bars represent the lowest and highest value measured for
the entity. The bottom edge of the box represents the lower quartile (25%) and the upper

edge of the box represents the upper quartile (75%). The horizontal line in the box

represents the median (50%) value.
The spacing between the different parts of the box indicate the degree of dispersal or

spread.
Toggling Between Top N Charts

You can toggle between bar, box plot, table, and trend charts by selecting an icon on the

top right of the chart.
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Top N Box Plot Chart

T

3
H:E'Rataﬁ-md . -
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3
Kzﬂﬁ'l'dedr'a-ubray ' 4
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E & g £ &£
& g 3 °
s &
i
=
g
i
You can also use the chart menu to toggle between Top N charts.
1> Top N Trend Chart Cllolo| 38 |2 |~ 2 ul |[=
100 Configure
Callouts g
7 Bar Chart Type >
| Box Plot Copy Chart
|i T Table
: Set Report Time
Export »
Clear Chart
Row Layout L-

Row Positioning

—+— Shared SQL Mail —=— ERP-ETL —— JEE-DBOO
Music Library WVMAX (Discovered) —— VIWSoundCloud EHR —=— Billing Toggle Header
= KZBG-Media-Libray
| Delete Row

—+— POS-Retail-Prod

SLA Status Charts
The SLA Status charts are used to track and visualize Service Level Agreement adherence
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SLA Status Chart

The SLA Status chart type is used to visualize Service Level Agreement adherence, e.g.,
How well are my storage subsystems are performing in terms of SLAs?

SLA Status Chart =

Application - Ordering System
FC Completion Times, 99.99th Percentile

READ © WRITE ©
>6 <=8 ms >2 <=3 ms

Target < 0.05 ms Target < 0.05 ms

Histogram Chart

The Histogram chart displays the distribution of the data collected for a single metric over
a reporting period. This provides a complete picture for transactions over any reporting
period. Data is divided into ranges and the observed metric values are placed into their
representative buckets. This allows us to more easily see the distribution of the metric
data.

The chart represents the buckets using a bar chart, with the x-axis displaying the count

and the y-axis displaying the range of buckets. A trend line that shows the cumulative
percentage, from zero to 100%, is superimposed on the bar chart.

Histogram Chart &

750M 100%
20%
S00M —
60%
=
o 40%
2500 —
EE— 20%
0 — 0%
‘?Gpﬁ PR ‘:‘?\1\‘?14}"h-,m"'6-,6‘9615"@0‘7\55‘?@0‘7@@‘7@ A Z?@P z?\sﬁ ‘?.ﬁb t?"@,;\“@&ﬁﬁ,mw
SIS S AT AT ST T e

Ordering System / Read Completion Times
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The Histogram chart type also includes two additional views of the data.

To view the base histogram chart using either of these views, drag the mouse across the
chart then right-click and select either chart type and whether to add it above or below
the existing chart.

Histogram Chart [=]

T50W 100%

S00M

Court

250W

|
3 0% st st ab‘dhpe’ ATV L I I ,,1‘1 - -

[ e e Zoom
o P P PP P AL
T RT 0T e 0T 0T 0 e AT g/ Fi\ @‘} +

 —
Histogram By ITL  »| Add Above

QOrdering System / Read Completion Times N
Histogram Trend  *| Add Below

Histogram Trend

The Histogram Trend chart shows additional data for the selected bins. The timeline is
displayed across the x-axis while the y-axis displays the bin values. The color density

indicates the number of values in each bin. The darker the color, the more values were
collected for the bin.

Histogram Trend Chart =

=4500+
=500 <= 1000 —
=150 == 250 —
=75==100 —
@ 30 ==50 —
§ =15<=20 —
=8 <=10 —
] ==F — 2.5M

=l == 2 — [L] ] nm HINEIN LLLLL L[] nm (L1 i i
1 e ] (L] A 1 RILRIN (LTI ] i
=0.2-<=0.5 — SNNNIY {2 CINNNNNNEIC ENUNANNI 1 ARNRNR 1R S NRMARN 0 AANANNN 1 RMRN % AMARNNT 0 NANRNN S0 NN (A MORNAN 0NN
S I T I T | I 0

\‘l'-@ i s ¢ 5@ ¥ w & «

7.5M

50

Histogram by ITL Chart

The Histogram by ITL chart shows the values collected for individual ITLs across the x-
axis. The y-axis shows the total count of the values collected for each ITL. The colors
indicate where the collected values for the ITL lie.
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e Histogram by ITL Chart =
d:u Ohe Qm dj O{jf\e'
o -~ A -’,g, A5 -',l, A5 7~
5@&‘@5 ((#\9‘-"6 ,\o_",_f-' / dﬁf_\%‘-& - a\ﬁ . \9‘:'6 . \erﬁ . \9‘3{3 - @\Q‘r"" - dﬁf_\ﬁj -
5\@'6 o i ﬁo@” oA ¥ ﬁ:ﬁ?' 3 oA + ‘&'ﬁ S i ﬁo@” o *
=% o o o acs & o e o o
B Gy &+ \éreéf- P \@(64'- B \@ﬁéﬂ s
St B % e 5% EN St B %
Ms

@ =0<=005 @ >005<=02 #02<=05 @ =05==1 O os1e=2 O 22e=4 =4 <=5

W #G==38 W =Be=10 =10 <=15 @ >15<=20 =20 == 30 @ =30 ==50 W =50==T75

o =T5==100 =100 == 150 @ >150+=250 @® =250+<=500 =500 <= 1000 @ 1000 <= 4500 @ =4500+

Special Charts

The special charts include charts that help you assess the health of the infrastructure at a
glance, review capacity trends, view topology, and view the output of the VirtualWisdom
analytics.

Inventory Heatmap Chart

The Inventory Heat Map chart type is a visual representation of the complexity of your
environment. It is designed to quickly show you how many of the selected entity type
makes up the filtered selection and how many have crossed a configurable threshold. You
can click on an entity box to view open alarms, navigate to its entity page, or show its
topology.

Inventory Heatmap Chart

Application (11)

> 5 ms
>10ms @

Open Case Summary Chart
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The Open Case Summary chart shows you how many entities have open alarms and how
serious they are.

Open Case Summary Chart 0

Application

05 A1 &37

© Biling
O EHR
0 Order Manager
0 Ordering System
© Shared QL
ERP-ETL
& App - DockerasterSlave
Q AppDocker
& Automation_DockerApp
@& ETLCluster

Capacity Trend Chart
The Capacity Trend chart provides a trend chart of 1-minute metric data saved using a

statistical distribution across hourly and daily periods. This chart type provides support for
analysis of metric data across longer durations.

Capacity Trend Chart (=]

100

syslab-esx04 lab.vi local
CHU Ltilization

xz—,/ s - - Y
g T T

| |
> pd \G-P@ \%_p@ - pe

] |
pd pd

I | | | | | |
R R I

|
&
2 AR A

)
W s &5

Maxirmum S0th Percentile T75th Percentile 25th Percentile

Analytics Output Chart
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The Analytics Output chart displays VirtualWisdom View All Outputs in reports. Balance
Finder, Storage Port Balancer, and VM Coordinator results can be displayed in a report.

o Analytics Output I

1]

Balance Finder - All Hosts

12/12/2019 12:00 am to 12/19/2019 12:00 am PDT view analysis

Ho Traffic/Minimal Traffic —_
40.0% (4)

" Balanced
60.0% (6)

Topology Chart

The Topology chart type allows you to select a saved topology view to display as a chart
in a report or dashboard. All the topology map controls (expand containers, zoom in/out,

mini-map, etc.) are available and can be used in the chart. This chart type is very useful
for dashboards.
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Topology Chart

W———

Platinum  Ordering System

] [N

ProdPlatinum

—
127.&‘_0_53

—

i I oi

syslab-esx05.lab.vilocal

N
-

syslab-esx

6.lab.vi.local

—
SCSI Status Chart

The SCSI Status report displays a list of SCSI Status messages, for a selected entity, in a
table format. This report is typically used for troubleshooting, for example, providing a
vendor with SCSI status messages. This chart type is available only with the hardware

probe.
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SCSI Status Chart

Storage Array Status Additional Sense Occurren... Description
’: VMAX1955 0x28 229303 Task Set Full
[ ] Pure 0x2 0x5 0x2000 51789 Invalid/unsupported command ...
[ vMmaAx1955 0x2 0x5 0x2000 43156 Invalid/unsupported command ...

Using Reports

Using Report Variables

Report variables act as a short cut for using a report with different entities. They allow
you to quickly and easily substitute a named entity without needing to re-select and filter
every chart in the report, or create an entirely new report.

Report variables are defined at the report level but used to filter charts. Report variables
can be created at any time to an existing report or added when creating a new report.

You can filter multiple charts using a single entity. Let's say that you have a report that
has multiple charts that use ESX Cluster as the entity type. A global filter for ESX Cluster
can be applied to the report by using a variable for ESX Cluster.
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04/12/2020, 10:37am t0 05/12/2020, 10:37am  ~ || C' | save ~ || AddRow ~ | More -

Edit Variables

VI-vSphere-Investigation-6.3-1  Use variables to filter report charts

B EsxHost_1: syslab-esx0slabyilocal x

[§ EsxCluster_1: ProdPlatinum

EIEIEEIERE S

= T K < R e s S ——— e —
=5 — ~
. W‘ T T W‘ W‘ T T W‘ T T J ‘\ ‘\ T
T T T T T T T T T T T T T T o R . o R B I R
5 o o - - o " - K £ - 2 - 2 8 = 2] s o e © @
R T I L S LT C S RIS S
= = - " ereeTLOB02
ol e tosal ~ supplychaimati w01 supply chainstiapp01 e Order Manager DB 01 - OuerMansgerApp02 - FinancesaL
o ProdPlatinum Top 10 ESX Hosts by Avg VM CPU Ready % ol || 8 | (B8 ||~ D]l || =] 5 syslab-esx05.lab.vi.local Top 10 ESX VMs by % CPU Ready oo || 23 ||E8 ||~ QD) |l | | =
T
T h P
— v =

T ! T T T T T T T ‘\ !\ ‘\ ‘\ ‘\ J
R e L e e e e e e e e

ERPETLDBO2

In the example below, we have selected a named ESX Cluster (ProdPlatinum) by using the
ESX Cluster variable field.

Cluster-QE-AppDiscovery

g Cluster-QE-VSAN iz

3 -
ProbeMNAS Cluster

L

4 ProdGeneral —

E ProdPlatinum =

QE-Jenkins-Cluster

e m o e}

Alternatively, you can also use the Edit Variables window to populate the variable field.
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Edit Variables

Define Variables by specifying an entity type. name and enfity.

Variables 2 Variable(s)

i ESXCluster Select an Entity ol

Cluster-QE-AppDiscovery

Cluster-QE-VSAN

ProbeNAS Cluster

ProdGeneral

ProdPlatinum

QEenkins-Cluster

OK Cancel

Once the variable is selected, every chart that uses the ESX Cluster variable in its filter
selection is filtered for the ProdPlatinum cluster.

ESX Host - Utilization by ESX ClusteProdPlatinum) - - - - - - - - —c- - == - -7 - - -tz o s oo oo - e et P R e R LT T
¥ - Charts show ESX Host metrics for a specified ESX Cluster
& 0p10 ESX Hosts by CPU Utilization a| 2| (@@~ @) m [=] & Dp10ESX Hosts by Avg VM CPU Ready % MEIEIEEITE
- / T~ 7.*/‘\ . L —— /\ ~—
\ 5
— S~ cer =L P e
\ ~—— . . - — T — — — —
== — =
T~ S~
T T T T T T T T T T T T T T T T
o o+ o oo o o o o o oot o o o o o o
[ - + ptes s t vitoe sl en0s s ilol  spiabesdlabvilocal - pletes0S e viloc

Zoom and Fetch and Set Report Time

You can zoom in on a chart area to provide a larger view of the data in that time frame.

Zoom
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Select a time frame on a chart by positioning your mouse to a starting point on the chart
then click and hold the mouse button and drag it to the end point for the desired range,
then release the button. This brings up a menu with three choices: Zoom, Zoom & Fetch,
and Set Report Time. Clicking on Zoom displays the selected time frame across the full
width of the chart without changing the data summary points.

T ps . = —
<> null Top 10 ESX VMs by VM CPU Utilization olo | | &3 || B8 | |~ |2 =
/——- - ———- e —
——— e,
et :rn/ e - e j
: —— : - . X P
_-r_'—:—__—_:_— - ——— =/ S ——
Zoom
| I | | | I | Zoom & Fetch | | | | I T
¥ pot pe P et e gt e e
b & - - % b & ) . & % o .
N B N e & o o Set Report Time & N
- SNOW-dodkerba VW-PI-GA o ordering-system-app-01 + pmeisilon-sim-001 EHR-DB-01
== EHR-App-02 supply-warehouse-et| = nfs_client_201 = SMB-5im-2902178-02 == SMB-5im-2302176-03

The chart is redrawn showing the data from the selected time frame.

L T . —
o null Top 10 ESX VMs by VM CPU Utilization oo || &0 | EE| |~ =
- — =
M S — - — M —
_— & — ¥
I I I I I
1—"" Wj 1"3, N" 1'6, ‘?9‘ ’ﬂ . Reset zoom
+ SNOW-dodkerbal VW-FI-GA = ordering-system-app-01 « prisilon-sim-001 EHR-DE-01
+— EHR-App-02 supply-warehouse-etl = nfs_client_201 - SMB-5im-2202178-02 = SMB-Sim-2202178-03

Zoom & Fetch

You can also zoom in on a chart area and load more data points for the selected period, if
data is available.

Select the time frame then click on Zoom & Fetch to perform the zoom and load more
data.
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<032 null Top 10 ESX VMs by VM CPU Utilization ol || &0 || B ||~ (]l | | S
n  } . —
3] o _ Zoom = H
> L Zoom & Fetch
. W‘l l W‘l I set Report Time
Qb s o i zoom
= SNOW-dodkerbal VW-PM-GA = ordering-system-app-01 w— pm-isilon-sim-001 EHR-DB-01
e~ EHR-App-02 supply-warshouse-etl = nfs_client_201 - BMB-Sim-9502178-02 - SME-Sim-8802176-03

Zoom & Fetch displays the selected time frame across the full width of the chart and
displays more data summary points, e.g., 10 min to 5 min. Click the Refresh button to

return to the original view.

0 null Top 10 ESX VMs by VM CPU Utilization

50 FAIE AT T e TR T an EoBSEarasaca:
./’Il'llJl?II\‘-/L'.).?IL V%':'f\“)lﬁ\fjﬁl\"]ﬁ:\v:ka II'I I", ,'II I'ul Iu'l I'. II'I I'II .'I I'.I Iu'l I", II'I I'II .'I I'.I Iu'l II', I"I I'll .'I I'.I Il'lr II', ,'II I'II .'II I'.I II'I
VYV VY VY YV YV Y Y Y
o 0" o ot o o &
« SNOW-dockerbal VW-PM-GA = ordering-system-app-01 o VW-PM-Master pm-isilon-sim-001
EHR-DB-01 = EHR-App-02 « nfs_client_203 = nfs_client_202

—=— nfs_client_201

Set Report Time

You can also set the time for the entire report by making a selection using your mouse
then selecting Set Report Time. This changes the date range for the entire report.
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: null Top 10 ESX VMs by % CPU Ready olo || 83 | (B8 ||~ (Dl | | =

Zoom

Hl Zoom & Fetch

Set Report Time |
- —— —p _-:g == E—ﬂ—ﬁr—_l—ﬁt_
I I | | | | I
L pe' B vt v vt v = 2 & al al a
A e 7 B o8 o afy- 1}5 k-‘} ® R &.\5 o W :{L-‘}
- ¥FS-ge-appdisc05 supply-warehouse-spp-01 = supply-warehouse-app-02 = ocrdering-system-app-02
supply-chain-etl-db-01 +— Order Manager App 01 supply-warehouse-etl =~ ORDERING-SYSTEM-DB-D1
« Order Manager App 02 = supply-chain-etl-app-02

Report Callouts

Report callouts are information bubbles that can be added to a chart. Callouts can be
added to all chart types except for Free Form, table charts (Top N & SCSI Status), and

Topology.
1. To add a callout, click on the callout button or right click within the chart itself and
select Add Callout.

: null Top 10 ESX VMs by VM CPU Utilization C ||oln|| 20 || EEE :-’* ill

e
T
e F_ b e Ay e
— e N ey
Bl
T
T
f
/'I
I [ | I I | [ I I |
Fa 2 s s Fa Fa AT Pl 2 Fa
e 2 K ot & &% & 4 3 &t
+— SNOW-dockerba1 VW-PM-GA = agd-db1 w VIW-PM-Master EHR-DB-01 - EHR-App-02
pm-isilon-sim-001 = nfs_client_201 - nfs_client_203 = nfs_client_202

2. The callout’s text can be edited, it can be resized, and you can change its look (color,

transparency, or layer).
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oy VM CPU Utilization C

DOUBLE-CLICK to edit text.
RIGHT-CLICK to change look.
DRAG-EDGES to resize shape.

E = e a™
o
,.-__,‘JQ.Q‘ '._:‘_-'5@ 1,:_;!&'0 6—?‘
3. You can add more than one callout to a chart but you can only choose to show or hide
all callouts.
e null Top 10 ESX VMs by VM CPU Utilization C ol | 58| |E||s B all| |[=
S . Text
;
= | EHR-App02
= ,i' returns to —

T i i T normal i T

Eal 2 Eal s 2% P Text
= e P o ¢ o
]
+— SNOW-dockerbatl VW-PM-GA =— ad-db1 = VN-PM-Master EHR-DB-01 —+— EH

pm-isilon-sim-001 = nfs_dlient_201 = nfs_client_203 = nfs_client_202

1

. | Hide
<0 null Top 10 ESX VMs by % CPU Ready oo | | &0 | | il | | =

Callouts remain in the position where you created them. As the data changes, the callout
remains in place.

Exporting a Chart or a Report

You can export a chart from VirtualWisdom as a PNG, JPG, PDF, or SVG file. This is useful
for including in documents or in another report in VirtualWisdom.

To export a chart, select the hamburger icon then Export and choose the export file
format.
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< null null Top 10 HBA Ports by Read Utilization oo || &0 | (B ||~ (Sl | [ S| <go
Configure [ ——
- Callouts L
= i _ x Chart Type L
—= = = — =
~ N w, - Copy Chart =
& ol ¥ X By o . . . .
: e, —— e a— 3=
. .gl | gl | | | | | ‘I d‘ | | | . P
a af s a s a a
oW W e e e e L . oL
- sb10-1-INIT 370500 = 370400 «— syslab-esx05-hba3 syslab-esx05-hba2 + syslab-es  EXpoOrt M PNG
syslab-esddf-hbaZ = syslab-esx04-hbald syslab-esx04-hbad = shlazel-f
Clear Chart JPG
Row Layout »| POF
Row Positioning VG
Toggle Header Data as C5V
Delete Row Data to Clipboard

You can also export the entire report as an image file or a PDF file. Click the More button

then select Export and choose the export file format.

VI-FC-Utilization-6.4-1

03/05/2020, 04:49am to 04/09/2020, 05:45pm  ~

C Save

Add Row More

Show Attributes
Row Positioning
View in Dashboard

Create Snapshot

= i a ot 8
oW o . o o N

= EHR ‘Ordering System = ERP-ETL = Shared SQL Mail

Sharing a Report Template

- VMAX1955

Share Report as Dashboard

]

> 1 callouts 4
PNG Export >
PG Help

PDF
sve T TTTTTTTTTTTT
File for Import

You can export and import reports from/to VirtualWisdom. This feature is used to import
the standard Services reports into your VirtualWisdom platform. Reports are imported

using the JSON file type.

Exporting a Report

Click on More, then select Export > File for Import to export a report using JSON format.
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VI-FC-Utilization-6.4-1 03/05/2020, 04:49am to 04/08/2020, 05:45pm = || (| save Add Row More ~

Show Attributes

.{_ﬂ plication_1: None Selected &84 PortChannel_1: None Selected £ StorageArray_1: None Selected tiﬂ Tier_1: None Selected Row Positioning
= = View in Dashboard
Create Snapshot
z - g.‘“'! ,\e"”l ﬁ.‘wr @_VP‘[ . w‘[ S gw; ‘\6_‘;5" R ‘w| ] Share Report as Dashboard
Callouts >
+ EHR Ordering System = ERP-ETL + Shared SQL Mail - VMAX1955 T Export 4
PG Help
PDF
swe | TTTTTTTTTTTTC
File for Import

The file is downloaded to your local drive.

VI-FC-Ltilization-6.4-1.json
Caompleted — 122 KB

Importing a Report

1. From the Reports home page or the Report Templates page, click on the More button,
and then select Import Report.
2. Select the report. j son file to be uploaded.

Note that the file extension must be lowercase, e.g., .json (not .JSON).

Report TEmplatES Report Templates Report Snapshots c New Report More =

Import Report

Help Ne file s

Q utilization

Access Level S Scheduled Created On 4

The report is opened and displayed in VirtualWisdom. The report is automatically saved
on import and will be visible in the list of saved reports on the Reports home page.

You may need to set the variable before data is displayed.
Bulk Report Import

You can import multiple report templates by combining their .json files into a .zip file and
uploading the .zip file using the | nport Report feature.

Follow these tips to ensure a successful import:

e All json files in the .zip file must be valid VirtualWisdom report files
e The .zip file size should be less than 5 MB
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e Do not import .json files which are not reports, or import empty .zip files

All .json files contained in the .zip file are validated prior to import. Any .json files failing
validation will cause the import to fail with an error message containing the .json file name
and the error encountered.

Error

Unable to import report template with name ‘BadReport.json’,
Reason: com.google.gson.stream.Malformed|sonException:
Expected ' at line 14 column 19 path 3.reportjobConfig.jobSerial

QK

If multiple report template files fail validation, the number of files failing validation is
shown, and the error encountered is shown for the first file that failed validation.

Error

Unable to import 2 report templates. The first error occurred in the
report template with the name 'BadReport.json'. Reason:
com.google.gson.stream.Malformed]sonException: Expected ' at
line 14 column 19 path $.reportjobConfig.jobSerial

0K
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WARNING

Importing the same .zip file more than once will result in duplicate reports
being created in VirtualWisdom.

NP1V Indicator Message

N_Port ID Virtualization (NPIV) has multiple hosts connected to a fabric through a single
physical port. When VirtualWisdom displays data for a port connected by NPIV, it also
displays an NPIV indicator message, warning that the data is an aggregate, and therefore
not precise. VW shows precisely how much traffic is going through the port, but cannot
tell how that traffic is distributed across the multiple hosts.

Tier 0 Top 10 Applications by Host oo || 50 | | B | |~ || (2]
Consumed Bandwidth

o
p o p
o ¥ oY o2
= Testhppil-14~ Service-ESK”
= Contsins NPV Ports and may represent sggregate data

In the following examples, plotting a SAN Fabric metric, you see aggregated data (data
that contains the object you want to see, potentially combined with data from multiple
objects you do not want to see). In these cases, the NPIV indicator is displayed if:

¢ You plot out Cisco or Brocade SAN Integration metrics for an HBA attached to an NPIV
port.

e You plot out Cisco or Brocade SAN Integration metrics for a Host that has an HBA
attached to an NPIV port.

e Add a Host to an Application attached to an NPIV port.

e Add an I-T Conversation to an Application, and the Initiator is connected using NPIV.
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e Add an I-T-L Conversation to an Application, and the Initiator is connected using NPIV.

Errors in Reports

When a report template is viewed, it is checked for errors. Any identified errors are
displayed in the corresponding chart.

Errors can occur in Report Templates for a number of reasons:

A template was imported from another appliance and certain entities, entity types,
metrics, or other details are not recognized by the new appliance.

An entity was deleted from the appliance and is no longer recognized.

A custom property was removed from all entities, and is no longer recognized

No data is found, either due to no entities matching the query (filter is too tight) or
because there is no data for that time frame.

Error Message

Entity Type Not
Found

Entity Not Found

Property Not
Found

Chart Type Not
Found

Analytic
Template Not
Found

Analytic Not
Found

¥ virtana

Description
The entity type is not recognized.

Add/update an integration or update the Appliance, so that the entity type is
defined, or select a different entity type.

The entity is not recognized.

Select a different entity in the chart configuration.

The property is not recognized.

Select a different property.

The chart type is not recognized.

Update the Appliance to a version that contains that chart type, or clear the chart.
The analytic template is not recognized.

Select a different analytic template. This might require going to the Analytic tab,
editing the analytic of the type required by the chart, saving the configuration as a
new analytic template, and selecting that template in the chart configuration for the
report.

The analytic type is not recognized.

If the analytic is not found, you might need to upgrade the Appliance to a version
that contains that analytic. You can also select a different analytic type or clear the
chart.
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Error Message

Variable Type
Not Found

Metric Not
Found

Topology Errors

SCSI Status Not

Found

Empty Variable

Multiple Errors
Occurred

No Data

Creating Reports

Description
The variable name uses an unrecognized entity type.

Add/update an integration or update the Appliance so that the entity type is defined,
or select a different entity type.

Metrics in the metric list are not recognized.

Add/update an integration or update the Appliance, so that the entity type is
defined, or select a different entity type.

Errors found in the selected topology’s error list.

Import a new saved topology.

SCSI status code is not recognized.

Open and save this chart configuration to clear the message
Variable name in the chart is empty.

Select a value for this variable.

This message only displays if the variable is required to retrieve data for the chart.
When variables are used in filters, they are ignored when empty, and that part of
the filter is not applied.

A combination of the errors listed in the table occurred in one chart. The most
common example of this error occurs when the report expects an integration that
has not been defined or enabled on the Appliance. This could cause the both the
entity type and metric to be unrecognized.

No data was found in the specified date/time range.

If data should be available, try adjusting any filters used, or ask your administrator
to check for data collection errors or notifications in VW Health.

Creating Reports

1. To create a new report, navigate to the Reports tab and click New Report.
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VirtualWisdom Reports 15 administrator ~

Reports Report Templates | ReportSnapshots | | C* More

Top Report Templates | Al Owners v Recent Snapshots | Allowners ~  Q
o;o

oo Name Variables # of Views 4 Description

~ Default (58)

=]

=

=
Template - Isilon Cluster Overview = 65 provides the KPis for an Isilon cluster

— =

(O] Template - VMAX Array Summary = 49 High-level summary of a VMAX array
Template - VMAX Storage Group Overview = 26 Provides an overview of storage group performan..
Template - Application Health by Tier & 23 Use Cases: 3

2. Click Add Row, then pick the row layout.

New REpOI’t 07/20/2020, 12:50pm to 07/20/2020, 02:50pm  ~ | Save Add Row More
Add to Top
ldit Variables I

Add to Bottom ‘ iy [ =

The chart areas are initially blank.
3. Click Add to choose a chart type to add to the report.

New Report 07/20/2020, 12:50pm to 07/20/2020, 02:50pm  ~ | C Save Add Row More

Select the chart type you wish to add to the report.

Select Chart Type %
D poci o . % mmm
Oomm
‘ Basic |||| Top N oo Comparison o SLAStatus DEe Special
Single Stat.Card Bar.Chart aeatterplet Histogram Inventory. Heatmap
Line Chart Box Plot Time Comparison SLA Status SCS| Status
Free Form Table Open Case Summary
List.(Card) Capadty.Trend
Trend Analytics Quitput
Topology
Inventory Pie

4. Select report data.
a. Depending on the chart type, you are prompted to select entities and metrics.
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The availability of both depends on the configured integrations. If an integration
is not configured, you will not be able to select that integration's entities and
metrics.

Select an entity type by clicking in the entity field and selecting from the drop-
down list. You can use the search field to quickly find an entity type.

Top N Chart - Select Data

Ll chart Data £ Parameters
Show the Top - 10 Application | by  [Select Metric]

Apply Filters (optional) | hba port | i

v Compute

* Hosts

v MNetwork

HEBA Port

OK Cancel

b. Select a metric from the available metrics and click OK.
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Top N Chart - Select Data

Ll chart Data £ Parameters
Showthe Top - 10 HBA Port by  [Select Metric]

Apply Filters (optional)

v Storage
¥ SAN
v FC Switch Integration

Write Utilization
Read Utilization
Write Consumed Bandwidth
Read Consumed Bandwidth
Transmitted CRC Errors

oK Cancel C3 Discards

% B2B Credits

e Haalth

If you selected Application as the entity type, you can choose to show all metrics
or to show only the metrics applicable to the Application entity type. This reduces
the selection to only those entities that are currently assigned to at least one
application and hides unassigned entities from the list. The number of applicable
metrics is displayed in the selection modal.
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Application = by = [Select Metric]

" | Show All Metrics (96 of 2744 apply for this type)

» Case Management
» Performance

» Capacity

@ TIP

If you plan to add entity types to an application at a later time and
want to configure your report, dashboard, or alarm to include
metrics from those entity types in advance, check the Show All
Metrics box so they are available for selection.

5. The chartis populated with entity and metric data for the date range.
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Top 10 HBA Ports by Read Utilization oo || 20 | BB ||~ | B =
e —

I I I l I I I I

A T A o o o o o

L e Q?“ c—_._'?‘“ + c—_‘,':“'-\ Q?"" o
L ol W Wl ,IL.QD A o o

w= 5b10-1-INIT sblaze2-4-initd~ = sblazed-4-init1” =~ sblaze2-4-init17*~ sblazed-4-init2”
+— shlaze2-4-init5" shlaze2-4-init7™ = shlaze2-4-init10~ w— shlaze2-4-init19~ = sbhlaze?-4-init16~
= Contains NPV Ports and may represent aggregate data

Chart Parameters

There are a number of parameters that can be configured for a chart. Every chart type
provides a feature to auto-name the chart or specify a name of your choosing. In addition
to this feature, you can also set thresholds, specify the number of entities to be included in
the chart, e.g., show the top 10 entities, change the sort order, include a report variable in
the chart name, and select where to view tooltips and legends.

To configure chart parameters, select the Parameters tab from the data selection modal.
In the example shown below, the chart type allows you to specify a variable in the chart
name, select the number of top entities to display, and change the short order.
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Open Case Summary - Select Data

LM Chart Data 08 Parameters
Mame $Tier_2 Applications by Open Case Criticality
Top #* 10
Sort Descending
0K Cance

To reset the default chart name, click the back arrow next to the Name field.

Some chart types, e.g., Top N, Line, Inventory Heatmap, let you set thresholds that are
displayed as yellow and red lines on the chart. In the example below, both red and yellow
thresholds were set in order to easily see where the observed data exceeds a user-defined
threshold.
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Top N Chart - Select Data

LM Chart Data % Parameters

Mame $Tier_1 Top 10 Applications by Host Consumed Bandwidth

Tooltips Follow At Point (Shared) -
Red Threshold 5000

Yellow Threshold 2500

Markers -
Legend Show on the Bottom -

OK Cancel

The thresholds are displayed on the chart as a yellow and red line, respectively.

Top 10 Applications by Host Consumed Bandwidth olo || 0 | B8 ||| |

—— e ] = " . " . R L |
- | | | | | | | |
W ol o i W Ll Ll ol
o 1_.?}0'& 1_.@1 1@'& a B %QQ"‘ %\g}'& %@a
+— EHR Ordering System = ERP-ETL «— Shared SQL Mail
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2 NOTE

A chart’s y-axis might not start at zero; this is because VirtualWisdom auto-
scales the y-axis min and max values based on the metrics values for the
specified time range. When you specify a yellow and/or red threshold lines,
charts are auto-scaled to include the horizontal threshold lines.

You can also specify where to show point markers automatically or always hide or show
point markers.

¥

Automatic (Show point markers except on dense chart)

Legend
Always Hide Point Markers

Always Show Point Markers

Specify where to view report tooltips on the chart.

Follow At Point (Shared) -

Follow At Point

Top Of Chart

Bottomn Of Chart
Follow At Point (Shared)

Red Threshold

Yellow Threshold

Markers Top Of Chart (Shared)
Bottom Of Chart (Shared)

Tooltips are displayed when you hover over a point in a chart and show you the value
observed for the entity and metric at that point in time.

| Thursday, Feb 18, 2021, 7:55:00am, PST |
Ordering System: 1.067 ME/s
Filters: (Yes)

T

@ Red Threshcold: 5,000
Yellow Threshold: 2,500

f

w L —— .
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You can also choose where to show the chart legend.

Legend Show on the Bottom -

Hide
Show on the Top
Show on the Bottom

Report Filtering

VirtualWisdom provides the ability to filter report data in multiple ways. For example, the
chart shown below is filtered by only the selected entities outlined in red.

0 Top 10 HBA Ports by Read Utilization oo | | &8 | B8 |~ |2

I I I I I I I I
o o P o b o o s
e a¥ n ¥ a¥ ® a¥ o ¥ 5%
,‘.I.'.}B Al W e 1.:;30 o 2% ¥

#— syslab-esxl4-hbad syslab-esx04-hba2

Entity Filtering
All sub-entities related to the entity are used in the aggregation. In the example shown

below, the data is filtered for a single application, aggregating data collected from all
related switch ports.
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Entity Filtering

Application Switch Port

Entity filtering is only available on charts that display multiple entities, e.g., Top N charts.

1. To apply entity filtering, select the + sign, then choose Filter [Entity Type].

Showthe Top > 10 Application ~| by | Avg Read Array Latency

Apply Filters (optional) O Filter(s) +

2. You can filter entities using four different options.
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Top N Chart - Select Data

ll chart Data & Parameters
Showthe Top - 10 HBA Port | by | Read Utilization

Apply Filters (optional) 1 Filter(s) @

Include HEA Ports

in this list - Add/Remove | 0 HBA Port(s)

in this list button to select HBA Ports.

not in this list
related to

with property

a. In this list: The "in this list" option lets you choose specific named entities to filter
by. Use the search box to search by entity name. Deselect the Show Archived box
if you want to use only active entities. Check the entities you wish to filter by and
click OK. Click OK in the Select Data box to apply your filter.
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Add Entity

|:| Show Archived

Q syslab-esx04

Name 4

syslab-esx04-hba2  51402ec00..  9400e0

syslab-esx04-hba3  51402ec00.. 330000

(Selected Items: 2)

oK Cancel

The chart shows data only for the selected entities.
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0 Top 10 HBA Ports by Read Utilization olo || 80 | | ER |

'r

I I
,BQQ‘“ “_hgvﬁ\ 1:9(39‘“ l__,\s,v“‘\ 1%@9“\ l_p‘;:?‘ﬁ\

A

I w— syslab-esx04-hbal s_vslab—Eth'l-th.ZI

b. Not in this list: The "not in this list" is similar to the "in this list" filter except that it
shows data only for entities that are not in the selected list.

[
oF

A

Top N Chart - Select Data

lihl Chart Data £ Parameters
Showthe Top - 10 HBA Port | by | Read Utilization

1 Filter(s) @

Apply Filters (optional)

Include HBA Ports

notin this list = Add/Remove | 2 HBA Port(s)

2100000e1ee5edeal, 2100000e1ee5e630

oK Cancel
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c. Related to: The "related to" filter lets you select entities that are related to the
chart entity, to be used in the metric aggregation or calculation. The related to
filter is useful when using report variables. While you can select a named entity to
be used in the filter, you can also use a report variable, making it easy to filter the
chart dynamically.

You can also limit the relation to a specified topology. This can speed up report
rendering, allows you to be more selective about what is displayed in the chart,
and lets you use topologies that are not included in filtering, like conversations.

Top N Chart - Select Data

L Chart Data 08 Parameters
Showthe Top - 10 HBA Port | by | Read Utilization
Apply Filters (optional) 1 Filter(s) @

Include HBA Ports

related to - Application | in this list - Add/Remove | 0 Application(s)

Limit to this topology:  Application - Fibre Channel -

Click the Add/Remove button to select Applications.

0K Cancel

d. With property: The "with property" filter lets you filter a chart based on a system
property or tag. In this example, we're filtering HBA ports by their port speed, and
using only those with 16 GB port speed in the chart aggregation.
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Top N Chart - Select Data

Ll chart Data L8 parameters
Show the Top T 10 HBA Port | by | Read Utilization
Apply Filters (optional) 1 Filter(s) @
Include HBA Ports
with property ~  Port Speed -
in this list - SIXTEEN_GB X -
OK Cancel

Data Filtering

Only the specified entity and metric are used in the aggregation. In the example shown
below, the data is filtered for a single application, using data collected from only two of

the related switch ports.
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Data Filtering

Application Switch Port

Data filtering can be used on all charts but it's only available on Top N charts if bindings*
are available for the selected metric. The Add filter button dynamically changes if bindings
are available.

*Metric binding refers to an entity-metric combination, e.g., Switch Port-Consumed
Bandwidth.

e To use data filtering in a chart, select the + sign, then choose Filter Entities for Metric
Calculation (Advanced).

Show the | Top - 10 Application ~| By | Avg Read Array Latency

Apply Filters (optional) 0 Filter(s) *
Add Filter:
Filter Applications
Filter Entities for Metric Calculation (Advanced)

L

Data
filtering

There are three different selections that you can choose for a data filter.

a. In this list: "In this list" lets you select one or more named entities or a report
variable.
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Apply Filters (optional) 1 Filter(s) €

Calculate Read Utilization using data from

HEA Port in this list - Add/Remove | 0 HBA Port(s)

Click the Add/R 1N this list F HEA Ports.

not in this list I

with property

b. Not in this list: "Not in this list" reports on data collected from entities not in a
specified list. You can also use a report variable with this selection.

Apply Filters {optional) 1 Filter(s) @

Calculate Read Utilization using data from

Application not in this list = Add/Remove 1 Application(s)

Application_1

c.  With property: The "with property" filter lets you filter a chart based on a system
property or tag. In this example, we're filtering applications by their tier, and using
only applications in the Platinum tier in the chart calculation.

Apply Filters (optional) 1 Filter(s) @

Calculate Read Utilization using data from
Application with property = Tier -

i x
in this list ~  Platinum i

Creating Report Variables

Report variables are defined at the report level but used to filter charts. Report variables
can be created at any time to an existing report or added when creating a new report.

Some chart types do not allow for use of variables with the primary data selection
because you do not select specific entities. An example would the Top N Chart. However,
you can still use variables in metric filters for charts, to create relationships in any chart
type that allows filtering.

If your report includes chart types that do not specify entities (such as Top N Chart), those
charts are not affected by use of a variable on other charts in the report.
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You can add multiple variables to a report and associate the variables with various entity
types.

@ TIP
It saves some steps if you first create the variables you want for a report,
then select the variables as you add the charts to the report.

1. Navigate to the Reports or Reports Templates page.
Click New Report or open an existing report.
3. Define new variables for the report by selecting Edit Variables.

g

New REPOI’T 07/20/2020, 12:29pm t0 07/21/2020, 12:29pm = | Save - || AddRow ~ More
Top 10 HBA Ports by Read Utilization oo || 8| ||| Dl | =] g Top 10 HBA Ports by Write Utilization ol || 38 | (B ||~ ()l | =
P y P 5

4. Use the + sign to add a new variable.

Edit Variables

Define Variables by specifving an entity type, name and entity.

Variables 1 Variable(s) @

ok Application Application_1 Select an Entity

oK Cancel

Select the entity type to be used in the variable.
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The variable is named automatically but you can change the name using the second
field. Only letters, numbers, underscores, and periods are allowed in the name.

Optional: Select a specific entity value in the third field.
5. The variable is displayed at the top of the page.

New Report

ﬂ. Application_1:

6. The variable can now be used to filter charts in your report. To add a variable to a

chart, click "™ to edit the chart.
7. On the Chart Data Page, select an entity type in the first field.

Single Stat Card - Select Data

ESX Host [Select ESX Host] by  [Select Metric]

Template Variable + Current Value

Q

Mame +

Host_1

Host_2

Host_3

@ @ @ @

Host_4

(Itermns: 89)

Show Archived

0K Cancel

0 Filter(s) @
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In the second field, select from the list of report variables.
In the third field, select a metric value.

8. Click OK. The report page displays. You can now populate the report variable and the
chart will be filtered for the value selected for the variable.

Changing Report Variables Using a URL

You can change the entity value for a report template variable either from the variable
field on the report page, or by passing the entity name in a URL.

Prerequisites

e The report you want to work with must have been saved.
e The variable name must have been associated with the charts in the report.

¢ You need to know the names of the variable templates you want to use and the names
of the entities for which you want to view data.
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Steps

1. Navigate to the Reports or Report Templates page and select a saved report.
The browser URL field displays the static ID of the report in the format:
https://appliance-i d/ #t ab- nane/ page- nane/ report-uid
The appliance name/ID + tab/page name + UID = the static URL of the report.

2. Inthe URL field, add the variable and entity name after the report ID in the format:
/vari abl e- nanme=entity-name
Example:
https://198.51.100.5/#reports/template/e9678-123-8910-b23eio/
ESXCluster_test=Cluster_1
198.51.100.5 = IP address (or name) of the VirtualWisdom appliance
#reports/template = The names of the tab and the page in the VirtualWisdom Ul
€9678-123-8910-b23eio = The UID of the report
ESXCluster_test = The template variable name
Cluster_1 = The entity value

3. Click Enter.
The report page updates with the new data and the variable name and entity value
display above the charts.

@ TIP

If you select a different entity using the field in the Ul, it updates the data
on the page for that entity, but the URL does not change to reflect the
new entity name.

Example 1. Example: Using a URL to Pass Report Variables

The following images show how adding the template variable name and entity value to a
report's static URL changes the data displayed in a report.
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& virtualWisdom x  +

Cc @ https:// 198.51.100.5 [#reports/template/b4acfad5-0048-4fae-27b9-330402fb9ech/ESXHost_test=vsanhost

Variable entity name
& chart name

Repol Report Templates i are the same Administrator ~

VirtualWisdom

test variables 04/28/2020, 11:49am to 05/28/2020, 01:49pm = (| Save Add Row More

i ESXCluster_test: None Selected i ESXHost_test: har2

bar2 by Avg VM CPU Util

Variable entity name

ESX Host - bar2 & chart name

by Avg VM CPU Ut
are the same

sei—6.015 %

c 198.51.100.5/#reports/template/b4acfad5-0048-4fae-97b9-330402fb9ecb/ESXHost_test=vsanhost w

Enter the variable

name & entity value
Administrator ~

Virtua\Wisdom Reports Report Templates

test_Va riables 04/28/2020, 11:49am to 05/28/2020, 01:49pm  ~ C Save Add Row More

i ESXCluster_test: None Selected i ESXHost_test: vsanhost

Entity names reflect
the name in the URL

o vsanhost by Avg VM CPU Util

ESX Host - vsanhost
by Avg VM CPU Ut

Data displays for
the new entity

2.655 %

Report Snapshots

Report Templates Report Snapshots i
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A snapshot is a point-in-time copy of a report. Snapshots allow you to keep an archived
copy of report data. By design, Report Snapshots are read-only.

The Report Snapshots page shows the results of previous report executions that were
saved as snapshots.

From the Report Snapshots page you can perform the following actions:

e Delete individual snapshots

e Configure automatic scheduled deletion of snapshots (Snapshots Cleanup)
e Add or remove tags on a snapshot

Select a snapshot to view

If you select a snapshot in the Report Snapshots list, the content of the snapshot displays
on a View Results page. From this page you can perform the following actions:

Add callouts, if available (not available for some report types)

Show, hide, or delete callouts

View report attributes

Export snapshot content

Save changes to the snapshot or save the snapshot with a different name

Scheduling Snapshot Cleanup

Retaining a large number of report snapshots can make it difficult to manage the
snapshots. Having a large number of snapshots also takes longer to display on the
Snapshots page. You can delete snapshots by selecting individual snapshots and deleting
them, or you can use Snapshots Cleanup to automatically delete snapshots older than a
user-selected age.

About This Task

When you enable automatic deletion of report snapshots, all snapshots older than the
time period you select will be automatically deleted and can only be retrieved by doing a
restore from a backup. Be sure there are no snapshots you want to retain that would fall
within the selected deletion timeframe.

Steps

1. Navigate to the Reports page and click Report Snapshots.
The Report Snapshots page displays.
2. Click More > Snapshots Cleanup.
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Report Templates Report Snapshots (& More -

Snapshots Cleanup

3. Enable automatic deletion of snapshots and select the time period after which
snapshots will be deleted.

2 NOTE

All snapshots older than the selected time period will be deleted.

Snapshots Cleanup

Automatically delete snapshots after 1 Month -
Save Cancel
4. Click Save.
A warning displays, stating that snapshots will be immediately deleted.
5. Click OK.
A message displays stating that snapshots were deleted.
6. Click OK.

A message displays on the Report Snapshots page, informing you that snapshot
cleanup is enabled.

@ TIP
You can disable Report Snapshots Cleanup by navigating to the Snapshots
Cleanup window and clearing the checkbox.

Event Integration

Event integration creates an event framework from which VirtualWisdom can ingest
events from probes and integrations. VirtualWisdom correlates these events with
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monitored entity metrics. You can also overlay events onto a time-series report to provide
additional context.

Using Reports and Charts, event integration gives you the ability to determine how
abnormal events impact an entity’s metrics during a specific period of time.

In VirtualWisdom 6.0, only AppDynamics’s health violation events with critical severity
can be pulled. These events are saved in a VirtualWisdom database. If you display a Line
Chart of a specific host entity using metrics, VirtualWisdom pulls the entity-related events
for that time period from the database and highlights them on the chart. You can turn the
events overlay on or off for specific line charts.

AppDynamics’s event integration uses the configuration settings associated with the
AppDynamics APM Integration to access AppDynamics’s controller to pull events.
Currently, the VirtualWisdom Ul does not allow you to specify preferred types of violation
events to download and overlay on the chart. It also does not allow you to specify
different severity levels, and so forth.

Event integration helps to establish correlation information about infrastructure and
events. Using events, you can tell how application performance is impacted by
infrastructure metrics. You can also tell why entity metrics charts have anomalies.

Enabling Event Polling
1. Click Settings in VW, Integrations in the Probe Management section, and then the

View button for AppDynamics APM.
The AppDynamics APM page displays.
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AppDynamics APM

Authentication and Settings

[ ] use ssL

Controller FQDN * http://

e.g. myinstance.appdynamics.com

Port * c
Account Name * customer1

Username *

Password *

Test Connection

érpéjlication Discovery Time and
quency

Enable scheduled discovery

Frequency Every day -

Start Time User: 11PM EDT / Appliance: 3AM UTC

Save Close Delete

2. Ensure that the Enable scheduled discovery checkbox is checked.
This is the default for the AppDynamics APM Integration.

Viewing Events

You can view events using Line Charts for AppDynamics applications.

When creating a chart, the default chart configuration is to “hide events.” To view events,
select Show related events from the Events drop-down in the Parameters tab of the Select
Data dialog when you configure your chart.
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Line Chart - Select Data

[l Chart Data % Parameters

Name Leaving this blank will result in a generated title

Tooltips Follow At Point -
Axes Mode: Independent -

Red Threshold

Yellow Threshold |

Markers Automatic (Show point markers except on dense chart) -

Events Hide events -

Legend Hide -
OK Cancel

Event information is part of a scheduled report. Exported reports or charts of image type
(PNG, JPG, and PDF) also capture events.

The following chart shows pulled events in a Line Chart.

Each event has an individual legend. You can use it to show or hide an individual event on
a chart.

The thickness of the event line dictates how long the event was active.

Events 09/19/2018, 09:10pm to 09/19/2018, 11:10pm = Save Add Row More

N

T T T T 1 T
o & = o o & & o o & o

—+- visim-Virtual Machine 22/CPU Ready - visim-Virtual Machine 22: Policy 1
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Disabling (Stopping) Event Polling

1.
2.

Standard Services Reports

Unschedule AppDynamics application discovery.
Delete the specific AppDynamics APM Integration.

Standard Services Reports

The Virtana Services reports are a set of reports that can be installed in your
VirtualWisdom portal to help you resolve issues and problems, analyze workload balance
and utilization, manage capacity, and assure service levels.

The reports are organized into four categories:

Reports

Top Report Templates |

Name +

» Problem Resolution
» Workload Balancing
» Capacity Management

» Service Assurance

All Owners ~

Services reports are prefixed with "VI. The report title tells you the data source (probe/
integration), report purpose, and version.

7 virtana

VI-FC-Health- Phys:cal Layer 6.3-1

l_Y_}'u

Data
source

Report
purpose

Ly

VW
version

Report
version
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2 NOTE

Contact your Virtana Services team to have these reports installed in your
portal.

7 virtana VirtualWisdom User Guide 6.7 228



Chapter 9

Dashboards

Dashboards are a subset of reports and leverage some of the chart types we covered

earlier.

VirtualWisdom

VP of Infrastructure Dashboard =

w

0 ==

© Orsering Sysem
e © Apposer

© OrderProcassing_Conflict
© snowsssat

Top Infrastructure Users (KP¥

Application SLA by Tier

Goid

Applcation

02 912

© shareasaL

© ETLcuster

© KzBGMedia Libray
© mail

© Supply CrainETL
© Supply Warehouse.

Siver

Applcation

01 95

Bronze

Appcaton
194

erpeTL
© ManusiSenice_Wordpres:
© RepotsaL

© soLsssup

@ wemoltterapp

Top 104091 Top 104085 by NesworkTvaughous Top 10 Aplcsons by Resd £CT
f— — - o vim
e, Y . NI L T e -
1.Onting Sy o R conas 0 1 eneen oasam
2 SusstyCram e 13028 @ W 2 suycnanen rssacos @ [ 2 posneuies asm @
e 10w @ rasers o ll 2 oueg ixem @
4 SnowPrnyTest 1 rozsw s ol som izt G
Prostiind 1w e sz o M o sweistive T @
o Supsly Warhouse oesEN @ e ManlSenion Wioties oer © 6 ETLoe zem G
ppsiedy oemn Waderem e — tem o
& econmerce 0% © ¥ 8 wesronand 10808 © ¥ 8 Oeing Sptem s @
comp

. s

colo

Compute Opcimization

ProdPlatinum
Move 5 VMs

suses H sssssssssss
s osss -
s

Natwnrl

The dashboard is a non-editable view of a report that can be used to provide an external
view to other users, for example, for display in a NOC.
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The main differences between a dashboard and a report are:

e The dashboard is displayed in the Dashboard module in the VirtualWisdom Ul instead
of the Reports module,

e The dashboard data continuously refreshes at a specific time interval while a report is
run at a specific point of time, and

e The sections of the dashboard rotate from top to bottom at a specified interval while the
sections of a report remain fixed.

e Dashboards do not use variables.

You can expand the dashboard to full screen by clicking on the two diagonal arrows in the
header. This is also referred to as the External View of the dashboard and is useful for
viewing the report in a monitoring center. Click the arrows again to minimize the view.

You can share the dashboard via email.

Virtana Training ~

View full screen — . @shae | wore

Share dashboard
via email

You can also change the interval at which the dashboard view refreshes its content and
rotates through rows on the report. Select Settings to change the intervals.
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More -

Dashboard Settings

Edit Template

-------- Settings

Help

Refresh content every

Rotate content every

OK Cancel

1 min -
Never bl
Never
10 sec
15 sec
30 sec
1 min

There are standard dashboard templates available that you can use as a starting point for
using dashboards. We suggest starting with these templates:

e Application Health by Tier: shows you which applications are experiencing issues and
lets you drill down into open cases to investigate the issue and its possible causes.

e App Storage Performance Dashboard: presents a view into the performance of the
storage supporting your application.

e Tier Summary Dashboard: shows you information for all the applications in a specific

tier.

These templates can be found by selecting the hamburger icon on the Dashboard home
page and selecting the template.

VirtualWisdom Dashboard

VP of Infrastructure Dashboard IE 'I

...
[ ]
—
T
=
Top Applications
by % CPU Ready
7
(J )
~t 1. Ordering System
2 Supply Ghain ETL
v
o ¥ 3 Order Manager
4 EHR
I|ﬁ 5. Snow Proxy Test 1
6. Supply Warehouse
7. ERP-ETL
&. eCommerce

7 virtana

Top 10 Applications by %

Top Infrastructure Users (KPIs) - - Select Report to View as Dashboard

Q, dashboard

Application SDS Performance Dashboard

CIO Dashboard

CTO Dashboard

Operatiens Dashboard - Te: CTO Dashboard |
Template - Tier Summary Dashboard

Template - App Storage Performance Dashboard

by Network Throughput
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Visibility Dashboards

The Visibility Dashboards were designed to provide visibility to executives and application

Visibility Dashboards

owners into how the infrastructure supporting their applications is performing.

Fvirtand mepemmas’

T 3331 ms T T qo72ms

0w o2 ar ”

=

virtana

Aopieaonty Open cuses .= Appicason oy Open o ey

EEEE-EEEE EEEEOEEEE
EE EEE mE

2 NOTE

Contact your Virtana Services team to have these reports installed in your

portal.

Executive Dashboard

The Executive Dashboard presents health and performance data for the infrastructure

supporting the applications.

7 virtana

VirtualWisdom User Guide 6.7

232



Chapter 9 Dashboards Visibility Dashboards

Execurive Dashboars 631 R ——

Fvirtana waoEmmas’
N EEE

@2

T 333 ms 1.072 ms

010 G2 ‘

Report Variables

You can filter the report for up to four tiers. Setting the tier variables allows you to
compare data for your VirtualWisdom tiers side-by-side.

The Application variable is used to view performance data for a single application.

o APp_1: SKO Tost App Hypery o Ther 2: Ther 2 o Ter_3: Ther 3 ok Ther_0: Tier 0 Edit variables

S. Ther_1: Tier

Report Sections
The report is divided into six sections:

1. Application Overview
Use the Application Overview section to quickly observe where problems exist in the
infrastructure supporting the applications.
Set the Tier variables to view summary health and performance data for applications.
View open cases to use the investigations to troubleshoot and remediate issues. Note
applications with issues to use to filter the report.
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Visibility Dashboards
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2. Application Performance Drill Down

7 virtana

Use the Application Overview section to identify an application you'd like to drill down
on and select it in the App_1 report variable. Data for that application will be
displayed.

Application Performance Drilldown - Application Variable Required - - - === === === - - - oo oo o oo oo oo oo e oo

SKO Test App HyperV by Avg Read D w||=| &

SKO Test App HyperV SLA Status S| | |=]| g
Completion Time

SKO Test App HyperV by Avg Write S| m||=
Completion Time

Appiication - SKO Test App Hyper.
FG Gompietion Times, 99.9%th Percentile
Appiication - SKO Test App HypeiV/
vg

Application - SKO Test App HyperV.
by /Avg Read Completion Time by

Avg Wiite Completion Time

READ © WRITE @
>250 <= 500 ms >30 <= 50 ms
. 0.45 ms

‘ 0.52‘6 ms

Displays the application’s average
read completion time for the last 2
hours and its current value.

Displays the SLA status for FC
completion times. In this example, the
SLA threshold is set to 99.99%, with
targets of <6 ms for read completion
and < 3 ms for write completion.

This chart shows the SLA status is
red for this application.

Displays the application’s average
write completion time for the last 2
hours and its current value.

3. Compute Overview

VirtualWisdom User Guide 6.7

234



Chapter 9 Dashboards

Visibility Dashboards

This section shows you the overall health of your Compute environment by open case
criticality. The default dashboard includes hosts, ESX Hosts, VMAX Initiators, OS

Instances, PowerVM Hosts, and Hyper-V Hosts.
Drill down to view open cases, properties, and topology of any host.

Hosts by Open Case Crisicality

09 @13

0 SVCS_SAVPERVICE
0 5vCs ucsn

0 svos ucs:

0 svos ucsn

0 SVCs Ucs

0 =ves ucss

@ SVCS_UCE1E

0 sves ucst

0 sves ucsme

@ CEESXK Emuex

E5X Hosts by Open Case Criticality

@ qe-appdec-01 b v kel (ost474]
© ge-appdec-i2 tabvi lecal (hast ATH)
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@1
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4. Storage Overview

This section shows you the overall health of your Storage environment by open case
criticality. The default dashboard includes SAN Storage Arrays, VMAX Storage Arrays,
Isilon Clusters, SVC Clusters, VxFlex OS Systems, and NetApp Clusters.

Drill down to view open cases, properties, and topology of any storage component.
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Visibility Dashboards

Top 10 Al Host Types by Avg Read Completion Time
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Top 10 VMAX Initiators by Average Read Response Time
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5. Network Infrastructure Overview
Use the Network Infrastructure Overview section to view the health of your SAN

Fabric network infrastructure.

NetWOrk INfrastructure OVEIVIEW = = = = = = = = = = = = = = ¢ o o e o o e e e e e e e e e e e e e e e e o e e e e e e o e o o e e o e e = e e

Switch Ports by Open Case Criticality 2|

Switch Port
@474

& FCOE-C5548-21:1
@ FCOE-C5548-21:10
Q FCOE-C5548-2:1-11
0 FCOE-C5548-2:1:12
@ FCOE-C5546-2.1:13
& FCOE-C5548.2:114
@ FCOE-C5548-2:1:15
@ FCOE-C5548-2:1:16
& FCOE-C5548.2117
& FCOE-C5548-2:1:18

Displays the top switch ports by
open case criticality.

Drill down to view open cases,
properties, or topology.

6. Report Quick Links

Port Channels by Open Case Criticality
Port Channel

@ FCOE-C5548:san-port-channel2 - FCOE-C5548-2:san-port-channel2
© MDS9706: hannel5 - mds9148-ge-2:port-channel5
@ MDSO706 port-channel§ - mds9148-ge-4-port-channel§

Displays the top port channels
open case criticality.

Drill down to view open cases,

properties, or topology.

il || = 4 Inter-Switch Links by Open Case Criticality Cl (|l |=

Inter-Switch Link
@10

@ FCOE-C5548:1:21 - FCOE-C5548-2:1:21
@ FCOE-C5548:1:22 - FCOE-C5548-2:1.22
@ FCOE-C5548:1:23 - FCOE-C5548-2:1:23
@ FCOE-C5548:1:24 - FCOE-C5548-2:1:24
@ FCOE-C5548:1:25 - FCOE-C5548-2:1:25
@ FCOE-C5548:1:26 - FCOE-C5548-2:1:26
@ MDS9706:1:25 - mds9148-qe-31:11
@ MDS9706:1:26 - mds9148-qe-3:1:12
© MDS9706:1:31 - mdsg148-e-4:1:11
@ MDS9706:1:32 - mds9148-qe-4:1:12

by Displays the top inter-switch links

by open case criticality.

Drill down to view open cases,
properties, or topology.

Use this section to view additional reports and dashboards.
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Dashboards

Services Reports & Quick-Links

Services Report Launch Page
Services Report Launch Page

campute Health Check Services Report
Fibre Channel Health Physical Laver

Fibre Channel Health Link an o
SAN Telemetry Streaming Health Summary
Operating System Health

FCoE Health Summary

Viware vSphere Health Summar

Compute Utilization Services Report
Eibra Channel Utilization

ECoE Utilization

SAN Telemetry Streaming Utilization
Vhware vSphere Utilization
Misrosoft Hypery Uiilization
BowerVM Utilization
Operating System Utilization

Compute Performance Services Report
Fibre Channel Performance

Displays links to the Services Reports that have
been installed on your VirtualWisdom portal.

Application Dashboard

Visibility Dashboards

Custom Reports & Quick-Links

Quicklinks to Overview Dashboards
Executive Dashboard

Application Dashboard
Qperations INOC) Dashboard

Quicklinks to Team Specific High Level Dashboards
Application Administrator Dashboard

Storage Administrator SAN Dashboard

Storage Administrator SDS Dashboard

Storage Administrator NAS Dashboard

Storage Adminisirator VMAX Dashboard

Storage Administrator Isilon Dashboard

Compute Administrator r

Compute Operating System Dashboard

Links to Custom Dashboards or Reports

Displays links to the other standard dashboards
and custom reports that you've created in your
VirtualWisdom portal.

The Application Dashboard presents health and performance data for the applications.

;? EEEE EEEE i--:g:---'
virtana

o . u .
e o H e
e ¥ = el |
A= - ) | S
= L .
L S N - &
.

Report Variables

You can filter the report for up to four applications and four tiers. Setting these variables
allows you to compare data for your VirtualWisdom applications and tiers side-by-side.
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Visibility Dashboards

Report Sections

The report is divided into the following sections:

1. Application Overview
Use the Application Overview section to quickly observe which applications are

experiencing issues.

Set the Tier variables to view summary health and performance data for applications.
View open cases to use the investigations to troubleshoot and remediate issues. Note
applications with issues to use to filter the report.
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2. Application Topology
The Application Topology section shows the topology for up to four applications. Set
the application variables to use this section.
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Visibility Dashboards

Appli Topology

SKO Test App Hyper¥ Topology

SKO Test App UCS1 Topology

oy ——

i —a

0 T s

SKO Test App UCS2 Topology

S g ot

a
190~ FiCI8-1203000833% 4ade - '

el The topology views
for the applications
filtered using the
dashboard’s
variables are
displayed in a grid.

3. Application Performance

This section reports on SLA status and performance for up to four applications. Set the

application variables to use this section.

uuuuuuuuuuuuuuuu

READ @  WRITE
>250 <= 500 ms>20 <

READ @ WRITE @
>250 <= 500 ms>30 <= 50 ms

0.418 ms 0.935 ms 0.944 ms

Stan

$KO Tost Agp ULS3 By
v R Comptesion

1.138 ms

Application 1 Application 2 Application 3

4. Application Host Performance

Application 4

The first row shows you the SLA
status for the four applications
selected using the report filter.

The rows below show the average
read and write completion times
for the four applications.

This section shows you the average read and write performance on the HBA ports of

the hosts supporting the applications.
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Admin Dashboards
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Application 1

5. Report Quick Links

Application 2

Ap

plication 3 Application 4

Use this section to view additional reports and dashboards.

Services Reports & Quick-Links

Services Report Launch Page
Services Report Launch Page

Campute Health Check Services Report
Fibre Channe! Health Physical Layer

Fibre Channel Heglth Link 2nd SCS) Events
SAN Telemetry Streaming Health Summary
Operating System Health

FCoE Health Summary

Vhiware vphere Health Summary,

compute Utilization Services Report
2 el Utilizatl

ECof Utilization

SAN Telemetry Streaming Utilization
VMware vsphere Utilization
Miceosoft Hypery utilzation
PowervM Utilization
Operating System Utiization

Compute Performance Services Report

Fibre Channel Performance

Displays links to the Services Reports that have

been installed on your VirtualWisdom portal.

Admin Dashboards

Virtana Services has created a set of dashboards designed for use by infrastructure
administrators. These admin dashboards can be used as a starting point for assessing
your infrastructure, identifying issues, and performing troubleshooting exercises.

7 virtana

Custom Reports & Quick-Links

Quicklinks to Overview Dashboards
Executiva Dashboard

Application Dashboard
Operations (NOC) Dashboard

Quicklinks to Team Specific High Level Dashboards
Application Administrator Dashboard

Storage Administrator SAN Dashboard

Storage Admiristrator SDS Dashboard

Storage Administrator NAS Dashboard

Storage Administrator VMAX Dashboard

Storage Administrator isilon Dashboard

Compute Administrator Dashboard

Compute Operating System Dashboard

Links to Custam Dashboards or Reports

Displays links to the other standard dashboards
and custom reports that you've created in your
VirtualWisdom portal.
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Storage Admin - SAN - Dashboard-6.6-1
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& StorageArray_1: None Selected

Q030300000

08/25/2020, 11:153m t0 0812512020, 01:15pm | C || Save ~

Switch Port by Open Case Criticality

& Top 10 Inter-Switch Links by ISL
Channel-A Discards

Top Inter-Switch Links
byISL Channel-A Discards
1. FCOE-C5548-2:1:15 - Vi-sus-9148a:1:1
2. FCOE-C5548-2:1:11 - UCSA-A1:19
3. FCOE-C5548-2:1:16 - vi-sus-9148a:1:2
4. FCOE-C5548:1:25 - FCOE-C5548-2:1:25
5. FCOE-C5548-2vic215 - UCSA-AVC1198
6. FCOE-C5548:1:24 - FCOE-C5548-2:1:24
7.vi-9148b:1:1 - vi-9148ar11
8. FCOE-C5548:1:23 - FCOE-C5548-2:1:23
9. FCOE-C5548-2:1:12 - UCSA-A1:20
10. vi-9148b:1:3 - vi-9148a:1:3

& StoragePort_1: None Selected

Admin Dashboards

AddRow ~ || More ~

Edit Variables

S|l ||=

Q| |=| <5 Top 10 Inter-Switch Links by ISL Sl ||=
Channel-8 Discards

>5 Top Inter-Swich Links >5
>100 © by ISL Channel-B Discards =100 ©
09 1. FCOE-C548-2:1:15 - vi-sus-9148a:1:1 09
LN\ ) 2. FCOE-C5548-2:1:11 - UCSA-A1:19 L)
o0& 3. FCOE-C5548-2:1:16 - vi-sus-9148a:1:2 0%
N ) 4. FCOE-C5548:1:25 - FCOE-C5548-2:1:25 )
N ) 5. FCOE-C5548-2:vc215 - UCSA-AVIC1198 )
N ) 6. FCOE-C5548:1:24 - FCOE-C5548-2:1:24 )
N ) 7.Vi-91480:1:1 - vi-9148a:1:1 )
0@ 8. FCOE-C5548:1:23 - FCOE-C5548-2:1:23 V)
09 9. FCOE-C5548-2:1:12 - UCSA-A1:20 09
N\ ) 10, vi-9148b:1:3 - vi-9148:1:3 [N)

NOTE

2

Contact your Virtana Services team to have these dashboards installed in

your portal.

Storage Admin Dashboards

The Storage Admin Dashboards present health, utilization, and performance data for

storage infrastructure components.

The dashboard is available for FC SAN, Isilon, NAS, SDS, and VMAX integrations.
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Report Variables

You can filter the report for an application, storage array, inter-switch link, or storage port.
Use the filters to drill down on a specified infrastructure component.

Edit Variables

Report Sections
The report is divided into eight sections:

1. Storage Overview

Use the Storage Overview section to quickly observe where problems exist in the FC
SAN infrastructure. View open cases to use the investigations to troubleshoot and
remediate issues. Note entities with issues to use to filter the report.

Storage Port by Open Case Criticality @ a|l=| & Switch Port by Open Case Criticality Eijm| | =

Switch Port (474) >1 4
Storage Port (50 4
o

l rmmmrces | DN EEBEE
e |

|_Show Topology _|

Displays the top storage ports by Displays the top switch ports by open
open case criticality. case criticality.
Drill down to view open cases, Drill down to view open cases,
properties, or topology. properties, or topology.

2. FC SAN Health
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This section is filtered by application and/or storage port and shows you where port
errors and Class 3 Discards are occurring for storage ports, switch ports, and inter-

switch links.

List card and trend charts are displayed for each entity type and metric. Drill down on
entities in the list views for more information and target these entities for physical

L L e
Top 10 Storage Ports by B | |= Top 10 Switch Parts by B m (= Top 10 Inter-Switch Links @ el = f Tap 10 Inter-Switch Links B =
Port Errors (Total) Part Errors (Total) by I5L Channel-A Discards by I5L Channel-B Discards
Tep Storage Ports 20 i Top Swich Poris »8 Top Inter.Gwitch Links >6 Top lster-Switch Links 55
by Pon Envoes (Teta) 55 0 by Pt Enoss (Total) 10 © by 5L Channel-A Discseds =100 @ by ISL ChannabB Dcands =100 ©
1. VNX5200_FCoE_SPas oY 1. MOS9706:124 oG 1. MDSB706:1°32 - MBSO14B-q8.4:1:12 0@ 1. FODE-C5548122 - FCOE.C5648-2:1:22 0@
2 230000 (N.] 2 MDSB706.2:21 LX) 2 MDSB706:1:25 - mdst148-ge-3:1:11 LX) 2. MDSOT08:1:32 - mes914B-qe4 1:12 [N ]
3. VNX5200_SPB1 LN ] 3 mds0Z.bbez 12 LN 3 MDSBY06:126 - mdsS148.qe.31.12 L] 3. MDSIT06 125 . mdsd1dB.qe-31:11 N
4. YNXOTS0_ B4 0s 4. mds9148-qe- 416 L] 4. MDSO706:1:31 - mitsi148-ge-4:1:11 [N 4. MDSOT06:1:26 - mds9148-ge-3:1:12 o0&
5 010700 [N 5 MOSST08 238 [F.] 5 FCOE.C5548 126 - FCOE.C5548.2.1:26 o0&
6. PURE-CT1-FC1 (N] 6 mds02 b2 1:17 [N 6. FOOE-CS648:1-24 - FOOE-C5648.2:1:24 g
7. V_AMS2301_0G (N 7. mdsa148.qe-3:119 0@ 7. MISO706:1:31 - mds914B.qe-d 1.1 0@
8. bi01a0 g 8. MOS9706:2:39 g £ FOOE-CS548:1:21 - FOOE-C5548-2:1:21 0@
9. V_AMS2301_0B (N ] 9. SVCS_PROD_B_G201:2 (X §. FOOE-GS548:1.23 - FOOE-C5548-2:1:23 [N ]
10, 630000 g 10. SVCS_PROD_B_C2016 LX) 10. FCOE C5548:1:25 - FOOE-C5548-21:25 [N ]
Top 10 ol it |lmm| | @ a = Top oo |30 =8 2| m = Top 10 ] = = Top 10 L o] =
Storage i Inter- Inter-
Ports Switch Switch Switch
by Port Parts. Links by Links by
Errors 5L IsL
S G ¢ Senans e e ERRN® S R
& > e o A £d > oo ) : T 1 L o# o P
¥ E : ¥ o E o7 e o e
- FEOLCS4B1 22 . FOOLESSA2122
- VIOC200_FCoE SPBE — TND —— ungETE wosTeaa1 a
- VRos210_SF ey w2212 e o UDSHTEG 133 mbidb e 4142 VOSH706:1.32 - eaBD-go-4 112
10708 FURLLTY.FCY MDSHTIE2 mda2-br2 1 NDSSTE6 1 25 . MASS1AB 401111 AOSIIEAZS - selolbl .40
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FC SAN Utilization

This section is filtered by application and shows you utilization data for storage arrays.
e Consumed bandwidth

e Read/write utilization

List card and trend charts are displayed for each entity type and metric. Drill down on
entities in the list views for more information. Target these entities for workload
balance and capacity investigation
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4. FC SAN Array Latency

This section is filtered by application and storage port and shows you performance

data for storage ports.

e Average read/write completion time

e Average read/write array latency

List card and trend charts are displayed for each entity type and metric. Drill down on
entities in the list views for more information. Target these entities for flow control

investigation.

AN T A LA D O e e =
Top 10 Storage Ports by G| = Top 10 Storage Ports by 2| = B Top 10 ol 50| W[~ | Wl | (S
Avg; Read Completion Mg Write Completion Storage
Time Time Ports by
Mg Write
g_umpwno.
Tep Stcrage Pony Tep Seerage Pose
By Avg Fead Complesan Time By Awg Wite Complation Time
1. PURE-CTO-FEO 6.328 ms 1. 010500 1.053 ms
2 PURE-CTO-FC1 6,206 ms 2 010700 1,038 ms
3. PURE-CT1-FC1 6.105 ms 3 ymax1855_104 1.008 ms
4. PURE-CT1-FCO 5845 ms 4 ymax1955_105 1.004 ms.
& VI_AMS2301_1C £.857 ms & ymax1966_204 0647 ms.
6. VNXSTSE_Ad 5286 ms 6. vmax1855_205 0874 ms
7.010700 5247 ms 7 VNX9TES_Ad 083 ms
~ ARECTIRCD REECTMFC! -+ RRLOTLACY
011000 4.802 ms < BELTIFC VLAMSTOUIE  oae VWOCSTES 4 B VNXS750_B4 0,600 ms.
8, VI_AMS2301_0C 3026 ms Beiteg s etz 8 PURE-GTO.£GD o0752ms
10, (10100 2902 ms 10, PURE-CTO-FC1 06T ms
Top 10 Storage Ports by G| m -0 Top10  |ofe || &7 | m0||a* @) ol Top 10 Storage Ports by 2| || = Tap 10 ||| 50 M| 3|4 | =
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Tap Statage Ports Top Slorage Parts
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c T T T T
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5. VMAX Storage Health
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Use the VMAX Storage Health section to quickly observe where problems exist in the
VMAX infrastructure. View open cases to use the investigations to troubleshoot and
remediate issues. Note entities with issues to use to filter the report.

VIMAK SEOFAgE - HBaItH - = - - - - = == oo oo o oo oo e oo e e o e oo

VMAX Front End Ports by Open Case D ||z g VMAX Back End Ports by Open Case Criticality | al||=| & VMAX Storage Groups by Open Case | all =

Criticality Criticality
VMAX Back End Port
VMAX Front End Port o 48 VMAX Slorage Group
14 © VMAX-7416.DA-18:10 &2
VMAX-7416 DA-1B:9
@ VMAX-T416FA-1B:1 @ VMAX-T416:DA1C 11 @ se_1
@ VMAX-T416FA-1B:2 @ VMAX-7416 DA-1G 12 @ sc_2
@ VMAX-T41BFAIC3 @ VMAX-7416 DA-1D 13
@ VMAX-T416FA-1C4 @ VMAX-7416:DA-1D:14
@ VMAX-7HBFA-IDS @ VMAXT416:DAIES
@ VMAXTHEFA-1D6 @ VMAX-7416.DA-1E:16
@ VMAXTHGFAIET © VMAX-7416DA-1F17
@ VMAXTHGFAIES @ VMAX-7416DA-1F:18

@ VMAX-T416FA-2B:1
@ VMAX-T416FA-28:2

Displays the top VMAX front Displays the top VMAX back Displays the top VMAX storage
end ports _by open case end ports by open case groups by open case criticality.
criticality. criticality.
) ) ) . Drill down to view open cases,
Drill down to view open cases, Drill down to view open cases, i tonol
properties, or topology. properties, or topology. properties, or topology.

6. VMAX Storage Utilization
This section is filtered by VMAX storage array and shows you utilization data for
VMAX front end and back end ports.
e Port utilization
e Write pending slot utilization
e RDF utilization
List card and trend charts are displayed for each entity type and metric. Drill down on
entities in the list views for more information. Target these entities for workload
balance and capacity investigation.

7. VMAX Performance/Latency
This section is filtered by VMAX storage port and shows you performance data for
VMAX front end ports and storage groups
e Average read/write response time
e Average read/write array latency
List card and trend charts are displayed for each entity type and metric. Drill down on
entities in the list views for more information. Target these entities for investigation.

8. Report Quick Links
Use this section to view additional reports and dashboards.
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Services Reports & Quick-Links

Services Report Launch Page
Services Report Launch Page

Compute Health Check Services Report
Fibre Channel Health Physical Layer

Fibre Channel Health Link and SCS| Events
SAM Telemetry Streaming Health Summary
Operating System Health

ECoE Health Symmary

Compute Utilization Services Report
Eibra Channel Utilization

P
Operating System Utlization

Compute Performance Services Report
Fibre Channel Performance

Displays links to the Services Reports that have
been installed on your VirtualWisdom portal.

Compute Admin Dashboard

Admin Dashboards

Custom Reports & Quick-Links

Quicklinks to Overview Dashboards
Exequtive Dashboard

Application Dashboard
Qperations INOC) Dashboard

Quicklinks to Team Specific High Level Dashboards
Application Administrator Dashl
Storage Administrator SAN Dashboard
Storage Administrator SDS Dashboard
ministrator shboar

3
ge Administrator NAS Dashboard

Links to Custom Dashboards or Reports

Displays links to the other standard dashboards
and custom reports that you've created in your
VirtualWisdom portal.

The Compute Admin Dashboard presents health, utilization, and performance data for
compute infrastructure.

The dashboard is available for FC SAN, VMware vSphere, Microsoft Hyper-V, IBM
PowerVM, and Host OS integrations.

Report Variables

You can filter the report for an ESX host, host, VMAX host, or OS Instance. Use the filters
to drill down on a specified infrastructure component.
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t: Mone Selected ' Host: None Selected B VMAX_Host: Mone Selected d 05_Instance; None Selected Edit Variables

Report Sections

The report is divided into five sections:

1. Compute Overview

Use the Compute Overview section to quickly observe where problems exist in the
Compute infrastructure. View open cases to use the investigations to troubleshoot
and remediate issues. Note entities with issues to use to filter the report.

Storage Port by Open Case Criticality S| m|=| & Swiitch Port by Open Case Criticality 3w |=

Switch Port (474)
Storage Port (50)

2;
- o A EEEEEEE
aied | [ [T

|_Show Topology |

Displays the top storage ports by Displays the top switch ports by open
open case criticality. case criticality.
Drill down to view open cases, Drill down to view open cases,

properties, or topology. properties, or topology.

2. Compute Health
This section is filtered by host and ESX host and shows you where port errors, loss of
sync, loss of signal, link errors, and discards are occurring.

List card and trend charts are displayed for each entity type and metric. Drill down on

entities in the list views for more information. Target these entities for physical layer
investigation.
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3. Compute Utilization

This section is filtered by host, ESX host, and OS instance and shows you utilization
data for hosts, ESX hosts, Hyper-V hosts, PowerVM hosts, OS instances, HBA ports,

and VMAX initiators.

e Receive/transmit utilization

e Read/write utilization
e FC input/output utilization

e Average initiator read/write MB/s
List card and trend charts are displayed for each entity type and metric. Drill down on
entities in the list views for more information. Target these entities for more

investigation.
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4. Compute Performance

This section is filtered by application and storage port and shows you performance
data for hosts.

¢ Average read/write completion time
e Average read/write response time

List card and trend charts are displayed for each entity type and metric. Drill down on
entities in the list views for more information. Target these entities for more
investigation.
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5. Report Quick Links

Use this section to view additional reports and dashboards.

Services Reports & Quick-Links

Services Report Launch Page
Services Report Launch Page

Compute Health Check Services Report
Fibre Channel Health Physical Laver

Fibre Channel Health Link and SCS| Events
SAN Telemetry Streaming Health Summary
Operating System Health

ECOE Health Summary,

Vhware vSphere Health Summar

Compute Utilization Services Report
fibre channel Utilization

ECoE Utilization

S$AN Telemetry Streaming Utilization
VMware vSphere Utilization
Microsoft Hypery Utilzation
PowervM Utilization
Operating system Utiization

Compute Performance Services Report
fibre Channel Performance

Displays links to the Services Reports that have
been installed on your VirtualWisdom portal.

Operations (NOC) Dashboard

Custom Reports & Quick-Links
Quicklinks to Overview Dashboards
Exequtive Dashboard

Application Dashboard
Qperations INOC) Dashboard

Quicklinks to Team Specific High Level Dashboards
Application Administrator Dashboard

‘Storage Administrator SAN Dashboard

Storage Administrator SDS Dashboard

Storage Administrator NAS Dashboard

Storage Adminisirator VMAX Dashboard

Storage Administrater Isilon Dashboard

Compute Administrator Dashboard

Compute Operating System Dashboard

Links to Custam Dashboards or Reports

Displays links to the other standard dashboards
and custom reports that you've created in your
VirtualWisdom portal.

The Operations (NOC) Dashboard presents health data for applications, and compute,

network, and storage infrastructure.

The dashboard is available for FC SAN, VMware vSphere, Microsoft Hyper-V, IBM
PowerVM, Host OS, VMAX Isilon, vSAN, and VxFlex OS integrations.
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Report Variables

You can filter the report for an application, ESX host, host,storage array, VMAX storage
array, Isilon cluster, or OS Instance. Use the filters to drill down on a specified
infrastructure component.

i’;'- App1: None Selected E WMAX 1; None Selected H 05 _1: None Selected Host_1: Hone Sebectesd Edit Variabiles

E Isilon_1: N I H Host 15 Mone Selected E AITaY. 15 B

Report Sections
The report is divided into eight sections:

1. Application Overview
Use the Application Overview section to quickly observe where problems exist in the
infrastructure supporting the applications. View open cases to use the investigations
to troubleshoot and remediate issues. Note applications with issues to use to filter the
report.
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Top 10 Applications by Open Cases

Top Applications
by Open Cases
1. SKO Test App HyperV/
2. Services Production Host
3. Demo Environment
4. SKO Test App UCS2
5. Test_Application_SVCS11-18
6. SKO Test App UCS1
7. VW Prod HW
8. Services VC Mgnt
9. Services Dev

10. Application-Host-IP

]
1]

v
—-e

Admin Dashboards

Top 10 Applications by Open Case Criticality

;)I Top Applications

by Open Case Criticality

o o o o 0 O O o a4 o
00000000 FP

Displays the top applications
by open cases.

Drill down to view open cases,
properties, or topology.

2. Compute Overview
Use the Compute Overview section to quickly observe where problems exist in the
Compute infrastructure. View open cases to use the investigations to troubleshoot
and remediate issues.
This section is filtered by host, ESX host, and OS instance and shows you open case
data for hosts, ESX hosts, Hyper-V hosts, PowerVM hosts, OS instances, and HBA
ports.

1. SKO Test App HyperV

2. Services Production Host

3. Demo Environment

4. SKO Test App UCS2

5. Test_Application_SVCS11-18
6. SKO Test App UCS1

7. VW Prod HW

8. Services VC Mgnt

9. Services Dev

10. Application-Host-IP

@

W

BO000000CO o

Displays the top applications
by open case criticality.

Drill down to view open cases,
properties, or topology.
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@ ServerH11T-MHD-SNBASCEET
© pT20-1-8202.E4D-SN2 11305V
@ pT20-2.8202.EAD-SNZ11ID6Y
© 20228204220 SN2 IABEEV

HEW Perts by Opan Case Criticabiny

L8 @216

PowerVM Hosts by Open Case Criticality

(1]
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3. Network Overview

Admin Dashboards

Use the Network Overview section to quickly observe where problems exist in the

Network infrastructure. View open cases to use the investigations to troubleshoot and

remediate issues.

INetWOrk OVerview === == === == === o s o e oo e e e oo e e e e e o e e e em e mmeeeemsesmsmsssess—sssssssesseess=e—e

Port Channels by Open Case Criticality o) =
Forl Channel

FCOE-C5548:5an.port-channel? - FGOE-C5548-2'san.port.channel2
port. po

© MDSH706 port-ch
© MDSH706 port-ch

15 - mds 148-ge-3 pori-ch
16 - mds9148-ge-4-port-ch:

Displays the top port
channels by open case
criticality.

Drill down to view open
cases, properties, or
topology.

4. All Storage

Inter-Switch Links by Open Case Criticality ||l |[=

Inter-Switch Link
@10

© FCOE-C5548'121 - FCOE-C5548-2:1:21
@ FCOE.C6548:1:22 - FCOE-C5548-2:1:22
@ FCOE-C5548:1:23 - FODE-C5548-2:123
© FCOE.C5548:124 - FCOE-C5548-2:1:24
& FCOE-C5548:1:25 - FOOE-C5548-2:1:25
@ FCOE-C5548.1.26 - FOOE-C5548-2:1:26
© MDSH706:1:25 - mds9148-qe-31:11
© MDSH706:1:26 - mds9148-qe-3:1:12
© MDSH706:1:31 - mds9145-ge-4:1:11
@ MDSH706:1:32 - mds9148-qe-4:1:12

Displays the top inter-
switch links by open case
criticality.

Drill down to view open
cases, properties, or

topology.

@474

& FCOE-C5548-2:11
@ FCOE-C5548-21:10
@ FCOE-C5548-2:1:11
FCOE-C5548-2:1:12
FCOE-C5548-2:1:13
& FCOE-C5548-2:1:14
& FCOE-C5548-21:15
@ FCOE-CE548-2:1:16
@ FCOE-C5548-2:1:17
@ FCOE-C5548.-2118

Displays the top switch
ports by open case
criticality.

Drill down to view open
cases, properties, or

topology.

Use the All Storage Overview section to quickly observe where problems exist in the
Storage infrastructure. View open cases to use the investigations to troubleshoot and

remediate issues.

This section is filtered by storage array and shows you open case data for storage

ports.

Al S DT A I W B = = = = = = = = = = e e e e e e e e e R S MMM AR amaesaesaeees

Storage Pores by Open Caze Crmicaliny

Siorage Port
01 2 @47

0 rURE CTRrCD
L VhOOTER M

L Vi SR
@ yoo00

@ 20200

@ M0bad

& smon
LA

S ex0000

& 6xe0

5. VMAX Storage Overview

= Top 10 Sterage Ponts by Open Cases Ijd | s il =

.

Use the VMAX Storage Overview section to quickly observe where problems exist in
the VMAX Storage infrastructure. View open cases to use the investigations to
troubleshoot and remediate issues.
This section is filtered by VMAX storage array and shows you open case data for
VMAX storage arrays, VMAX front end and back end ports, and VMAX caches.
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A R R NN o e e e e e e e e e
WA Storape Arrays by = i = ; WMAX Front End Ports by Dol | = WA Back Erd Parts by 1 = VMK Caches by Opan = =
Open Case Crivicaly Open Caze Crivzality Opan Case Crnicaley Case Croicainy

WHIAK Stomge Amay WAX, Front End Port VAKX Back End Pord WX Cacha
@1 @14 @48 @1
© wasx.rare © vuAx rara A 1 & VUAX F218 DA TR G & VX THIRDEFAULT PARTITION
D VUARTHIEFAEE S VMAXTHEDAIER
S VMAX TEIEFA ST S VWAL TEIADA- T 1
& VMAK TaIEFA I & VAl T A DA 10 1
S VUAX-TRIEFA-ID S VA TH DA 1001
@ VMAX-THEFAIDE O VMAXTHEDA D W
& VUA THEFAIET & VMAX T8 DA TENS
& VMAX TSI FAE 8 & WMAX T8 DA 1E 18
@ VMAX-THGFAZD 1 @ VUM THI8 DA IFAT
S VMAX T80 FA 2B 2 © VA 41008 1518

6. Isilon Storage Overview
Use the Isilon Storage Overview section to quickly observe where problems exist in the
Isilon Storage infrastructure. View open cases to use the investigations to
troubleshoot and remediate issues.
This section is filtered by Isilon Cluster and shows you open case data for Isilon
Clusters, Nodes, and Node Ports.

R D L e L e e e e e e e B e
tsilon Clusters by Open Case Cnocality = slion Modes by Open Case Criticalsy ! d W= istlon Mode Ports by Open Case Crimicalny = il E
Fdion Chusier Ixon Hode sl Nods Por]

{5 uon Chuvier & indors Cousster 1 B ko Chintir vins 1

@ rmion St O rdon Cupeen 1 [ TP ER——

© iulonChuster? & inilon Chuler 1int s

9 i Chister2 & Rilon Chastes Lirt @

& hdon Chnder 3 S o Clusier et 1

& ision Chsier 3 & mior-Cmior 2 et

& sutlan Chester 2 it 2

i@ Rilan-Chisior 7 inda

& maon-Cision 3 w1

@ il Cheior 3ot

7. SDS Storage Overview
Use the SDS Storage Overview section to quickly observe where problems exist in the
VSAN or VxFlex OS storage infrastructure. View open cases to use the investigations
to troubleshoot and remediate issues.

This section shows you open case data for VxFlex OS Data Servers and Devices, and
vSAN Disk Groups.

S5 CvErvieW e e oo ee

WaFlos 005 Duks Servers by Dpen Cace D e m| - VaFlex 5 Desdicers by Dgsens Case Ceiticaliny Bl m| + VEAN Divk Groups by Dpen Cae Criticalisy = d =
Crimcaliny
Vil (8 Domice Dk Geoiip
VP 05 Diala Somor Gs @7
&4 & wralab a7 Lab whlocsl ESN Seakei) Sdelitb & DIDIO00IOCEIAEINI 5000 335154 51 FII MBS SEIIA00LE I 1405 3554 (Disks
& vrslab sl T lab v ol L5 Srakeld) Bedib & 0DI00S0CAIH0I 1 HMI000 HAN 1A ST FINIRECR RS II000 I 1A TS ke (i
8 sysensEl b noakESR @ wyslabesnaf lah kel £ X SrakelChantis] @ govearDl b v lcalB1RSE
@ wysksborinil lah v leeesb X 1 wpsiatsonh lab v ocal FEX Srakic) Saetal O ge-vsann o o186
@ wvsia w0 b v ol 5% & wyulab el lab v loesl CEX Semiei) Bdeltad & oo wmanil bk i boesd 61088
O syste cuntidiah vifoesl E9X & srstab esodt lab w ocal £5X Sralei) Socbtab @ gm vman o v o 61060
S wyslabeanxt lab v local-E50 Sralel Sdotis: @ syslabounil} b wi ksl JRITY

& syslabesx il lab v local E5R Srakeiifoetias
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8. Report Quick Links
Use this section to view additional reports and dashboards.

7 virtana

Services Reports & Quick-Links

Services Report Launch Page
Services Report Launch Page

Campute Health Check Services Report
fibre channel Heaith Physical Laver

Fibre channel Health Link and SCS! Events
SAN Telemetry Streaming Health Summary
Operating System Health

FCof Health Summary

Vhiware vSphere Health Summary,

Compute Utilization Services Report
i inel Utilizati

ECoE nilization

SAN Telemetry Streaming Utilization
Vhtware vSphere Utilization
Microsoft Hyperv Utilization
PowervM Utilization
Operating system Utlization

Compute Performance Services Report
Fibre Channel Performance

Displays links to the Services Reports that have
been installed on your VirtualWisdom portal.

Admin Dashboards

Custom Reports & Quick-Links

Quicklinks to Overview Dashboards
x hboart

Application Dashboard
Qperations INOC) Dashboard

Quicklinks to Team Specific High Level Dashboards
Application Administrator Dashboard
Storage Administrator SAN Dashboard
Storage Administrator SDS Dashboard
Storage Administrator NAS Dashboard
Storage Adminisirator VMAX Dashboard
Storage Administrator Isilon Dashboard
ni r

mpute Qperatin; m Dashboar

Links to Custom Dashboards or Reports

Displays links to the other standard dashboards
and custom reports that you've created in your
VirtualWisdom portal.
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Analytics

Analytics can help you to quickly identify and resolve problems with your integration.

VirtualWisdom analytics are designed to focus on our four key value areas.

1.

Problem Resolution and Avoidance

Solve performance and uptime issues using a streamlined workflow powered by
analytics. These analytics are designed to help you solve performance and available
problems across your infrastructure.

e Event Advisor [259]

e Trend Matcher [261]

Workload Infrastructure Balancing

Proactively assure that your workloads and infrastructure are kept in optimal balance.
e VM Coordinator [268]

Workload Right Sizer [278]

Storage Port Balancer [274]

Queue Solver [283]

Migration Analysis [289]

Workload Analysis [292]

Predictive Capacity Management

Forecast capacity needs across all your infrastructure services using the same solution
that monitors your workloads.
e Capacity Forecast [297]
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¢ VM Deployment Advisor [301]
e Capacity Auditor [305]
4. Application Service Assurance

Analytics Home Page

Ensure that your end-to-end infrastructure delivers your application services at the
required service level. These analytics use predefined metrics and thresholds to
perform detection of meaningful data patterns in a specified time period, identifying

and isolate existing or potential problems in the infrastructure.
e Balance Finder [313]
e Seasonal Trend [310]

Analytics Home Page

The VirtualWisdom Analytics are located under the Analytics icon on the left navigation
bar. The Analytics are organized into four categories on the home page:

e Problem Resolution and Avoidance
e Workload Infrastructure Balancing
¢ Predictive Capacity Management

e Application Service Assurance

View all analytic

View all analytic
output

templates

Problem Resolution
and Avoidance
analytics

Workload
Infrastructure _J
Balancing analytics

Select Run New or
New Analytic to run a
new analytic

View analytic

analytics
Predictive Capacity r output.
Managemgnt -~ Hnge ,i ez Drill down
analytics — EEE o to view

output.

Application Service
Assurance analytics

Each analytic provides a link to defined templates and saved outputs,

7 virtana

templates and output

Most recent

if they are available.
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A pane on the right side of the home page displays all recently saved outputs.

There are two buttons at the top of the page that allow you to view all saved analytics
templates and all saved output.

Problem Resolution and Avoidance Analytics

The Problem Resolution and Avoidance analytics are designed to help you identify and
resolve issues that occur in your infrastructure.

Event Advisor

Provides a list of events across your infrastructure, prioritized by most
impactful to your infrastructure so you know which events are most

T I | I critical to address. Use the output with Trend Matcher for root cause
__________________ analysis.

' Template(s) (2)
T T ] m Qutput(s) (2)

The Event Advisor analytic provides a prioritized list of potentially interesting events by
finding spikes, relevant performance issues, and anomalous behavior, that require
attention. The resulting list is ranked by magnitude and duration. Issue events can be
transferred to Trend Matcher for further analysis. Event Advisor can be used as a starting
point to find the root cause of an issue. The user can cast a wide net, looking for spikes or
events that may shed light on where to start looking.

Trend Matcher
(‘ﬁ J'/\/V\/\ Correlates user-selected trends (for example, unusual events like spikes

or dips) to other related activity in the environment. Use this
- information in root cause analysis to determine how entities in your
[ . -
- infrastructure impact each other.

Template(s) (19)
wals B3 oo

Trend Matcher assists you in root cause analysis by providing a way to identify the impact
that entities have on each other in your infrastructure. For example, application latency in
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your data center can be due to any number of seemingly unrelated events. These can
occur in silos (or domains) like servers, HBAs and NICs in servers, the SAN fabric, ports on
your SAN attached or NAS storage array, etc. Using Trend Matcher, you can quickly and

easily analyze your infrastructure to identify events or issues that correlate with a problem
in your infrastructure.

Trend Matcher can be used in conjunction with Event Advisor or standalone.

Event Advisor

The Event Advisor analytic provides a prioritized list of potentially interesting events by
finding spikes, relevant performance issues, and anomalous behavior, that require
attention. The resulting list is ranked by magnitude and duration. Issue events can be
transferred to Trend Matcher [261] for further analysis. Event Advisor can be used as a
starting point to find the root cause of an issue. The user can cast a wide net, looking for
spikes or events that may shed light on where to start looking.

In this example, we'll look for events on storage ports where buffer to buffer credits are
high then use Trend Matcher to find correlating entities and events to help you
troubleshoot the issue.

Running Event Advisor

1. Start by selecting the entity type (Storage Port) and metric (% Time at Zero Transmit
Credits).

Event Advisor 0510572020, 1:32pm t0 051122020, 1320m = C | save Add Metrics

Available Metrics
9 time at zero transmit

v Storage

~ Fibre Channel Link

~ Buffer Credits

VxFlex 05 Protection Domain

9% Time at Zero Transmit Credits.
VxFlex 05 Storage Pool
VxFlex 05 Data Server

VxFlex 05 Network Interface

Selected Item

Storage Port/ % Time at Zero Transmit Credits Fiters

oK

2. Select a date range to search for buffer credit events.
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Last 2 Hours
Date Range ‘May 5, 2020 = May12, 2020
Last & Hours
Last 24 Hours Time Range 11:39 PM ~ = 11:38 PM ~
Last 7 Days
Last 3 Months S M T WT F S S M T WT F s
1 2 3 4 1 2
Last 6 Months 5 6 7 8 9 10 11 3 4 [EENFES
12 13 14 15 16 17 18 00310 12 13 14 15 16
Last 9 Months 19 20 21 22 23 24 25 17 18 19 20 21 22 23
26 27 28 29 30 24 25 26 27 28 29 30

Last 12 Months 71

Custom

Apply Cancel

Understanding Event Advisor Results

Event Advisor shows you a list of entities with interesting events, sorted by their severity,
with 1 being the highest severity. Drill down on an entity to view the top ten events
associated with the entity and metric.

MNumber of Events Severity Total Length (min) Severity of Worst Ewv... Max Length {min)
PURE-CT1-FC1 96 1 i 0.87 a1
PURE-CTO-FC1 97 0.%9 772 0.86 51
PURE-CTO-FCO a2 0.71 365 0.58 45
PURE-CT1-FCO 74 0.68 335 1 44

Select Trend Match to analyze the event in more detail using the Trend Matcher analytic.

7 virtana VirtualWisdom User Guide 6.7 260



Chapter 10 Analytics Problem Resolution and Avoidance Analytics

PURE-CT1 -FC1 Save More

Return to Event Advisor

Trend Match E

Event #1: Wednesday, May 6, 2020 (5:54am, UTC - 7:06am, UTC)

& & & B 1 =

Trend Match E

Event #2: Saturday, May 9, 2020 (5:54am, UTC - 6:54am, UTC)

@ o o Y o & o @ e
6" 6 " & " " ®7 6®° @7 [

&% * 6““‘“ 5 « R =

@ o @ & &
o e o e o
&® 2 & & 3 & &

Trend Matcher

Trend Matcher accepts a source trend identified by the user or by Event Advisor and a
target metric. Trend Matcher uses intelligent trend matching to compare a base trend with
other entities and metrics, for the timeframe specified, and provides a topology view
showing the connected entities and trends that correlate with the base trend.

This helps you identify the source of a recognized issue. For example, if there is time spent
at zero Buffer-to-Buffer Credits, the Trend Matcher could find an HBA that gets busy when
the buffer credit problem starts and finishes its work when the buffer credit issue goes
away.

Running Trend Matcher

1. Trend Matcher accepts a base trend identified by the user or by the Event Advisor and
a target metric. Trend Matcher uses intelligent trend matching to compare a base
trend with other entities and metrics, for the time frame specified, and provides a
topology view showing the connected entities and trends that correlate with the base
trend.
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Match Trend for:

Storage Port PURE-CT1-FC1 | by | % Time at Zero Transmit Credits

Apply Filters (optional) 0 Filter(s) @

Update Base Trend

2. The analysis mode offers a choice between Quick Mode and Robust Mode. Quick
Mode lets you perform a quick search to find large correlations while Robust Mode
provides a more comprehensive search but is slower.

Analysis Mode:

(®) Quick Mode

A faster search looking for large scale features.

() Robust Mode

A mere comprehensive search and analysis that can be much slower.

Selected Base Trend:

PURE-CT1-FC1
% Time at Zero Transmit Credits

Trend Match - PURE-CT1-FC1/% Time at Zero Transmit Credits

o e N N N RSN S S S A N
. = — — - AV -,\
= /

| \

0 i T

’| 1
| \
z T T T | T T T | T T T | T T 1
S S N = S S N S A & a S S a i
o E o o o o . o - o8 o E o E 3
5% & &% & &" & & & &~ &" & & &% A ¥

3. There are multiple options for conducting the trend matching exercise. These options
allow you to search for matches using a suggested or targeted situation, to limit the
search to only connected entities, or search for matches across all entities.

Common Situations to Analyze: PURE-CT1-FC1

U

7 virtana

Search All Connected Entities with Conversations

Starting with the base entity, this option crawls the entire topology (including all sub topologies relevant to the entity) outward and examines every
entity encountered for significant correlation. Connected conversation entities will be examined. This can significantly increase processing time.

Buffer Credit Starvation

This situation looks for devices that are the cause of buffer credit starvation.

search All Connected Entities without Conversations (Faster)

Starting with the base entity, this option crawls the entire topology (including all sub topologies relevant to the entity) outward and examines every

entity encountered for significant correlation. No conversation entities will be examined.

Targeted Situation
Analyze matches for selected entities

Legacy Search
Not limited to any particular situation

VirtualWisdom User Guide 6.7

262



Chapter 10 Analytics

Understanding Trend Matcher Results

1.

7 virtana

Problem Resolution and Avoidance Analytics

The Trend Matcher results are divided into two sections: A Topology tab showing you
where entities and metrics correlated with the base trend, and a list of correlations

found that match the base trend.

Topology

= {

»  DiskReadRate: 99.23%

» DiskWrite Rate: 97.21%

*  Read Payload Rate: 99.18%
»  STsRead.Payload Rate: 98.20%
» AvgReadQSize: 98.12%

» AvBWrite 10 Size: 97.47%

Correlations

ESX Host: syslab-esx05.lab.vi.local 99.23% -

HBA Port: syslab-esx05-hba3 99.18% ~

» STSAvgRead 0 Size: 97.21%

»  STSAvs Read Completion Time: 97.10%

» SIS Avg Write 10 Size: 96.74%

»  Orig:Resp.Avg Pending Exchanges: 96.67%
»  Write Payload Rate: 96.12%

» STSWrite Payload Rate: 96.08%

» STSAvg.Write Completion Time: 95.58%

ESX VM: ERP-ETL-DB-02 99.17% ~

» Total Risk Read Requests: 99.17%

The solid blue circles indicate where there were matches. The circles around the solid
circle indicate the degree of correlation: the more blue circles displayed around an
entity, the higher the correlation. Entities displaying three dots at their center indicate
a correlation at the sub-entity level — drill down to view more details.
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mas02

sysiab-psel4 Jab. v local

R “al
_

=

3. To the right of the topology map is a list of all matching entities and events, ordered
by percent correlation. The list displays both positive and negative correlations.
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(@ g =il - Fositive (1) Negative (1)

ESX Host: syslab-esx05.lab.vi.local -------m-m-mmmmomommmmm oo 99.23% -~
" DiskRead Rate: 99.23%
¥ Disk Write Rate: 97.21%

HBA Port: syslab-esx05-hba3 -----r-r--mmrrommmmomomsmsosomomooeosomo oo oo e 99.18% -~
¥ Read Payload Rate: 99.18%

b STS Read Payload Rate: 98.20%

*  AvgReadlQSize: 98.12%

Inges: 96.67%
¥ Write Payload Rate: 96.12%
¥ 5T Write Payload Rate: 96.08%
¥ 5Ts AvgWrite Completion Time: 95.58%
B e B 99.17% =

¥ Total Disk Read Requests: 99.17%

* Disk Read Rate: 99.17%

4. Expand the correlated entity and metric to see how it compares with the base trend.
The correlated entity is highlighted on the topology map to the left.
This gives you valuable information for analyzing the issue. For example, a flow
control issue may be related to increased workload on an HBA port. Once the
workload decreases, the buffer credit issue on the storage port also resolves.
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Related Application - Fibre Channel Topology (as of May 12, 2020 11:52:02 PM UTC)

Matches

ESX Host: syslab-esx05.lab.vi.local 99.23% ~ 15
* Disk Read Rate: 99.23%

» Disk Write Rate: 97.21%

& HBA Port: syslab-esx05-hba3 99.18% ~

j "‘“"“mva ~  Read Payload Rate: 99.18%

Syslab-esx05-ba3

— PURE-CTI-FC1 & syslab-esx05-hba3

»  STsRead Payload Rate: 98.20%
» AvgRead [0 Size: 98.12%
» AvgWrite 10 Size: 97.47%

» STs AvgRead 10 Size: 97.21%

» STs Avg Read Completion Time: 97.10%

You can also run Trend Matcher as a standalone analytic. You'll need to select a base trend
to use for the analysis.

Workload Infrastructure Balancing Analytics

VirtualWisdom Workload Infrastructure Balancing analytics help you make decisions to
balance your workload across the end-to-end infrastructure.

R

VM Coordinator

Reviews historical data to identify optimal moves of WVMs on a cluster by
examining CPU, Memory, Metwork, and Disk utilization levels. Use to
identify and address both short-term and long-term impacts to cluster

- - - _ resources,
LI

Template(s) (6)
- m Output(s) (25)

VM Coordinator improves VM cluster performance by making recommendations to move
VM resources in order to better balance the hosts. VM Coordinator provides optimal
placement for VMs across a cluster using historical trends. VM Coordinator generates a
vMotion script that can be downloaded and run to move the identified VMs.
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Storage Port Balancer

Identifies overloaded FC storage ports and makes rebalancing
suggestions, using intelligent decision-making to maintain parity,
redundancy. and data groupings. Use to quickly identify and correct
storage array workload balance issues.

Template(s) (2)
m Output(s) (2)

Storage Port Balancer identifies overloaded storage ports and makes HBA/Host move
suggestions that would rebalance the front-end ports of a Fibre Channel storage array.

Workload Right Sizer

! meﬁfﬁﬁf Analyzes CPU and memory in your virtualized environment and
+ recommends tuning adjustments that you can execute via a script or
change control. Use to ensure the highest possible hypervisor utilization
without impacting production.

! {m} {m} o}
LI Template(s) (3)
m Cutput(s) (8)

Workload Right Sizer analyzes virtual CPU and memory and recommends tuning
adjustments that can be executed using a script or via change control

Queue Solver

Suggests optimal HBA gueue settings for a specified host, by analyzing
read and write response times at various queue usages. Use this
information to tune your HBA cards to improve performance.

Template(s) (1)
m Qutput(s) (14)

Queue Solver provides guidance in optimizing the settings for HBA queue depth. Queue
Solver provides a visualization of the response time of that server as evidence for the
recommendation.
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Migration Analysis
a Prepares a detailed export for Virtana Migrate to enable application
.1:: dependency mapping, suggest ideal resource groupings, and provide
= insights on right sizing and cost optimization across a multitude of cloud
— providers.
L

m Output(s) (15)

Migration Analysisanalyzes and exports data to enable application dependency, suggest
ideal resource move groups, and provides insights for right sizing and optimizing cloud
resources and costs, as part of a digital transformation migration project.

Workload Analysis

Creates a workload simulation file based on user-supplied information
about an application or host and transfers the information to
WorkloadWisdom. Use to provide realistic workload simulations to
replay in a lab to assess and resolve issues or to test new
configurations.

— | m Output(s) (8)

Workload Analysis creates a workload simulation file that provides realistic workload
simulations that can be replayed using WorkloadWisdom to assess and resolve issues or
test new storage configurations.

VM Coordinator

Use VM Coordinator to review ESX cluster balance and identify optimal moves for existing
VMS to improve utilization and performance.

VM Coordinator reviews historical data to identify optimal moves of VMs on a cluster by
examining CPU, memory, network, and disk utilization levels. Use VM Coordinator to
identify and address both short-term and long term impacts to cluster resources

Running VM Coordinator

1. Start by running a new VM Coordinator from the Analytics page.
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— VM Coordinator

—| Reviews hisorical data o idensify optimal
rrcivies ol 'Whis on a duster by exarmanieg CPU,
Mermoary, Metwark, and Disk utilization bevels,
LU vo iderify and address boch sharroerm
and long-term impacts to duster resources.

I! L
P .
Templaze{s] {3

_ Ompunfsh (29)

2. Select the entity type to analyze by clicking on the Add box and selecting from the
following entity types: ESX Cluster, ESX Host, Hyper-V Cluster, Hyper-V Host, or
PowerVM Host.

Add Entity X

ESX Cluster Show Archived

¥ Compute

* |IEM PowerVM
PowerVM Host

¥ Microsoft Hyper-V
Hyper-V Cluster
Hyper-¥ Host

* VMware vCenter
ESX Cluster

ESX Host

) © @ @ @ ® @ @@ © @
< >
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3. Select the named entity to analyze.

Add Entity

Mame 1t Tags

]

Cluster-QE-AppDiscovery
Cluster-QE-VSAN
ProbeMAS Cluster
ProdGeneral
ProdPlatinum

* Prod_Demo
QE-Jenkins-Cluster

ST_Cluster

® ©® @ OO © @ @

* SWC5_Prodi

(Selected Items: 1)

oK Cancel

4. Set the Number of Swaps
Set the parameter for the number of swaps. This limits the number of VMs that can be
moved. The default number of swaps is five. The more moves you select, the longer it
will take to run VM Coordinator.
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Hosts

ProdPlatinurm

Number of VM Swaps 5
0 5 1 15 20 25 30 35 Unlimited

[ | use advanced Options

Run

5. Selecting Advanced Options

You can run the analytic using its default settings, or choose from its advanced
settings.

a. Check the Use Advanced Options box to display the advanced settings.

b. The advanced options allow you to fine-tune the analytic to limit the network
traffic and disk activity, the number of iterations allowed, and whether to optimize
for CPU or memory or ignore DRS Affinity Rules (for ESX only).

VM Coordinator 07/21/2020, 09:46am to 08/25/2020, 09:46am  ~ (& Save More

Hosts

ProdPlatinum Network Maximum * | 9999 MB/s (per server)

Disk Maximum * 9999 MB/s (per server)
Run Time * 7920 Iterations

cPU Memory
Optimization . 4

70% 30%

Number of VM Swaps —' 5
0 5 10 15 2D I 30 35 Unimited D Ignore DRS Affinity Rules (ESX Only)

Use Advanced Options

6. Setting the Date Range
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Run intervals may be based on cluster or ESX servers. The longer the date range and
iterations, the more accurate the resource balancing will be.

Last 2 Hours Date Range | Mar 16, 2020 - Apr 15,2020

Last 6 Hours

Last 24 Hours TimeRange | 04:37 PM - - 0437 PM -

Last 7 Days

o [ (S

Last 35 Days 5 M TWT F S S M T WT F 5
1 2 3 4 5 6 7 1.2 2 a

Last 3 Marrhs 2 5 10 11 12 13 14 5 6 7 &8 9 1011
15016 17 18 15 20 2 12 13 14 15 16 17 18

Last 6 Months 22 23 24 25 26 27 28 13 20 21 22 23 24 25

Leai 5 Morths 25 30 31 26 27 28 23 20

Last 12 Months

Custom

Apply Cancel

The first run of VM Coordinator should be a minimum of 30 days, to catch monthly
jobs on initial cluster rebalancing. VM Coordinator should be run weekly thereafter, to
maintain cluster balancing.

7. Saving the Analytic as a Template
Save the analytic as a template by selecting the Save button at the top right and
schedule it as a monthly job.

VM Coordinator 0772612020, 12:34pm t0 08/25/2020,1234pm  ~  C | Save -

VM Coordinator Attributes
SaveAs*  Prodplatinum ESX Cluster VM Coordinator Description
Tags

» Access Level

- Schedule

Run  Every Saturday ~  TimeofDay User:12AMPDT /Appliance: 12AMPDT ~  Interval Last7 Days - | [[]pause Schedule

+Add Schedule

Save Cancel

Understanding VM Coordinator Results

The top section shows you how many VMs are recommended for moves, along with their
names, and their suggested moves.
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Recommendation 5 Based on 1861 iterations (28% completion) and the analysis of 3 ACTIVE servers and 82 ACTIVE VMs we recommend to reconfigure 5 VMs

for analvzed cluster ProdPlatinum

VMs to be Moved From 4 To
OrderingReporting syslab-esx06.lab.vi.local syslab-esx05.lab.vi.local
ERP-ETL-App-01 syslab-esx05.1ab.vi.local syslab-esx06.lab.vi.local
Order Manager App 03 syslab-esx04.lab.vi.local syslab-esx05.lab.vi.local
supply-warehouse-app-01 syslab-esx04.lab.vi.local syslab-esx06.lab.vi.local
Order Manager App 01 syslab-esx04.lab.vi.local syslab-esx06.lab.vi.local

Below is shown the projected impact on CPU and memory congestion, and disk and
network usage.

Projected Group Changes for analyzed cluster ProdPlatinum

i i i i
Group CPU Congestion: -6.3% Group Memory Congestion: -9.5% Group Disk Usage: 0.1% Group Network Usage: 1.8%

A list of the current measurement and projected impact for each host is shown below.
Expand the details for a host by clicking the down arrow.

Projected Changes per Host

CPU Max CPU Typical Memory M: Memory Typical

Name t current Projected Current Projected Current Projected Current Projected
0 syslab-esx04.Jab.vilocal 79.81% 76.54% 49.73% 4635% 8281% 77.56% 83.81% 77.56%
CPU Usage Memory Usage Disk Usage Network Usage
—
I i | i
Cureant
Typical ! Typical I Typical | Typical !
i 1 f 1 i 1 f T 1
VM Out  Order Manager App 03, supply-warehouse-app-01, Order Manager App 01
VM In
) syslab-esx0s.lab.vilocal 54.92% 55.19% 38% 28.28% 77.87% 78.66% 77.43% 78.22%
) syslab-esx06.lab.vilocal 58.92% 632% 42.16% a5.84% 73.01% 78.47% 73.01% 78.47%

Download vMotion Script

Recommendations from VM Coordinator will require you to move several virtual machines
using a vMotion script.

If you decide to use the recommendation, you must perform all the recommended moves.
Performance may be negatively impacted if only some of the moves are made.

To download the script produced by VM Coordinator, select More, then Export.
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m - Save ~ More ~

Show Attributes

VMotion Script | Export >
] Help

P

& ymotion_script (1).ps1

Storage Port Balancer

Storage Port Balancer identifies overloaded storage ports and makes HBA/Host move
suggestions that would rebalance the front-end ports of a fibre channel storage array.

Running Storage Port Balancer

1. Start by running a new Storage Portal Balancer from the Analytics home page by
clickingClick the New Analytic or Run New button.

Storage Port Balancer

Identifies overloaded FC storage ports and makes rebalancing
suggestions, using intelligent decision-making to maintain parity,
redundancy, and data groupings. Use to quickly identify and correct
storage array workload balance issues.

Template(s) (2)
m Cutput(s) (2)

2. Click the Add button to select a storage array.

=

Storage Port Balancer 09/09/2020, 01:58pm to 10/14/2020, 01:58pm  ~ Save More

Storage Array

I -

3. Select a storage array from the list. You can use the search box to find a specific
storage array. Click the OK button.
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Add Entity

MName T Tagps

HD5_ 2301 Entity Matching ]
MNAS_SL =
PURE =
VMAX1955 Entity Matching @
VINX9759 Entity Matching ()
syslab-c01 =
(Items: 8)
oK Cancel

4. Use the slider to specify the Number of HBA Swaps. The number allows you to limit
the number of HBAs that can be required to be moved as part of the
recommendations. The default is eight.

Number of HBA Swaps » 8
8 16 32 64 128 256 Unlimited
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5. Select the maximum desired read and write utilization post-move. The default value is
50%. Note that the desired utilization has been set low in this example to show
results.

Maximum Desired Read Utilization * 10 5%

Maximum Desired Write Utilization *

19{‘%

6. If you click the Use Advanced Options check box (off by default), you can select
additional check boxes (also off by default) to:
e Avoid Ports Dedicated to Replication
e Exclude Ports with No Traffic
e Exclude Select Ports
If you check Exclude Select Ports, the Exclude Storage Ports screen is displayed, and
you can select one or more ports to exclude.

Advanced

|| Avoid Ports Dedicated to Replication

|:| Exclude Ports with Mo Traffic
(Do not direct swaps to ports with no traffic)

Exclude Select Ports

Ports To Exclude (1)

WMNX5200_FCoE_SPB9 Select

7. Click the Run button.
Understanding Storage Port Balancer Results

The recommendation for the selected array(s) is displayed, with a number of HBA swaps
and a projected efficiency percentage change. If a more optimal configuration was not
found based on the selected parameters, a dialog box is displayed suggesting parameter
changes.
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You can save the move recommendation by clicking on the hamburger icon in the
recommendations header, then exporting as a csv file or copying to the clipboard.

Press CTRL-C to copy to your clipboard
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Workload Right Sizer

Workload Right Sizer analyzes CPU and memory in your virtualized environment and
recommends tuning adjustments that you can execute via a script or change control.

Running Workload Right Sizer

1. Start by selecting the entity type to analyze: Application, ESX Cluster, ESX Host, or
ESX VM, then select a named entity from the drop down list.

Workload Right Sizer Workload Right Sizer outmrorn, ceowe oz cssun - || C | soe

Workload Right Sizer analyzes CPU and memery in your virtualized envirenment and recommends tu
execute via a script or change control.

Analyze: | Application [select Application] Juse Ahancad opons

[ ] use Advanced Options Music Library VMAX (Discovered) ~ VMAX e °
Order Manager RetailiSCs|
OrderProcessing Retail
OrderProcessing Conflict snow
Ordering System ® I 1
POS-Retail-Prod Retail ®

ReportSQL Finance
SNOW-dockerbat
SQL Backup.

SQL Cluster 1 Finance

(items: 43)

2. You can choose to use advanced options with Workload Right Sizer by checking the
Use Advanced Options box. For example, you can change the CPU and memory over-
subscription ratios, which are set to 2:1 by default.

You can select whether a higher tier VM gets precedence for resources if there is a
conflict.

You can also set acceptable usage thresholds for vCPU and VM memory usage. This
identifies candidates for right sizing.
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Workload nght Sizer 04/08/2020, 08:04am to 05/13/2020, 08:04am ~ (' Save Mere
Advanced
Workload Right Sizer analyzes CPU and memery in your virtualized i 1t and rec
tuning adjustments that you can execute via a script or change control.
Target CPU Oversubscription Ratio 2 ~ 11 (Moderate)
Analyze: Application Ordering System
Target Memory Oversubscription Ratio | 2 ~ i1 (Conservative)

Enforce Application Equilibrium

This option is not available as ‘Ordering System' uses shared VMs In case of a conflict, a higher tier VM gets the resources

Use Advanced Options Acceptable Usage Thresholds

Usage outside these ranges will identify workloads as candidates for right sizing.
Acceptable vEPU usage isabove 20 | % andbelow 80 | %

Acceptable VM Memory usage is above 20 % and below 80 %

3. You can also over-ride the thresholds for a specific tier. Say you wish to right size the
Bronze tier differently than other tiers and select candidates based on different
thresholds. You can do this by selecting “Override Thresholds by Tier”, selecting the
tier and setting the usage thresholds to different values.

Override Thresholds by Tier © Add Tier

Tier  Bronze - Acceptable vCPU usage is below 70 %

Acceptable VM Memory usage is below 70 96

4. Set the date range for the analytic. When running Workload Right Sizer for the first
time, choose a range where the entities have been in the same state. After the
analytic is run for the first time, it's advisable to run it monthly.
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04/08/2020, 08:04am to 05/13/2020, 08:04am -

Last 2 Hours
Date Range | Feb 13, 2020 ‘- May 13, 2020
Last &6 Hours
Last 24 Hours Time Range 0813  AM ~ = 0213  AM ~
Last 7 Days
Last 35 Days S M TWT F § S M TWTF 5§
1 2 3 4 1 2
Last 3 Months 5 5 7 8 9 10 11 3 4 5 6 7 8 9
12 13 14 15 16 17 18 10 11 12 13 14 15 16
Last & Months 19 20 21 22 23 24 25 17 18 19 20 21 22 23
v [ o s 26 27 28 29 30 ;1 25 26 27 28 29 30

Last 12 Months

Custom

Apply Cancel

5. You can save analytics in the same way you can save a report and schedule them to
run periodically. Save the analytic as a template and schedule it as a monthly job.

Q

Workload Right Sizer 6213020 Garsam 1 081132020, 3am - Workload Right Sizer Attributes

e U ey e o wonmeods S b Gkt WoowgwsmwoMonny-Ouemgsystem | Desrpton | Monthy sche
. - - ‘System application

ppppppppppp

eeeeeeee

6. You can run the analytic in the background and view its output later on the Outputs
page.

Analyzing possible solutions...

24% Completed

Motify me when completed
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Understanding Workload Right Sizer Results

The top section shows you how many VMs were analyzed and a summary of the
recommendations in terms of VM to grow, shrink, or a combination of both. Links to
download the Right Sizer script or to submit a change request via the ServiceNow
integration are also provided here.

Workload nght Sizer 02/13/2020, 08:13am to 05/13/2020, 08:13am = | | C' Save More
Recommendation Summary I Download Right Sizer Script I I Submit Change Request I
Analyzed A Grow W Shrink Av Mixed Change

44VMs | 4 VMs 34 VMs 1 VMs

The Virtual Machines tab shows a list of the analyzed VMs and recommendations for
vCPU and memory. You can expand the results for each VM by clicking the down arrow
next to its name. The results can be sorted by name, priority, or open change request.

Three additional tabs share analysis and recommendations grouped by hosts, clusters,
and applications.

Workload Right Sizer 02/13/2020, 08:13am to 05/13/2020, 08:13am  ~ | Save More

Recommendations Details

View data grouped by hosts, clusters, apps

Virtual Machines Clusters Applications Change Request History
Q (39 items)
Recommendation for vCPUs Recommendation for Memory
virtual Machine 1 Application Allocated ‘ Change Priority Allocated ‘ Change Priority Open Change Request
o:m esQL Application—{IBM_DB2HHWeb Host)... 8 — — 763 MB +1GB a High
Detailed recommendations for each VM
~
Applications: Application:-(1BM_DB2): Average Last Average Last
0:(Web Host}-(1BM_DB2): VCPU Usage: 1345% malbee e fuee e 13107 % Memory Consumed:  742.09 MB. 749.95 MB
M35QLAERVER}:(Load VCPUReady%:  0392% _ b . .. 0336% Memory Granted: 750 MB. 750 MB
Generator). — - - i - Y P —
vCPU Wait 9%: 98.891 % 98.434 % Memory Active:  319.57 MB It 291.75 MB
(IBM_DB2-{GE), -
+  FinangeWeb FinanceBackOffice 16 -2 - Low 4GB -2GB w Low
» HPE Vertica Analytic Platform Application—-(IBM_DB2)}-)-{(Web Host)... 1 - - 32GB -2GB w Low
» HammerDB for Kendo Microsoft 5Q... Application—{IBM_DB2)-}-{Web Host)... 8 -2 - Low 8GB -2GB w Low
3 IS W10 Host Pure Application—{IBM_DB2)-}-{(Web Host)... 32 -2 w Low 10GB —
> InaightlQ_. 8 2 -1 w Lowest 8GB -2GE w Lowest
» J3EEPet Store DB Host Billing 16 2w Low 4GB -2GB w Low
» J2EE Pet Store Web Host Billing 16 -2 - Low 4GB -2GB w Low
»  MThinte-VM Application—{IBM_DB2)-}-{Web Host)... 4 -2 - Lowest 6GB o
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You can download a script to make the recommended changes.

Download Right Sizer Scripts x

Download Separate Script Files by: i Host =

& Application
e Cluster M select All

o o

You can also initiate and track ServiceNow change requests (requires the ServiceNow
integration).
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Open Change Request in ServiceNow

You are about to create 2 change requests in ServiceNow. [ override file groupings and use 1 file
Requests are grouped by Host and will affect 36 Virtual Machines.

Target Maintenance Window: = 05/13/2020 B O11:00PM-11:30 PM ~

Review request details:

Requested Changes

Host / VM 1
VCPUs Memory
»  syslab-esx05.lab.vi.local 17 23 -29 w -23GB w
v syslab-esx06.lab.vi.local 10 13 -22 - -20GB w
Back Submit Change Requests (2) Cancel

Queue Solver

Queue Solver provides guidance in optimizing the settings for HBA queue depth. It
enables you to maximize SAN traffic queue depth without hitting the avalanche point of
backlogged requests that slows host response time.
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2 NOTE
Queue Depth refers to submitted but unanswered read or write requests.

IF SET TOO HIGH IF SET TOO LOW

« Storage ports overrun or « May impair HBA performance
congested « Storage ports underutilized

* Poor application performance because network is

« Potential data loss or underutilized
corruption + Critical apps may wait while

lower priority tasks proceed

The analytic displays a graph of the inferred queue depth vs. read or write
acknowledgement latency, and provides one of four recommendations about queue depth:

¢ No change to the queue depth limit proposed.

e It has been determined that the queue depth limit should be lowered. Lower it to {x}.

e Based on this data set, it was determined that the queue depth limit is too low. If you
feel the chosen data range represents normal operation, your system might benefit from
raising the queue depth limit. Proceed with caution in incremental amounts.

e Based on this chosen time range, your queue depth limit setting looks fine. You might
see some gains if you lower the queue depth limit to {x}; however, the time gains might
not be significant or noticeable.

The Queue Solver analytic examines network traffic for an HBA card, but does not directly
read the current queue depth from the HBA BIOS.

To create a Queue Solver analytic:

1. Start by running a new Queue Solver from the Analytics home page by click the New
Analytic or Run New button.

7 virtana VirtualWisdom User Guide 6.7 284



Chapter 10 Analytics Workload Infrastructure Balancing Analytics

Queue Solver

Suggests optimal HBA queue settings for a specified host, by analyzing
read and write response times at various gqueue usages. Use this
information to tune your HBA cards to improve performance.

Template(s) (1)
m Output(s) (&)
2. Click the Add button to select a host or ESX host to analyze.

QUEUE Solver 10/13/2020, 12:52pm to 10/14/2020, 12:52pm  ~ Save ~ More -

Conversation

[ .

3. Select a Host or ESX Host, then click the OK button. You can use the search box to
filter the display of Hosts/ESX Hosts.
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Add Entity

Host Q syslab &3 Show Archived

MName T Tagps

syslab-esx04
syslab-esx05
syslab-e=x06
syslab-ntx-n01

syslab-ntx-n02

@ F8N @ @ © @

syslab-ntx-n03

(Items: 6)

oK Cancel

4. Run Queue Solver for at least two weeks, making sure to select a date range that is a
good representation of your business cycle, e.g., includes month-end processing.

7 virtana VirtualWisdom User Guide 6.7 286



Chapter 10 Analytics Workload Infrastructure Balancing Analytics

Last 2 Hours

Date Range 5Sep 30, 2020 = 0Oct14, 2020
Last & Hours
Last 24 Hours Time Range | 12:52 ‘PM * = 1252 PM ~
Last 7 Days
cesne [ (G
Last 3 Months S M TWT F 5 S MTWTF 5
1 2 3 4 5 1 2 3
Last & Months 5 7 & 9 10 11 12 4 5 & 7 8 9 10
13 14 15 16 17 18 19 11 12 13 14 15 16 17
Last 9 Months 20 21 22 23 24 25 26 18 19 20 21 22 23 24
27 28 2930 75 26 27 2B 29 30 3

Last 12 Months

Custom

Apply Cancel

Subsequent runs should be made after queue depth settings have been changed.
5. Click the Run button.
6. If the host does significantly more writes than reads, click the Write-Based
Recommendations radio button.
The queue solver analytic screen is redisplayed, showing the write-based
recommended action to be taken on the queue depth setting. In this case, the read-
and write-based recommendations are different.

7. You can click the percentile legend selections to show only some or all of the
information.

Only the selected percentile curve is displayed.
Hover over the graph lines to display detail information.

9. To export a copy of the displayed graph, click the options menu (horizontal bars), and
select the Export format from the displayed menu.

o

Understanding Queue Depth Results

Two graphs are displayed at the bottom of the page for Read and Write-based
recommendations. You can toggle between the recommendations using the radio buttons.

A summary of the recommendation is displayed at the top.
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The charts present the Avg Read Latency or Avg Write Latency along the y-axis, and the
inferred queue depth along the x-axis. As expected, latency increases with queue depth as
port utilization increases.

'®) Read Based Recommendations Based on the selected time range, it was determined that the queue depth limit is too low. If the
N chosen data range is representative of normal operation, your system might benefit from raising
() write Based Recommendations the queue depth limit incrementally.

Read: Queue Depth vs. Response Time
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Inferred Queue Depth

— 95th Percentile — 75th Percentile — 50th Percentile

Hover over a box to display percentile values for the box charts.
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— Queue Depth: (60-64]
95th Pcrile: 0.65

75th Pctile: 0.55

_| Meadian: 0.35

25th Pctile: 0.25

Sth Pcrile: 0.25

© IMPORTANT

When you implement Queue Solver recommendations, examine the potential
impact of the change on other devices sharing the same target storage
controller, especially different HBA queue depth settings to the same
controller port.

A single HBA with a significantly lower queue depth setting than the other
HBAs sharing the controller can result in proportionally less work done, with
a potential degradation of throughput for that host.

Therefore, if a large queue depth reduction is recommended for a single HBA,
carefully consider reducing the queue depth setting for all HBAs sharing the
storage port.

If a host has multiple HBA cards, the same queue depth should be specified
for all the HBAs.

Migration Analysis

The Migration Analysis analytic is used to prepare data collected by VirtualWisdom for
use in Virtana Migrate. Application and device mappings, and inventory, network,
workload and other data is collected and organized into a zip file that can be downloaded
from VirtualWisdom. If you have configured a connection to the Virtana Platform, then the
collected and organized data can be sent directly to Virtana Migrate. Migration Analysis
makes it possible for you to use the most realistic data possible, collected from your
production infrastructure, to complete cloud migration readiness assessments and other
digital transformation projects using Virtana Platform.
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Running Migration Analysis

1. Start by running a new Migration Analysis by clicking the New Analytic or Run New

button.
Migration Analysis
“ Prepares a detailed export for Virtana Migrate to enable application
::; dependency mapping, suggest ideal resource groupings, and provide
= insights an right sizing and cost optimization across a multitude of cloud
— providers.
L

‘ E h m Output(s) (15)

2. Select the types of data you wish to export. There are two options. First, if
connectivity to Virtana Platform has not yet been configured, as shown below in the
left-hand image, you select which data you want exported: Inventory, Resource
Utilization, or NetFlow Conversation data. If connectivity to Virtana Platform has
been configured, as shown below in the right-hand image, the form will already be
filled out according to the Virtana Platform connection settings.

NetFlow Conversations include both NetFlow and netstat conversations.

@ TIP

If you plan to import the data into Virtana Migrate, you must check all
three data types. This will be done by default as shown below if you
have already configured a connection to Virtana Platform. Uncheck the
Send Data Directly to Virtana Migrate (Org) checkbox to be able to
select the desired data types.
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Export data for Migrate Export data for Migrate
Migration Analysis exports workload data for impert to Virtana Migrate. Migration Analysis exports workload data for import to Virtana Migrate.
There you can assess the risk of migrating these workloads. There you can assess the risk of migrating these workloads.
Send Data Directly to Virtana Migrate Send Data Directly to Virtana Migrate (TestOrg2)

Connect to Virtana Platform to enable this option
Export data types:
Export data types:

Inventory (1eq
Inventory

Resource Utilization {requ
Resource Utilization |«

NetFlow Conversations (req|
NetFlow Conversations |/

3. Select a time range for the export by clicking on the date field. The ideal date range
for extracting the most granular data (5-minute) is 30 days. The granularity of data
extracted for ranges over 30 days will be based on VirtualWisdom's data persistence

[97] policy.
031672021, 1013pm to 03/17/2021, 10013pm =
Last 2 Hours
Date Range | Feb 15, 2021 |- Mar 17, 2021
Last & Hours
Last 24 Hours Time Range 10:19 PM ~ = 1019  PM ~
Last 7 Days
Last 3 Months S M TWT F s S M T WT F s
2 3 4 5 6 1 2 3 4 5 &
Last 6 Months 7 8 9 10 11 12 13 7 8 9 10 11 12 13
14 15 16 17 18 19 20 14 15 16 17 18 19 20
Last 9 Months 21 22 23 24 25 26 27 21 22 23 24 25 26 27
S e 28 28 29 30 31
Custom
Apply Cancel

4. Click Prepare Export to start the export process if Virtana Platform connectivity has
not yet been configured. Otherwise, click the Send to Virtana Migrate button. The
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process runs in the background. You can choose to be notified when it is complete by
checking the Notify me when completed box.

0% Completed

[ ] Notify me when completed

5. A message is displayed when the analysis is complete. Two possibilities exist as
shown below. The left-hand picture depicts what is displayed when Virtana Platform
connectivity is not configured. In this case, click the Download Results button to
download the file. The right-hand picture depicts what is displayed when Virtana
Platform connectivity is configured. For this case, downloading is optional, as the data
has already been pushed to Virtana Migrate.

. Last Export Results (06/01/2021 10:45:53 AM)
File Ready For Download Sort to Virtana Migrate, Ceganization: TestOrg2

These CSV files are ing data into Virtana Migrate

S used for importi grate & Download Results (4.08 MB)
To save space on the appliance, this file will be deleted when the next Migrate export file is created.

Download Results (1.7 MB)

@ TIP

After the results of Migration Analysis have been sent to Virtana Migrate,
VirtualWisdom will retain the results until Migration Analysis is run
again. Once it's run again, the previously stored results data will be
overwritten with new data. If you wish to retain a copy of the results
data, you should download it for safe keeping.

Workload Analysis

The Workload Analysis analytic is used to prepare and transfer workload data collected
by VirtualWisdom probes into WorkloadWisdom. Workload data is analyzed and
grouped by VirtualWisdom and a file is prepared for download. Workload Analysis makes
it possible for you to use the most realistic data possible, collected from your production
infrastructure to perform validation and testing of storage using WorkloadWisdom.

Running Workload Analysis

1. Start by running a new Workload Analysis by clicking the New Analytic or Run New
button.
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Workload Analysis

Creates a workload simulation file based on user-supplied information
about an application or host and transfers the information to
WorkloadWisdom. Use to provide realistic workload simulations to

replay in a lab to assess and resclve issues or to test new
configurations.

e e Template(s) (1)
. . A oo

2. Click Add to select the entity to be analyzed.

Export data for Workload Analysis

Entities

I -

3. Select an entity type and entity.
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Add Entity

Mame 1+ Tags

Ordering System = )
[ | POS-Retail-Prod Retail @
[ ] ReportsqQL Finance ®
| | sNow-dockerbal ®
| | sqQLBackup ®
[ | sQL Cluster 1 Finance @
[ ] sQL Cluster 2 HR ®
| | sqQL Cluster3 Marketing ®
[ | ScalelO_Cluster = v

{Selected Items: 1)

QK Cancel

4. Specify a full export or an export with calculated clusters, groups of similar data
profiles.
The full export generates a large raw file, and the clustered option produces a smaller
file, with the Advanced Options of either auto-detecting or limiting the maximum
number of clusters.
Select the protocol using the radio buttons.
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(®) Full Export FC/SCSI Protocol (@)
() Export Calculated Clusters NAS/NFSv3 Protocol ()

NAS/SME Protocol ()

5. If exporting calculated clusters, check the Use Advanced Options and choose to
auto-detect or limit the maximum number of clusters to a specified value.
The default setting is to limit the maximum number of clusters to eight.

Advanced

Auto-detect number of clusters

'l‘ Limit maximum number of clusters to 8
6. Click the Prepare Export button.
The file is generated.

7. A message is displayed when the analysis is complete. Click the Download Results
button to download the file.

Download Results (0.55 ME)

Predictive Capacity Management Analytics

Predictive Capacity Management analytics forecast your capacity needs using the same
solution that monitors your workloads.
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Capacity Forecast

——————————— - -=-=—- Reviews historical data to predict long-term and short-term usage
rj;iz‘\-"‘“" - trends. Use to identify resource strain and to plan for growth.

Template(s) (5)
| m Output(s) (10)

The Capacity Forecast analytic reviews historical resource usage data to predict short
and long-term usage trends. Capacity Forecast can be used to identify resource strain
before it leads to performance and availability issues, and to plan for future infrastructure

growth to support critical business applications.
CPU, memaory, /3, and network. Use to select the optimal cluster for

E I'(;' E your new Vidware, IBM, or Microsoft WM.
LT
m Output(s) (8)

The VM Deployment Advisor analytic optimizes the deployment of new Virtual Machines
by examining historical usage and identifying which cluster and VM to deploy workload on
for optimal performance and balance. The analytic uses historical usage to determine how
a new VM will have to fit in terms of CPU, Memory, Network and Disk Usage.

VM Deployment Advisor

Determines which cluster in your environment has the most compute
resources, based on available capacity and expected workload across
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—— Capacity Auditor
i : Performs deep statistical analysis on capacity utilization data to provide
- _‘_/. an overview of usage across various storage components. Use to
— identify where and when capacity adjustments need to be made and

I I I | how storage processes and methods, such as deduplication,
compression and thin provisioning, are impacting your storage
utilization.

Template(s) (4)
m Output(s) (6]

Capacity Auditor performs deep statistical analysis on capacity utilization data to provide
an overview of usage across various storage components. Use Capacity Auditor to
identify where and when capacity adjustments need to be made and how storage
processes and methods, such as deduplication, compression and thin provisioning, are
impacting your storage utilization.

Capacity Forecast

Capacity Forecast reviews historical usage data to predict short and long-term usage
trends. Use Capacity Forecast to identify resource strain before it leads to performance
and availability issues, and to plan for the growth required to support critical business

applications.

Running Capacity Forecast

1. Start by running a new Capacity Forecast from the Analytics home page.

Capacity Forecast
—-==" Reviews historical data to predict long-term and short-term usage

i trends. Use to identify resource strain and to plan for growth.

Template(s) (5)
I m Cutput(s) (10)

2. Select an entity type to analyze from among Compute, Network, and Storage entities.
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3.

7 virtana

Capacity Forecast

Check the box to use advanced options. You can adjust the forecast thresholds, select
the metrics you wish to analyze, and change the percentile value to base the forecast
on.

Capacity Forecast

Predictive Capacity Management Analytics

See how fast capacity usage is growing and view predictions for
when capacity will be fully used

Show Capacity Forecast for

|:| Use Advanced Options

E5SX Host

[Select ESX Host]

Q syslab

Name 4+

syslab-esx01.lab.vi.local
syslab-esx02.lab.vi.local
syslab-esx03.lab.vilocal
syslab-esx04.lab.vi.local
syslab-esx05.lab.vilocal
syslab-esx06.lab.vilocal
syslab-esx07.lab.vi.local
syslab-esx08.lab.vi.local
syslab-esx09.lab.vilocal

syslab-esx10.lab.vilocal

(Itemns: 10)

@

syslab-esx04.lab.vi.local [
=

® @ @ @ @
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Ca pacity Forecast 04/08/2020, 09:44am to 05/13/2020, 09:44am  ~

Capacity Forecast Advanced

See how fast capacity usage is growing and view predictions for
when capacity will be fully used

Forecast Thresholds
Forecasts estimate when usage is likely to reach full capacity.

Show Capacity Forecast for  ESX Host syslab-esx04.lab.vi.local © Show Critical if less than 1 month -

Use Ad s Show Warning if less than 6 months A
se Advanced Options

Capacity Metrics
CPU Usage
Memaory Usage
MNetwork (IP) Usage (Receive)
Network (IP) Usage (Transmit)

Disk Space Usage

Usage Percentile

Calculate forecast based onthe 95th Percentile = of capacity usage.

Run

4. Run Capacity Forecast for a minimum of 6 months. Using a longer date range is
recommended. You can run the analytic in the background and review its output later
the Outputs page.
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Last 2 Hours
Date Range | Nov 13, 2019 =  May 13, 2020
Last & Hours
Last 24 Hours TimeRange 09:49 ~AM ~ = 09489 @AM ~
Last 7 Days
Last 35 Days S M TWT F 5 S M TWT F 5
1 2 3 4 1 2
Last 3 Months 5 6 7 8 9 10 11 3 45 6 7 8 9
12 13 14 15 16 17 18 10 11 12 13 14 15 16
Last 6 Months 19 20 21 22 23 24 25 17 18 19 20 21 22 23
Last 9 Months 26 27 28 29 30 ;ﬂf 25 26 27 28 29 30

Last 12 Months

Custom

Apply Cancel

Understanding Capacity Forecast Results

The results are displayed in panes below the settings pane. The topmost panel shows a
summary of the results, letting you quickly pinpoint where there may be an issue.

Capacity Forecast 11/13/2019, 09:49am to 05/13/2020, 08:49am  ~ | (' Save More
Capacity Forecast - syslab-esx04.lab.vi.local
Capacity Summary
CPU Usage Memory Usage i € Network (IP) Usage (Receive) i @ Network(IP) Usage (Transmit) Disk Space Usage
Usage is Stable. May reach capacity in Daily Rate of Change: Daily Rate of Change: 10% of ESX Datastores at or

0.029 MB/s 0.654 MB/s H near capacity.

The summary pane shows potential issues with disk space usage on this host. The details
are shown below on the Disk Space Usage Details pane. 5 datastores may reach the limit
of their usage within 180 days.
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Disk Space Usage Details

2 ESX Datastores

May reach capacity within

ESX Datastore

Estimated Capacity Reaching Date

Pure_vol01 07/13/2020 [ EN

vMax-Datastore01-2TB 10/24/2020 QIELERS

ESX Datastore Capacity Summary

18 ESX Datastores
Usage is Stable.

Latest 95th Percentile Usage Capacity
1672.596 GB 1999.756 GB
1593.843 GB 1999.756 GB

The data shown will vary based on the entity type analyzed. Shown above is the data

analyzed for a storage array.

Capacity Forecast

11/13/2019, 09:49am to 05/13/2020, 09:49am  ~ Save - More -

Capacity Forecast - PURE

o Port Usage (Transmit)

100% of Storage Ports at or
near capacity.

Capacity Summary

Part Usage (Receive)
Usage is Stable.

Port Usage (Transmit) Details

O 2storage ports
May reach capacity within

Storage Port

Storage Port Capacity Summary

2 Storage Ports

May reach capacity within

Estimated Capacity Reaching Date

PURE-CTO-FCO 06/18/2020 ELTETH

o PURE-CTO-FC1 06/09/2020 BT

PURE-CT1-FCO 06/18/2020 ELLENH

PURE-CT1-FC1 06/09/2020

Latest 95th Percentile Usage Capacity
786.361 MB/s 800.000 MB/s
786.243 MB/s 200.000 MB/s
786.433 MB/s 200.000 MB/s
786.301 MB/s 800.000 MB/s

Port Usage (Receive) Details

VM Deployment Advisor

Storage Port Capacity Summary

4 Storage Ports
Usage is Stable.

VM Deployment Advisor identifies the optimal cluster and host to which to deploy a VM,
based on available capacity and expected VM workload across CPU, memory, I/O, and

network.

A VM Deployment Advisor analytic tells you how many more VMs fit in each host, and in
turn, each cluster. You can sort by Cluster Name, or by availability. The clusters can be
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color coded for vacancy amount. The size of the VM and the maximum fill point are hidden
by default but an advanced user can adjust these parameters. Each Cluster has a link to
VM Coordinator such that it can be launched to reorganize that cluster. Each cluster has a
dropdown to reveal the host occupancy.

This analytic is used with the VM Coordinator [268] analytic.

Running VM Deployment Advisor

1. Start by running a new VM Deployment Advisor by clicking the New Analytic or Run

New button.
CPU, memaory, 110, and network. Use to select the optimal cluster for

—
—
f‘ + your new VMware, IBM, or Microsoft VM.
- - i Template(s) (3)
m Output(s) (2)

2. Specify the Cluster Type (ESX, Hyper-V, or PowerVM).

VM Deployment Advisor

Determines which cluster in your environment has the most compute
resources, based on available capacity and expected workload across

VM Deployment Advisor

Cluster Type

(®) Esx
() Hyper-v

'L':f' PowerVi

|:| Use Advanced Options

3. If you check the Use Advanced Options box, you can specify desired resource limits
for CPU, memory, disk and network throughput.
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Cluster Type Advanced

(®) ESX (®) Use auto calculated VM Size Resource Limits

@) Hyper-V (O use manually specified VM Size

() Powervm Max CPU * 97 %
Typical CPU * 90 %
Max Memory * 95 %
Typical Memory * 90 %
Typical Disk Q599 MB/s
Throughput *
Typical Net a0ag MB/s
Throughput *

Use Advanced Opticns Restore Default

Run

4. Run the analytic for the past seven days or longer.

Last 2 Hours
Date Range | Oct 7, 2020 ‘- Oct 14, 2020
Last & Hours
Last 24 Hours TimeRange 0245 PM ~ = 0245 PM ~
Last 7 Days
oo [T [
Last 35 Days S M TWT F 5 S M T WT F 5
2 3 4 5 2 3
Last 3 Months & 7 8 9 10 11 12 4 5 6778910
13 14 15 16 17 18 19 112 13 14 15 16 17
Last 6 Months 20 21 22 23 24 25 26 9 20 21 22 23 24
. 27 28 29 30 75 26 27 28 29 30 31

Last 12 Months

Custom

Apply Cancel

5. Click Run.
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Understanding VM Deployment Advisor Results

1. VM Deployment Advisor displays its results in a table presented below the settings
pane. Included are the names of the clusters and the total number of VM slots
available.

Clusters with Available Slots

Total VM Slots Available 1

»  Cluster-QE-AppDiscovery 1

? Cluster-QEVSAN s

» prodGeneral 6

»  prodplatinum 0
] ;

T * QEjenkins-Cluster 3

bestrame Tl Tl Mamory | Avrag Dk Thougout | Avrag N Thoughout | valsble s

qejenkins-esx01.Jab.vi.local 2.23% 6.14% 38.04% 36.32% 2.36 MBS 142.97 kBJs 2 | Coordinate

qe-esxsystesti1.Jab.vilocal 52.72% 51.37% 93.8% 93.72% 1878/s 13.04 MB/s Over

qe-esxsystesti0.Jab.vilocal 4.86% 433% 54.07% 54.07% 1.42MB/5 8245k8/s 1

» Scalelo 16

» ST Cluster 10

2. An exclamation point next to the cluster name indicates that the host is already over-
provisioned. Click the down arrow on the left side to expand the information displayed
for the cluster.

O ! QeJenkins-Cluster 3
Host Name 4 Max CPU Typical CPU Max Memory Typical Memory Average Disk Throughput Average Net Throughput Available VM Slots

qe-jenkins-esx01.Jab.vilocal 8.23% 6.14% 38.04% 36.32% 2.36 MB/s 14297 kBss 2 | Coordinate
qe-esxsystest11.Jab.vilocal 52.72% 51.37% 93.8% 93.72% 1878/5 13.04 MB/s over

qe-esisystest10ab.vilocal a86% 433% 54.07% 54.07% 1.42 /s 82.45k8/s 1

The Available VM Slots field shows you which of the hosts in the cluster have
available slots and how many are available. You may see the work Over displayed
next to the hosts that VM Deployment Advisor has determined are over-provisioned.
Click on Coordinate to run VM Coordinator [268] to address the over-provisioning
situation. You can also access VM Coordinator from the drop-down menu associated
with the down arrow on the right.

Coordinate

Coordinate

3. To save the move recommendations, click on the hamburger icon in the header and
export them to a csv file, or copy to the clipboard.
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Data as C5V

Data to Clipboard

Capacity Auditor

Capacity Auditor considers how storage processes such as deduplication, compression,
and thin provisioning are impacting your storage utilization and identifies where and when
capacity adjustments need to be made to storage.

Capacity Auditor shows you capacity data and trends for your VMAX and Isilon storage
arrays.

Running Capacity Auditor

1. Select Run New Capacity Auditor from the Analytics home page.

Capacity Auditor

./—// — : Performs deep statistical analysis on capacity utilization data to provide
— an overview of usage across various storage components, Use to
/—/. identify where and when capacity adjustments need to be made and

T T T T | how storage processes and methods, such as deduplication,

compression and thin provisioning, are impacting your storage
utilization.

Template(s) (4)

Run New Output(s) (8)

2. Set Capacity Auditor parameters.
a. Choose whether to group the storage arrays by a property.

Group Storage Arrays by Model =

Model
Filter Storage Arrays (optionzjiRElnE et 1s

Include All Storage Arrays Cost Per TB
Datacenter
in this list - Add/Re Location
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@ TIP
You can define custom properties [134] for storage arrays and use
them in the analysis.

b. To analyze a subset of arrays, use the filter to select one or more named storage
arrays. You can filter for storage arrays in/not in a specified list, related to other
entities, or with a specified property.

Filter Storage Arrays (optional) 1 Filter(s) €@ Filter Storage Arrays (optional) 1 Filter(s) €@

Include All Storage Arrays Include All Storage Arrays

in this list - Add/Remove | O All Storage Arrays in this list ~  Add/Remove 1 All Storage Arrays

in this list { butten to select All Storage Arrays. VMAX-1955

c. Select threshold values for red/yellow severity warning levels.

Threshold Values

Capacity Usage Owerprovisioning

® FRed Threshold: 85 I 150 ¥

Yellow Threshold: 70 i 100 %

3. Choose a date range. You should run the analytic for the past twelve months, if data
is available, then monthly thereafter.
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Last 2 Hours
Date Range ‘AugEE. 2019 ‘- Aug 25, 2020
Last & Hours
Last 24 Hours TimeRange 1259 PM ~ = 1258 PM ~
Last 7 Days
oo A
Last 3 Months S M TWT F S S M TWT F S
2 3 1
Last & Months 4 5 6 7 8 9 10 2 3 4 5 6 7 8
11 12 13 14 15 16 17 9 10 11 12 13 14 15
Last 8 Months 18 19 20 21 22 23 24 16 17 18 19 20 21 22
B —— 25 26 27 28 29 30 31 23 24 25 26 27 28 29
30 31
Custom
Apply Cancel

4. Click Run to run the analytic.
Understanding Capacity Auditor Results
Capacity Auditor results are displayed in three sections on a single page.

The first section shows you usage statistics for the storage array(s).

Results Summary

Total Usage Dedupe/Comp Capacity by Model

Model T % Usage Effective Used Provisioned

1 2% 1 .3 VMAX2S0F e P 5.11TB 8.887TB

0f337B L

The middle section displays a trend chart showing monthly trends for capacity for the
storage array(s).
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Monthly Trends for Selected Date Range

Predictive Capacity Management Analytics

80

08

8

Capacity (TB)

uoiseidwas ¢ adnpag

Dedupe / Gompression + Used Usable Capacity + - Usable Capsdity

=~ Used Effective Capsdity

%_|

« - Total Effective Csapacity ~ Provisioned Capacity

The bottom section displays more details about the selected storage array grouping.

Capacity Details

Snapshot Date: July 31,2020 ~ Model:

Effective Capacity

Used 12.0%

5TB.43TB

Total Provisioned 27.0%

(1 items)

Storage AIT...

®  VMAX-1955 VMAXZ... 337TB 37TB 13 437TB 5TB

% Used vs. Provisioned Capacity

9% Capacity Used % Provisioned

VMAX250F ~

Provisioned Capar  Dedupe / Compre

8TB 1.3

Capacity Forecast

Trends Time to 85%

12% ® 27%

Rows display details for each storage array, including the time to reach the "red" capacity
threshold chosen for the analysis. Changing this threshold changes the forecast.

To view details for a previous analysis, click the date and select a previous snapshot.
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Snapshot Date:  Novemnber 11, 2020 -

Navember 11, 2020 -

=10

To view results for a different property value, click the value and select from the list.

Datacenter: Colo

J Primary
% Used ¥ Forn ci

Application Service Assurance Analytics

Our Application Service Assurance analytics help you assure the performance and health
of your application infrastructure.

Balance Finder

Examines throughput on the HBAs of a selected host or hosts and
compares traffic patterns to determine if the HBAs are behaving as
intended and if traffic is balanced. Use to verify that HBA settings are
being properly implemented or to determine if multipath rebalancing is
needed.

Template(s) (2)
m Cutput(s) (13)

Balance Finder examines traffic patterns and determines if they are balanced accurately
across the hosts. In large organizations the goal is to make sure that the host workload
and the associated traffic is appropriately balanced across the environment. Balance
Finder validates that servers in the environment have functioning path failover, ensuring
availability to and from storage in event of a failure. It also validates whether there is
available capacity in the event of a path or component failure in the environment.
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Seasonal Trend

Predicts resource needs over time for a user-selected entity and
metrics, based on historical patterns, then determines what is normal
and compares with what is observed. Use to identify abnormal trends in
workloads.

Template(s) (2)
m Output(s) (10)

Seasonal Trend predicts resource needs over time for a user-selected entity and metrics,
based on historical patterns, then determines what is normal and compares with what is
observed. Use Seasonal Trend to identify abnormal trends in workloads and tune settings
for the Seasonal Trend alarm to consider cyclical workload patterns.

Seasonal Trend

Seasonal Trend predicts resource needs over time for a user-selected entity and metrics,

based on historical patterns, then determines what is normal and compares with what is

observed. Use Seasonal Trend to identify abnormal trends in workloads and tune settings
for the Seasonal Trend alarm to consider cyclical workload patterns.

At least 2 hours of data is required for a result, modeling seasonality requires:

e 1 hour of hourly data for daily/weekly
e 4 hours of 4-hour data for weekly/monthly
¢ 1 day of daily data for monthly/quarterly/yearly

Running the Seasonal Trend Analytic

1. Start by running a new Seasonal Trend from the Analytics home page.

Seasonal Trend

Predicts resource needs over time for a user-selected entity and
metrics, based on historical patterns, then determines what is normal
and compares with what is ocbserved. Use to identify abnormal trends in
workloads.

Template(s) (2)
m Outputis) (10)
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2. Click the Add button to specify which entity and metric to run the analytic for.

Seasonal Trend 09/09/2020, 12:15pm to 10/14/2020,12:15pm  ~ | | Save More

Entities

N T

3. Choose an entity and metric and click Select. Click OK to apply the selection.

Add Metrics
Application _ Show Archived Available Metrics
Name 4 | Tags | + Storage )
~
Ordering System @ v SAN
POS-Retail-Prod Retail @ » FC Switch Integration
ReportsQL Finance @ ¥ FC-5Csl
SNOW-dockerbat @ Avg Read Completion Time
SQL Backup @ Read IOPS
SQL Cluster 1 Finance @ Avg Read 10 Size
SQL Cluster 2 HR @ Read Payload Rate
SQL Cluster 3 Marketing ] Avg Write Completion Time
ScalelO_Cluster ® Write I10P5 hd
Shared SOL ® v Select
Selected Item

Ordering System / Read I0PS
Ordering System / Read IOPS}

OK Cancel

4. Specify the date range, and click the Apply button.

2 NOTE

It is recommended that you run the analytic for at least the last 30 days
in order to see seasonal patterns.
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Last 2 Hours
Date Range | S5ep 14, 2020 ‘- Oct 14, 2020
Last & Hours
Last 24 Hours Time Range 1223 PM ~ = 1223 PM ~
Last 7 Days
Last 35 Days S M TWT F S S M T WT F S
2 3 4 5 1 2 3
Last 3 Months 6 7 & 9 10 11 12 4 5 & 7 & 9 10
13 14 15 16 17 18 19 11 12 13 14 15 16 17
Last 6 Months 20 21 22 23 24 25 26 18 19 20 21 22 23 24
=T e 27 28 29 30 75 26 27 28 29 30 31

Last 12 Months

Custom

Apply Cancel
5. Click the Run button.
Understanding Seasonal Trend Results
The results are displayed as a trend chart (above) and a bar chart (below).

e The trend chart shows the expected pattern of behavior for the entity and metric, based
on historical data, overlaid by the actual behavior.

e The bar chart displays the standard deviation between expected behavior vs. actual
behavior, with the color of the bar indicating the standard deviation value.

_ Remainder less than 1 S.D.

Remainder less than 3 S.D.s

_ Remainder over 3 S.D.s
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2 NOTE

The standard deviation measures how different the numbers in a range are
from each other.

0.4

0.2

In the example below, we can see where the actual behavior differed from the expected
behavior by over 3 standard deviations.

1l

| Sy, New 17, 2012, 1200008, PST
5092
1,300
Rerancer 6,782 [t

r_/]l
PN WA SIS NS~

e 4B B6ER00

= : rpeeet) “ﬂll ST UN SOTER AR TPR A Y -"'-l""1l‘1‘|l"1'l"‘r'

. e o L W L L L , L L w e Lo L
s NS X a 3 B o & q 5

Crdenng SystemMaad 1DPE Expecied Paiiem @0 Ramander

B Remaincer wisin 1 333 0e Ranainger witrin 3 St Dev B memsncer cowe 3 502 D

This information can be used to set up a Seasonal Trend alarm on the application
workload to alert when seasonal patterns are not followed.

Balance Finder

Balance Finder examines traffic patterns and determines if they are balanced accurately
across the hosts. In large organizations the goal is to make sure that the host workload
and the associated traffic is appropriately balanced across the environment. Balance
Finder validates that servers in the environment have functioning path failover, ensuring
availability to and from storage in event of a failure. It also validates whether there is
available capacity in the event of a path or component failure in the environment.
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Balance Finder

Examines throughput on the HBAs of 3 selected host or hosts and
compares traffic patterns to determine if the HBAs are behaving as
intended and if traffic is balanced. Use to verify that HBA setting= are
being properly implemented or to determine if multipath rebalancing is
needed.

Template(s) (2)
m Output(s) (13)

Balance Finder validates that the hosts supporting your applications have functioning
path failover, ensuring availability to and from storage in the event of a failure.

Balance Finder shows you where your multi-pathing configuration may pose a risk in the
event of a failure in the path from your hosts to storage.

Running Balance Finder

1. The first step in using Balance Finder is to specify a host or a set of hosts to analyze.
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Balance Finder 05/06/2020, 10:08am to 05/13/2020, 10:08am  ~ (& Save More

Hosts

. - -

By Hostnames

Hosts (Filtered)

Run

You can run Balance Finder against one or more named hosts. Select By Hostnames,
then check the named hosts to run Balance Finder against.

Name 1 Tags

By Hostnames

!

Hosts (Filtered) DataMover0z

DataMover03
Host1

Host10

Host101

Host102

U
O
[] Host100
|
|
|

Host103

@ 0@ @ @ @ @ @@ @

[] Host104

(Selected Items: 2)

OK Cancel

Alternately, you can run Balance Finder against hosts that are related to an entity.
Select Hosts (Filtered), then select the entity type and choose the entities to use in the
"related to" filter.
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s

A

Hosts [FIH:EFEd] Ordering System @
[] POS-Retail-Prod Retail ®
[] ReportsqL Finance (O]
[] snow-dockerbat (&)
[] sqLBackup @ I
[] sqLcluster 1 Finance ®
[] sqLclusterz HR @
[] sqLcluster3 Marketing @
[ scalelo Cluster ® v

(Selected Items: 1)

0K Cancel

Finally, you can run Balance Finder against all hosts in your environment. Select Hosts
(Filtered) then click OK from the Add Filters dialog to run Balance Finder against all
hosts.

Add Filters i
By Hostnames

Hosts (Filtered) ¢

App - DockerMasterSlave

AppDocker

Automation_DockerApp

Billing. Finance
EHR SNOW
ERP-ETL SNOW
ETLCluster

File Sharing Users

OoOooooogonoaod
® @ @ @ @ @@ © @ @

FinanceBackOffice Finance

]
)

0K Cancel
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2. Select the date range.

Application Service Assurance Analytics

Run Balance Finder for the last 7 days then weekly thereafter. You can choose to run
the report in the background and receive a notification when it is completed. Note that
the results will be automatically saved and will be available under the View All

Outputs tab on the Analytics home page.

| =  May 13, 2020

Last 2 Hours Date Range | May 6, 2020

Last & Hours

Last 24 Hours Time Range | 10:23 AM T

Last 30 Days . er20

Last 3 Months E M T W T F S 5

Last 6 Months 5 & 7 15 S 'Sc :: 3

Last 9 Months 1920 21 2 23 2 25 7
26 27 28 29 30 24

Last 12 Months

Custom

Cancel

Apply

Understanding Balance Finder Results
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Balance Finder displays the results of its analysis in a pie chart at the top of the results
page. The possible multipath statuses include balanced, balanced in the same fabric,

imbalanced, active/passive, and no traffic.
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Balance Finder 02/15/2020, 09:34am to 05/15/2020, 09:34am  ~ (& save ¥ More ~

Balance Distribution % of HBAs

No Traffic: 16.7 %, 6

Possible statuses:
Balanced

Balanced in Same Fabric
Imbalanced
Active/Passive

No Traffic

Imbalanced: 5.6 %,2 —__

Balanced:- 77 8 %, 28

The classification status, sub-status, and MB/s for each host are shown on the results grid.
The Status column shows an aggregate of the status for all ports included with the server.
Click on the down arrow to expand the results grid, show results by HBA, and display
additional information (host port, switch, and fabric).

Q Also Show Balanced |E|
Hostname Status Sub-status Host Port Switch Fabric
» shblaze2-4 Balanced Balanced In Same Fabric 1193.278* a
» syslab-esx06 Balanced 987.073 Q
0 syslab-esx04 Imbalanced Recently Balanced 289.719 Q
syslab-esx04 Imbalanced Recently Balanced 135.471 syslab-esx04-hba2 mds01-bbr1:VSAN1 mds01-bbr1-VSAN1
syslab-esx04 Imbalanced Recently Balanced 154.248 syslab-esx04-hba3 mds02-bbr2:vSAN1 mds02-bbr2-vsAN1
» 5QL-DB-001 Balanced 0.622 Q
»  Mailarchive01 Balanced 0622 2
» test host Balanced 0.622 a
»  bridx6208 No Traffic 0.000 &

You can view the port trends for a host by clicking on the magnifying glass in the host's
row. The workload trends for the host's ports are displayed in a pop up window. Like all
charts, the chart can be exported by clicking on the hamburger icon then selecting Export.
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Port Trends of Host syslab-esx04

nnnnn

Imbalanced

Saved Analytics

Mew Analytic View All Templates View All Outputs

The Saved Analytics screen shows the results of previous analytics executions.

It lists analytics you have already run and can use as templates to clone new analytics.
Click the Templates field next to the Run New button of an analytic to display the Saved
Analytics screen, filtered to show only the selected type. The number in parentheses
shows how many of these templates exist.

You can select a Saved Analytics row to be displayed, and then click the Run button to
execute the analytic.

If you click the Save button and select the Save As option, you can modify and save a
copy of the output.

The options menu (horizontal bars) enables you to export any or all of the displayed Saved
Analytics as either a CSV file or data on the clipboard.

To display a saved analytic, click the row. To delete a saved analytic, place the pointer in
its row and click the V displayed for the analytic to be deleted.

Analytics Output

Mew Analytic View All Templates View All Outputs

The Analytics Output screen shows the results of previous analytics executions.
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You can select an analytics output result row to be displayed.

If you click the Save button and select the Save As option, you can modify and save a
copy of the output.

The options menu (horizontal bars) enables you to export any or all of the displayed
output as either a CSV file or data on the clipboard.

To display an analytic, click the row. To delete an analytic, place the pointer in its row and
click the V displayed for the analytic to be deleted.

Deleting Analytics Output

Retaining a large number of saved analytics output files can make it difficult to manage
the output list. A large number of saved files also takes longer to display on the Analytics
Output page. Using Output Cleanup, you can automatically delete saved output files older
than a user-selected age..

About This Task

When you enable automatic deletion of analytic output, all output files older than the time
period you select will be automatically deleted and can only be retrieved by doing a
restore from a backup. Be sure there are no output files you want to retain that would fall
within the selected deletion timeframe.

Steps

1. Navigate to the Analytics page and click View All Outputs.
The Analytics page displays.
2. Click More > Output Cleanup.

(& View All Templates View All Outputs MNew Analytic More =

Output Cleanu@ED

3. Enable automatic deletion of output files and select the time period after which the
files will be deleted.

2 NOTE

All generated output older than the selected time period will be deleted.
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Output Cleanup

Automatically delete generated output after 1 Month

Save Cancel
4. Click Save.
A warning displays, stating that output files will be immediately deleted.
5. Click OK.
A message displays stating that output files were deleted.
6. Click OK.
A message displays on the Analytics Output page, informing you that output cleanup
is enabled.

Tip: You can disable Analytics Output Cleanup by navigating to the Output Cleanup
window and clearing the checkbox.
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Alarms and Cases

Quickly see where there are issues and use investigative workflows to solve them
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VirtualWisdom'’s case-based alarms compare data collected through VirtualWisdom
monitoring using configured thresholds and act when the defined conditions are met. The
VirtualWisdom application opens or updates cases when an alarm is triggered. All
subsequent alarms related to the initial event populate that case, allowing the user to
quickly understand trends, and determine correlation and severity on a case-by-case
basis.

VirtualWisdom is populated with alarm rule templates based on best practices collected
from hundreds of customers, to drive a shift from reactive alarm management to proactive
infrastructure performance management. These templates remove the confusion over
what alarms should be created and instead are built to define what matters to the
customer.

Our alarm rule templates are associated with tiers, enabling the user to manage alarms
for critical applications differently than less critical applications.

Alarms Home Page

The Alarms module is located on the alarm clock icon in the VirtualWisdom Management
software’s user interface. The purpose of the module is to compare data collected through
VirtualWisdom monitoring with configured thresholds act if conditions are met. Included in
the module is a Case Management feature which opens or updates cases upon triggering
of an alarm, and an Investigations features to assist users in troubleshooting and
resolving the issue that caused the alarm.

2 NOTE

Clicking the Open Cases by Tier bar on the Alarms landing page does not
filter open cases by tier.

The default view presents a graphical representation of the open cases on the left. You
can drill down on the entity type to view all open cases on that type.
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= VirtualWisdom

Cases and Alarms

Open case summary

3 Total # of Open Cases
oo [33944] Num of Po ly Failures CRITICAL @
56 Isilon Nede .
=1 nfigure alarm rul
=] Last Occurren:
Single Metri Alarm, 932 occurrences esrarannn o ocsurence
r@\ = [24198] iSCSI Avg Write Completion Time CRITICAL @
Application Order Manager
v Top 10 Entity Types with Open Cases Last Occurren
h Singe Meic Aarm, 42703 occurences ooz EELOCTETCE
Q storage port | 124197 1SCSI Write Payload Rate WARNING
Iy Appiication | L [P Address BLLETGI0201087
esxv E—— Last Occu
o Darore Single Metric Alrm, 37486 occurrences o5rara0n0 e
ESX Host Drill down to view 124196]1SCSI Write Payload Rate WARNING
HeA Port (LECHEST e sin s
s open cases for the
o Last Occurrence
N Single Metric Alarm, 10804 occurrences
entlty type 05/14/2020 12:01:00 PM PDT
[28479] STS Avg Read Completion Time WARNING
Application ERP-ETI
Last Occurrence
05147202012:01:00 PM PDT
= [15804] Cluster % /ifs Unavailable WARNING
Ision Cluster prision-sim
Open Cases by Tier
N Last Occur
Single Metric Alarm, 2174 occurrences osrara0n e
cos
[21396] Link Buffer-to-buffer Credits CRITICAL @
siver |2 Storage Port PURE-CTO-FCO
(R —————
Link Buffero-ouffer Credis,
¢ . Last Occu
218 eronze | o | SRS 05142020 1000 PMEDT

On the right is a pane showing recent open cases, ordered by date and time descending
(most recent at the top). Drill down on a case to view more data.

At the top of the page are two buttons to view all open cases and all archived cases.

An archived case is a case that was closed by the user or archived by the VirtualWisdom
platform.

COpen Cases Archived Cases Rules C Help

There is also a button to view and configure alarm rule templates. VirtualWisdom is pre-
populated with these standard Alarm Rule Templates.

Open Cases Archived Cases Rules C Mew Help

Alarm Rule Templates

Rules are the criteria for triggering alarms when specific error thresholds are exceeded.
The Alarms module contains a set of predefined rule templates that can be used to create
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Alarm Rule Templates

a new rule. These alarm rule templates are designed to reduce the complexity of rule set
up and allow the administrator to quickly identify and create rules based on common
errors. Rule templates are available for different error types. VirtualWisdom is pre-

populated with these standard alarm rule templates.

There are three categories of alarm rule templates: Performance, Health, and Capacity.

C New -

Single Metric

Performance f *

Performance alarms capture issues in the infrastructure that can impact the performance
of applications and workloads, such as latency, flow control, CPU contention, and
software-defined storage congestion.

5 Archived Cases Rules

C Mew

-

I S - Vi

Average Performance
Exchange Performance

Fabric Buffer-to-Buffer Credits
Link Buffer-to-Buffer Credits
MAS Flow Control

MAS Histogram Performance
Seasonal Trend Deviation

VM CPU Ready

v5AN Congestion

Performance
Health

Capacity

Y
| 3

[ 3

Health rules monitor and alert on common health issues in fibre channel and NAS
infrastructure: physical layer errors, bad SCSI status, and communication errors.

7 virtana

VirtualWisdom User Guide 6.7

325



Chapter 11  Alarms and Cases Alarm Rule Templates

Archived Cases Rules C Mew

Single Metric

Performance #

Bad SC5| Status Health r

Cisco Failed Commands Capacity L

Fabric Transmission Errors
Link Errors

Link Transmission Errors
Lost Path

MAS Link Errors

MAS Packet Errors

Capacity rules capture problems involving utilization and capacity on multiple
infrastructure types (Compute, Network, Storage). Capacity rules alert you when issues
like high CPU utilization, port utilization, cache usage, or memory utilization occur.
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sases Archived Cases Rules

Capacity Forecast

CPU Utilization

E5X Host Max Memory State
Memory Utilization

Metwork Usage Rate

MFS Procedure Limmit

MFS Procedure Rate
Performance Probe Bandwidth
Port Utilization

Queue Depth

VxFlex 05 Cache Usage

SMB Procedure Rate

Software Defined Storage Capacity
vSAM Cache Usage

C MNew

-

Single Metric
Performance

Health
Capacity

| 3
| 3

»

Standard Rule Templates for Application Tiers
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7 VirtualWisdom

Highest level of criticality

Bpic /\
/ .
/ + “Crown jewels” or the “all hands- 63 standard alarm
a QT ler on deck when they are down” rules based on actual
= applications real-world thresholds
=3 + Need to find and solve problems

/
ORACLE w / = Second highest level of
@8 Exchange 4 . criticality 33 standard alarm
9 // T| er 1 + The default alarms on these rules based on more
are more forgiving than in forgiving thresholds
[~ Tier 0.
£/ //' * May tolerate some
® skype / . down time 4 standard alarm
/ T| er 2 + Large bulk of rules assigned on
|ﬂ // applications will looser thresholds
L)y most likely live here
intrenst // \ + Lowest level
/ 5 \Y applications 3 standard alarm
9 // T|er 3 \ + Miscellaneous rules based on the
SO / category for loosest thresholds
! //' applications

VirtualWisdom tiered alarms are designed to operate with your applications. Tier O
alarms are configured to work with your most critical applications to find and solve
problems. The lower tiers utilize more forgiving thresholds and are designed for your less
critical applications.

Each of these tiers and their associated alarms can be tailored for your specific
requirements. Your Virtana Services team can work with you to determine which
applications should be placed into which tiers, and to tailor and configure your
applications tiers and their associated rules.

Standard Alarm Rule Templates

VirtualWisdom includes standard templates for configuring alarm rules. These rules are
triggered when certain conditions are met. You can use the standard rule templates to
quickly identify and set up alarms based on common infrastructure error conditions.

There are four types of alarm rule templates to choose from.

Performance Alarm Rule Templates
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5

Archived Cases

C Mew

-

— ECOER

Average Performance
Exchange Performance

Fabric Buffer-to-Buffer Credits
Link Buffer-to-Buffer Credits

MAS Flow Control

MAS Histogram Performance

Seasonal Trend Deviation

VM CPU Ready
v5AN Congestion

Performance
Health
Capacity

[ 2
[

Pk

Alarm Rule Templates

Performance alarm rules monitor the performance of your infrastructure and alert you
when issues like flow control, high read response time, latency, and vSAN congestion
occur.

Health Alarm Rule Templates

Archived Cases

Bad 55| Status

Cisco Failed Commands

Fabric Transmission Errors

Link Errors

Link Transmission Errors

Lost Path
MNAS Link Errors
MNAS Packet Errors

C MNew -
Single Metric

Performance P#
Health L4
Capacity ;

7 virtana

M13/2020 01:25:48 P

F/13/2020 01:25:48 P

¥/13/2020 01:25:48 P

F/13/2020 01:25:48 P
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Health alarm rules monitor the health of your infrastructure and alert you when issues like
bad SCSI statuses, transmission errors, lost path errors, failed commands, and packet
errors occur.

Capacity Alarm Rule Templates

Cases Archived Cases Rules C Mew -

Single Metric

Performance P

Health L
Capacity Forecast Capacity g
CPU Utilization FM1372020 01:25:48 F

ESX Host Max Memory State = 1132/2020 01:25:48 F

Memory Utilization
Network Usage Rate 7/13/2020 01:25:48 F
| NFS Procedure Limit 7/13/2020 01:25:48 F

MF5 Procedure Rate

1372020 01:25:48 F
Performance Probe Bandwidth

Port Utilization F/13/2020 01:25:48 F
Queue Depth

I Fi13/2020 01:25:48 F
VxFlex OS5 Cache Usage

SMEBE Procedure Rate 7132020 01:25:48 F

Software Defined Storage Capacity
7/13/2020 01:25:48 F

vSAN Cache Usage

Capacity alarm rules monitor the capacity of your infrastructure and alert you when issues
like high CPU utilization, high or low port utilization, cache usage, or high memory
utilization occur.

Single Metric Alarms

VirtualWisdom also offers single metric alarms, which are alarms that are based on many
of the single entity types and metrics available in your portal.
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New Rule: Single Metric Help
Rule Mame * Min NFSv3 Read Completion Time Description
Entities
Alarmon  All = | Host A ey E nt i ty
Parameters
Alarm when Min NFSv3 Read Completion Time | IS above = o0 ms

Duration 1 min *

Severity O critical

Metric

* Notifications

[¥] Enable Rule || Enable SNMP

Save Cancel

Configuring a Single Metric Alarm

1. Enter a Name and Description for your alarm.
2. Select an entity type to alarm on. You can choose to alarm on all entities or only the
entities assigned to a tier.

Entities
Alarm on  Platinum = HEA Port
All
Platinurm
Gold
Silver

Parametf Bronze

3. Apply afilter.
You can use entity filtering or data filtering. Refer to Report Filtering [208] for more
information on entity and data filtering. You can apply a filter to the entity selection if
you wish to alarm only on specific entities. Alarm filtering is similar to report entity
filtering.
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a.

b.

To filter for specific entities, select the plus sign to add a filter, then Filter [Entity

Typel.

Apply Filters (optional)

Alarm Rule Templates

0 Filter(s) @

Add Filter:

Parameters

Filter HBA Ports

Filter Entities for Metric Calculation (Advanced)

You can filter for entities in/not in a list, related to an entity, or with a specified
property.

Include HBA Ports

in this list

in this list
not in this list
related to

with property

Apply Filters (optional)

Add/Remove | 0 HBA Port(s)

button to select HBA Ports.

4. Select a metric.
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Entities

Alarm on  All

Apply Filters (optional)

Alarm Rule Templates

Parameters
Alarm when [Select Metric]
Duration 1 min g
Severity O critical
¥ Motifications
Enable Rule |:| Enable SNM

If you selected Application as the entity type, you can choose to show all metrics or to

¥ Storage

¥ SAM
» FC Switch Integration
b FC-5CSI
b ISCSI
» FCoE-SCSI
b Cisco 5TS

B NAS

# Link Layer

» Case Management

show only the metrics applicable to the Application entity type. This reduces the
selection to only those entities that are currently assigned to at least one application
and hides unassigned entities from the list. The number of applicable metrics is

displayed in the selection modal.
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and Cases Alarm Rule Templates

Application | by = [Select Metric]

|| Show All Metrics (96 of 2144 apply for this type)

» Case Management
» Performance

» Capacity

T
@ TIP
If you plan to add entity types to an application at a later time and want
to configure your report, dashboard, or alarm to include metrics from
those entity types in advance, check the Show All Metrics box so they
are available for selection.
5. Configure the alarm parameters: threshold, Duration, and Severity.
Parameters
Alarm when Write IOPS | is abowe = 50
above
Duration 1 min ol
below
Severity @ Critical -
6. Configure notifications.
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You can set up a notification plan for the alarm rule to notify users when the alarm is
triggered.

To add users to the notification plan, click the Add box and check the users to be
added. You can also use an email distribution list for the notification plan.

2 NOTE

Available users are determined by the users listed in the LDAP and User
Management sections of the Settings tab.

~ Notifications

Name Email T Add

vi.training (VI Training) training@virtualinstruments.com

Also Notify

Jjohn.smith@virtana.com

Enable Rule Enable SNMP

Save Cancel

The Also Notify field provides the ability to email alarm notifications to people who
are not registered users of VirtualWisdom. Unregistered users added to this field can
only receive initial notifications about new cases, but do not receive any succeeding
notifications, such as investigation updates.

Check the Enable SNMP box to send alarm details to a configured SNMP trap. You
can use SNMP traps to automatically trigger actions based on your specific
requirements. For more information on configuring SNMP traps, see the SNMP Traps
topic in the Administering Your VirtualWisdom Portal section of the VirtualWisdom
Administrator Guide.

Viewing Your Configured Alarms

You can view your configured alarm rules by selecting Rules from the top of any Alarms
page.
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Rules

Q

Rule Name 1

Tier 0 Compute ESX Host CPU Utiliza...

Description

Monitors ESX Host CPU Utilization. Triggers if the CPU exc...

| Enablea

Drill down to view configured rule

Sert [ist by any el

| Tier

| severity

Open Cases | Archived Cases

From Template

CPU Utilization

Alarm Rule Templates

New Help

Last Modified

04/15/2020 06:30:40 PM PDT

Tier 0 Compute ESX Host Memory St..  Monitors the memory management conditions of an ESX... ~ Yes Platinum O critical ESX Host Max Memory State 04/15/2020 06:30:41 PM PDT
Tier 0 Compute ESX Host Memory Ut...  Monitors ESX Host Memory utilization. Triggers if the hos... ~ No Platinum O critical Memory Utilization 04/15/2020 06:30:40 PM PDT
Tier 0 Compute ESX VM CPU Ready Monitors ESX Virtual Machine CPU Ready. Triggers ifthe...  Yes Platinum O critical VM CPU Ready 04/15/2020 06:30:41 PM PDT
Tier 0 Compute ESX VM CPU Utilizati..  Monitors ESX Virtual Machine (VM) CPU Utilization. Trigge... ~ Yes Platinum © critical CPU Utilization 04/15/2020 06:30:40 PM PDT
Tier 0 Compute HBA Flow Control Monitors metrics (gathered directly from Fibre Channel .. Yes Platinum O critical Fabric Buffer-to-Buffer Credits 04/15/2020 06:30:42 PM PDT
Tier 0 Compute HBA Utilization Monitors HBA links for utilization by monitaring the amo..  Yes Platinum Warning Port Utilization 04/15/2020 06:30:41 PM PDT
Tier 0 Compute HBAS Link Errors Monitors HBA port links for link level errors. Triggers i m...  Yes Blatinum O critial Link Errors 04/15/2020 06:30:40 PM PDT
Tier 0 Compute HBAS Transmission...  Monitors HEA port links for fabric transmission errors. Tr... ~ Yes Platinum O critical Fabric Transmission Errors 04/15/2020 06:30:41 PM PDT
Tier 0 Compute Transmission Errors  Monitors links for abort sequence frames. Triggers ifa h Yes Platinum O critical Link Transmission Errors 04/15/2020 06:30:41 PM PDT
Tier 0 Destination 1P Address Write P...  Monitors an ISCS| target for excessive write payload (thro...  Yes Platinum Warning single Metric 04/15/2020 06:30:40 PM PDT
Tier 0 Host Excessive Queue Depth Detects hosts where maximumn queue depth usage excee...  Yes Platinum O critical Queue Depth 04/15/2020 06:30:41 PM PDT
Tier 0 Host Lost Path Monitors host links; when a link has at least 5 KB/s traffic...  No Platinum O critical Lost Path 04/15/2020 06:30:41 PM PDT
Tier 0 Host Port Link Errors Monitors host port links for link-level errors. Triggersifa..  Yes Platinum O critical Link Errors 04/15/2020 06:30:40 PM PDT
Tier 0 Host Read Response Times. Monitors a host's read response time (the aggregated me...  Yes Platinum © critical Exchange Performance 04/15/2020 06:30:41 PM PDT
Tier 0 Host Write Response Times Monitors a host's write response time (the aggregated m... ~ No Platinum O critical Exchange Performance 04/15/2020 06:30:41 PM PDT
Tier 0 Isilon Cluster Disk Dell EMC to not let a single Isilon Cluster co...  Yes Warning Single Metric 04/15/2020 06:30:41 PM PDT
Tier 0Isilon Cluster System €PU Usa...  Depending on your sales cycle, a cluster that is operating ... Yes Blatinum O critial Single Metric 04/15/2020 06:30:41 PM PDT
Tier 01Isilon Disk Usage exceeds 85% A general rule of thumb is to keep disk utilization levelsb...  Yes Platinum O critical Single Metric 04/15/2020 06:30:41 PM PDT

A list of configured rules is displayed, sorted by Last Modified Date. You can change the
sort field by clicking on any of the field headers.

Drill down on a row to view the configured alarm.

Tier 0 Compute ESX Host CPU Utilization Help

Rule Name *

Description Monitors ESX Host CPU Utilization. Triggers if the CPU exceeds 90% utilization for

er 0 Compute ESX Host CPU Uﬂl\'zatiud 15-minute int 1
a 15-minute interval.

Entities

Alarm on  Platinum - ESX Host

Tier and entity being monitored

Apply Filters (optional) 0 Filter(s) @

Parameters

Alarm when

CPU Utilization exceeds 9 70 %

B smins -~ Threshold, duration, and alarm severity parameters
Severity O critical -

¥ Notifications

Rule status and notification plan

Enable Rule D Enable SNMP

Save Close Delete
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The configured rule page shows you the tier and entity being monitored for an alarm
situation, the threshold, duration and severity of the alarm, and the status (enabled/not
enabled) and the notification plan set up for the alarm.

Configuring an Alarm Rule Template

1. Select an alarm rule from the list of standard alarm rule templates.

. Administrator

VirtualWisdom Alarms > Rules

Open Cases | Archived Cases Rules. (& New = Help

Rules

Single Metric
° Q Average Performance performance  »
g Exchange Performance Health »
b4 Rule Name Description Enabled Tier ‘ Severity
Fabric Bufferto-Buffer Credits | Capacity »
% Tier 0 Application Workloa...  Menitors critical applications for changes (d... ~ Yes Platinum O critical TInk Buffer-to.Buffer Credits | F/13/2020 01:25:48 PM POT
Tier 0 NAS Controller Pack.. ~ Monitors NAS Storage Controller links for p... ~ No Platinum O critical RS TEe] 7/13/2020 01:25:48 PM PDT
,@\ NAS Histogram Performance
Tier 0 Bad SCSI Status- Q.. Monitors non-zero SCS| status messageswi.. ~ Yes platinum © critical SR SN 7/13/2020 01:25:48 PM PDT
o Tier 0 Bad SCSI Status - Busy ~ Menitors non-zero SCS| status messages Wi Yes Platinum O critical VM CPU Ready 7/12/2020 01:25:48 PM PDT
tad VSAN Congestion
Tier 1 Host Lost Path Monitors host links; when a link has at least..  No Gold warning oSt P 7/13/2020 01:25:48 PM PDT

2. The New Rule screen is displayed. All rule screens have the following common areas:
e Name / Description
o Entities
e Parameters
¢ Notifications / Enable
Enter a name and description for the new alarm.

New Rule: Link Buffer-to-Buffer Credits

Help

Rule Name * Platinum Storage Ports Flow Control Description Alarm on all Platinum storage ports experiencing buffer-to-buffer credit starvation|

3. If tiers have been configured, you can choose whether to alarm on all tiers, or just a
single tier.

Entities

Alarm on  Platinum = HBA Port

All
Platinum
Gold

Silver

Parametf Bronze
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2 NOTE

Alarms default to all tiers. You must select a tier to override this.

4. Choose the entity type to be observed by the alarm rule.

Entities

Alarmon  All - HBA Port

You can use the search field to find a specific entity type.

HBA Port

I storage port

¥ Storage

v SAN

Storage Port

2 NOTE
Only the entity types appropriate to the alarm rule are displayed.

5. Applying Filters
You can use entity filtering or data filtering. Refer to Report Filtering [208] for more
information on entity and data filtering. You can apply a filter to the entity selection if
you wish to alarm only on specific entities. Alarm filtering is similar to report entity

filtering.
a. To filter for specific entities, select the plus sign to add a filter, then Filter [Entity
Typel.
Apply Filters (optional) 0 Filter(s) @
Add Filter:
Filter HBA Ports
Parameters Filter Entities for Metric Calculation (Advanced)
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b. You can filter for entities in/not in a list, related to an entity, or with a specified
property.

Apply Filters (optional)

Include HBA Ports

in this list - Add/Remove | O HBA Port(s}

in this list button to select HBA Ports.

not in this list

related to

28 with property

6. Configure the alarm rule parameters.
In the parameter section, set the threshold(s), duration, and severity. Thresholds may
differ for each alarm rule but there is always a duration and severity level for each
alarm rule template.

Parameters
Alarm when
|:| Switch Zero Buffer-to-buffer Credits cxcesds 50

v'| Device Zero Buffer-to-buffer Credits
evice Zero Buffer-to-buffer Credits . v 50 %

Duration 5 mins -
Severity O critical -
2 NOTE

The Parameters area on each page is unique to the rule template.

7. Configure notifications.
You can set up a notification plan for the alarm rule to notify users when the alarm is
triggered.
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To add users to the notification plan, click the Add box and check the users to be
added. You can also use an email distribution list for the notification plan.

2 NOTE

Available users are determined by the users listed in the LDAP and User
Management sections of the Settings tab.

~ Notifications

Name Email + Add

vi.training (VI Training) training@virtualinstruments.com

Also Notify

john.smith@virtana.com

Enable Rule Enable SNMP

Save Cancel

The Also Notify field provides the ability to email alarm notifications to people who
are not registered users of VirtualWisdom. Unregistered users added to this field can
only receive initial notifications about new cases, but do not receive any succeeding
notifications, such as investigation updates.

8. Check the Enable SNMP box to send alarm details to a configured SNMP trap. You
can use SNMP traps to automatically trigger actions based on your specific
requirements. For more information on configuring SNMP traps, see the SNMP Traps
topic in the Administering Your VirtualWisdom Portal section of the VirtualWisdom
Administrator Guide.

Cases

Cases are used to group alarm events.
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VirtualWisdom  Alarms > Open Cases

[21387] CPU Utilization Topology || Close Case
.
@)
O Overview Latest Alarms case Severity: ((LJdITR) Case watchers @) Investigations (2)
e
Je N
Entity & Impacted Applications: Show Primary Threshold for: CPU Utilization Alarm Threshold Runaway process
= Not Started
= ESXVM EHR-App-01 Created 11/05/2019 10:21:23 AM PST
— Insufficient vCPU for the
©) |mpacted Applications: workload on this VM?
Not Started
SQL Cluster 2 Y i %) 10More ~ Created 11/05/2019 10:21:24 AM PST
A % (Platinum) " (Platinum) < o eate 21
Alarm Statistics for All Triggered Rules:
N
M Total Alarms: 21750 over a month
First: 03/30/2020 11:15:00 AM PDT

MostRecent:  05/14/2020 11:59:00 AM DT | EXEEED

Primary Rule

Tier 0 Compute ESX VM CPU Utilization

Monitors ESX Virtual Machine (VM) CPU Utilization. Triggers if the CPU exceeds 98% utilization for 3 15-minute
interval.

CPU Utilization  Alarm when more than 98% for 15 mins - EHRADPO1% CPUUsage  — CPU Utiizstion Alarm Thveshold

Total Alarms: 21750 over a month
Frst: 03/30/2020 11:15:00 AM POT
MostRecent:  05/14/2020111:59:00 AM PDT

External Case

External Case ID.

Notes

Cases let you handle issues that arise and are identified through alarms that are triggered
based on the defined alarm rules. Cases are opened when an alarm is triggered and are
comprised of groupings of alarms to minimize the noise-to-signal ratio.

View open cases by selecting the Open Cases button. A list of all open cases is displayed,
sorted by the Most Recent Occurrence date.

Table 7. Open Case List View Fields

Column ID Definition

Severity Alarm Severity

Case ID VirtualWisdom Case ID

Case Type VirtualWisdom Case Type

Entity Entity affected by the case

Entity Type Entity type affected by the case

External Case ID Text entry box for tracking a ticket number from an external ticketing system

Open On Date and time case opened
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Column ID Definition

Most Recent Occurrence Last date and time case updated

You can sort the list view by these fields: Severity, Case ID, Case Type, Open On, and Most
Recent Occurrence. Click the down arrow to expand the row and view description and
number of occurrences. Drill down on a row to view the open case.

VirtualWisdom  Alarms > 0 1 virtana Training

Open Cases - Archived Cases | Rules | | C' Help

e
(@)
e SopdbyAtheseltields =
e
oo
- Severity CaselD CaseType | Entiyrype | external casera Most Recent Occurrence 4
= ~
= » [0 O critical 33944 Num of Power Supply Failures pm-isilon-sim:1 Isilon Node INC0588392 05/13/2020 08:31:00 PM POT 05/14/2020 12:03:00 PM PDT
@ » O O critical 24108 ISCS| Avg Write Completion Time Order Manager Application INC0556672 04/14/2020 07:59:00 PM PDT 05/14/2020 12:03:00 PM PDT
» O Warning 24197 ISCS! Write Payload Rate iSCSI_LIF_1-C110.20.10.87 1P Address INCOS56669 04/14/2020 07:54:00 PM PDT 05/14/2020 12:03:00 PM PDT
, Warning 24196 SC51 Write Payload Rate ISCSI_LIF_2:C110.20.10.88 1P Address INCOS56668 04/14/2020 07:53:00 PM PDT 05/1472020 12:01:00 PM PDT
» O Warning 28479 STS Avg Read Completion Time ERP-ETL Application INCO569608 04/26/2020 09:56:00 AM PDT 05/14/2020 12:01:00 PM PDT
» O Warning 15894 Cluster % /ifs Unavailable pm-isilon-sim Isilon Cluster 02/08/2020 02:00:00 PM PST 05/14/2020 12:00:00 PM PDT
» O O critical 2139 Link Buffer-to-buffer Credits PURE-CTO-FCO. Storage Port 03/30/2020 11:55:00 AM PDT 05/14/2020 12:00:00 PM PDT
D O critical 21387 CPU tiization EHRADD-01 Drill down to view open case 03/30/2020 11:15:00 AM PDT 05/14/2020 11:59:00 AM PDT

Case Type: CPU Utilization

Descriptio: cpu unization for svkap-0t EXpand to see description and # of occurrences

Occurrences: 21750

» [0 O critical 21376 cPU Utilization EHR-DB-01 ESXVM 03/30/2020 09:15:00 AM PDT 05/14/2020 11:59:00 AM PDT
» O critical 21388 CPU Utilization EHR-APP-02 ESXVM 03/30/2020 11:15:00 AM PDT 05/14/2020 11:59:00 AM PDT
» O Warning 21401 Port Utilization PURE-CTO-FCO Storage Port 03/30/2020 12:00:00 PM PDT 05/14/2020 11:55:00 AM PDT
» O Warning 34145 Port Utilization PURE-CTO-FC1 Storage Port 05/14/2020 11:55:00 AM PDT 05/14/2020 11:55:00 AM PDT
3 Warning 34139 Port Utilization PURE-CTO-FC1 Storage Port 05/14/2020 11:55:00 AM PDT 05/14/2020 11:55:00 AM PDT
» O Warning 34140 Port Utilization PURE-CT1-FCO Storage Port 05/14/2020 11:55:00 AM PDT 05/14/2020 11:55:00 AM PDT
» O Warning 34147 Port Utilization PURE-CT1-FCO Storage Port 05/14/2020 11:55:00 AM PDT 05/14/2020 11:55:00 AM PDT
» O Warning 34141 Port Utilization PURE-CT1-FC1 Storage Port 05/14/2020 11:55:00 AM PDT 05/14/2020 11:55:00 AM PDT
, Warning 34148 Port Utilization PURE-CT1-FC1 Storage Port 05/14/2020 11:55:00 AM PDT 05/14/2020 11:55:00 AM PDT

The Latest Alarms tab shows you a list of the most recent alarm events. It includes the
alarm rule that triggered the alarm, the metric being monitored, the threshold, and the
metric value that triggered the alarm.
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Latest Alarms

o}

Timestamp 4

05/14/2020 11:59:00 AM PDT
05/14/2020 11:58:00 AM PDT
05/14/2020 11:57:00 AM PDT
05/14/2020 11:56:00 AM PDT
05/14/2020 11:55:00 AM PDT
05/14/2020 11:54:00 AM PDT
05/14/2020 11:53:00 AM PDT
05/14/2020 11:52:00 AM PDT
05/14/2020 11:51:00 AM PDT
05/14/2020 11:50:00 AM PDT
05/14/2020 11:49:00 AM PDT
05/14/2020 11:48:00 AM PDT
05/14/2020 11:47:00 AM PDT
05/14/2020 11:46:00 AM PDT
05/14/2020 11:45:00 AM PDT
05/14/2020 11:44:00 AM PDT
05/14/2020 11:43:00 AM PDT
05/14/2020 11:42:00 AM PDT
05/14/2020 11:41:00 AM PDT
05/14/2020 11:40:00 AM PDT
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Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization
Tier 0 Compute ESX VM CPU Utilization

Tier 0 Compute ESX VM CPU Utilization

Metric

| Metric

OS5 Instance CPU Utilization

05 Instance CPU Utilization

05 Instance CPU Utilization

OS Instance CPU Utilization

OS5 Instance CPU Utilization

05 Instance CPU Utilization

05 Instance CPU Utilization

©5 Instance CPU Utilization

05 Instance CPU Utilization

05 Instance CPU Utilization

OS Instance CPU Utilization

©5 Instance CPU Utilization

05 Instance CPU Utilization

05 Instance CPU Utilization

OS5 Instance CPU Utilization

05 Instance CPU Utilization

05 Instance CPU Utilization

OS Instance CPU Utilization

OS5 Instance CPU Utilization

©5 Instance CPU Utilization

Alarm threshold
value

‘ Threshold

Cases

CRITICAL Case Watchel

| vohe

Measured
value

[ B

Daily email summaries of open cases (the Alarm Digest) are sent to individuals with the
vw-admin role every day at 5:00 AM. The email contains summary details of open cases
and occurrence details for the last 24 hours. Closed cases are filtered from the view.

Email preferences for the Alarm Digest can be set in the user profile. Navigate to
Preferences > Alarms, Case Management and Health.

Alarms, Case Management and Health

Edit
1||||I| r-tana Tralnlne';: hd Subscribe to Alarm Digest Yes
Subscribe to Archived/Aged Out Case Summary Yes
Receive VirtualWisdom Health notification emails Yes
Preferences Case Watcher Email Notifications All
Case Watcher Popup Notifications All
Preferred Email Format Rich HTML

User Guide

Configuration Checklist

About

Sign Out

You can set your alarm notification preferences in Account Information.
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Open Case Page

Overview Tab

Cases

The Overview tab displays summary information for the open case. It displays the
impacted entity, applications and tiers. It shows you statistics such as total number of
alarms and first and most recent alarm date and time. It also shows you the primary rule
that triggered the alarm along with statistics for that alarm rule.

[21387] CPU Utilization

Overview Latest Alarms

Entity & Impacted Applications:

ESX VM EHR-App-01 . . . .
B Impacted entity, applications, tier

Impacted Applications:

SQL Cluster 2.
¥ (Platinum)

Snow Proxy Test 1
(Platinum)

| &

‘ & | 10More +

Alarm Statistics for All Triggered Rules:

Alarm statistics

Total Alarms: 21750 over a month
First: 03/30/2020 11:15:00 AM PDT
Most Recent:  05/14/2020 11:59:00 AM PDT

Primary Rule . .
Rule triggering the alarm

Tier 0 Compute ESX VM CPU Utilization

Monitors ESX Virtual Machine (VM) CPU Utilization. Triggers if the CPU exceeds 98% utilization for a 15-minute

interval.

CPU Utilization  Alarm when more than 98% for 15 mins.
Total Alarms: 21750 over a month

Fist: 03/30/2020 11:15:00 AM POT
Most Recent:  05/14/2020 1155100 AM PDT

Show Primary Threshold for: CPU Utilization Alarm Threshold

Master/Detail trend charts

View topology | e
Case Severity: case Watchers @)

5 CPU U

uuuuuuuuuuuuuuuuuuuuu

1. May

External Case

External Case ID

Notes

save

External case information, e.g., ServiceNow

Investigations (2)

Runaway process?
Not Started

Created 11/05/2019 10:21:23 AM PST

Insufficient vCPU for the

workload on this VM?

Not Started
Created 11/05/2019 10:21:24 AM PST

Investigations

To the right, the Master/Detail Trend Chart displays a chart of the last alarm event and a
chart below that displaying a 2-week summary of the data.
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100 + Zoom to Latest Alarm

Zoom To Last Two Hours

75 ! Export g

EHR-App-01
% CPU Usage
%
|

o & & - - + & &
& o) o a? ]
e «TQQ st R A N a® W
1l
1l
4. May 11. May
+— EHR-App-01/% CPU Usage CPU Hilization Alarm Thresheold

The Master/Detail Trend Chart shows you the alarm data for the last alarm event. Two
hours of data are displayed by default. Under this chart is another chart that displays the
last two weeks of alarm data to help you see when the issue started. You can also set the
chart to show the latest alarm or the last two hours of data by clicking the hamburger icon
and selecting Zoom to Latest Alarm or Zoom To Last Two Hours.

Use Export to export the chart data as a PNG, JPG, PDF, SVG, CSV or copy it to the
clipboard.

At the top, the case severity is displayed and a link to see which users are watching the
case. Click on Case Watchers to add your name or another user as a case watcher.
Information on watched cases will appear in your notifications pane (click on alarm bell).

The Topology button takes you to a topology view of the impacted entity while the Close
Case button lets you close the case.

Topology Close Case

On the far right is a pane that displays investigation workflows designed to help you
troubleshoot the alarm.
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Investigations (2)

Runaway. process?

Mot Started
Created 11/05/2019 10:21:23 AM PST

Insufficient vCPU for the
workload on this VM?

Mot Started
Created 11/05/2019 10:21:24 AM PST

The external case section at the bottom provides information on incident tickets that may
have been opened in an external system. VirtualWisdom opens tickets in ServiceNow and
displays the external case information here if ServiceNow has been integrated.

External Case

External Case ID

MNotes

Save

Archived Cases

An archived case is a case that was closed by the user or archived by the VirtualWisdom
platform.

Opencases | ArchivedCases | rues | | C

2 NOTE

The default archival interval for open cases (when the case is archived) is 21
days, and an email notification is automatically sent to all VirtualWisdom
Administrators.
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Table 8. Archived Case List View Fields

Column ID

Severity

Case ID

Case Type
Entity

Entity Type
External Case ID

Status

Open On

Archived On

Definition

Alarm Severity

VirtualWisdom Case ID

VirtualWisdom Case Type

Entity affected by the case

Entity type affected by the case

Archived Case Status (Archived, Closed)

Date and time case was opened

Date and time case was archived or closed

Cases

Text entry box for tracking a ticket number from an external ticketing system

You can sort the list view by these fields: Severity, Case ID, Case Type, Status, Open On,

and Archived On. Drill down on a row to view the archived case.

Archived Cases

[o}

Severity
Warning
O critical
O critical
O critical
0 critical
Warning
0 critical
Warning
0O citical
O critical
0 citical
O critical
O critical
O critical
O crtical
O critical
O critical
O critical
O crtical

O ciitical

| casem

51617

21539

21444

40965

47732

15894

46713

46714

46710

46712

46708

46700

44523

42668

45003

43074

44425

44424

44423

44419

Case Type
ISCS! Write Payload Rate
Exchange Performance
CPU Utilization

CPU Utilization

% CPU Ready

Cluster % /ifs Unavailable
Link Errors

Link Errors

Link Transmission Errors
Link Errors

Link Transmission Errors
Link Transmission Errors

Capacity Forecast Alarm

SCSI_UF_2C10.20.10.8
siing Drill down to view case
syslab-esx04.lab.vi.local

syslab-esx06.lab.vilocal

Ordering System

pm-isilon-sim

max1955_105

UMAX1955.5G1

syslab-esx05

max1955_1D4

syslab-esx06

syslab-esx04

syslab-esx01-local

% CPU Ready

Avg NFSV3 Write Completion Time
Average Performance

Average Performance

Average Performance

Average Performance

lab lab.vilocal
Ordering System
Order Manager
1020.14.107
1020.14.104
102014106

Win1 OEnt_Mgnt_Vitoo:4000:10.20.12.69

Entity Type
1P Address
Application
ESX Host
ESXHost
Application
Isilon Cluster

Storage Port

Storage /0 M...

Host
Storage Port
Host

Host

ESX Datastora
ESX Host
Application
Application

1P Address

1P Address

1P Address

1P Address

External Case Id

INC0962779

INC0490165

INC0489823

INC0821585

INC0920152

INC0903134

INC0903135

INC0903123

INC0903123

INC0903121

INC0903122

INC0884399

INC0862541

INC0897026

INC0880064.

INC0883772

INC0883771

INC0883770

INC0883744

Archived

Archived

Archived

Archived

Archived

Closed

Archived

Archived

Archived

Archived

Archived

Archived

Archived

Archived

Archived

Archived

Archived

Archived

Archived

Archived

Open Cases  Archived Cases

07/27/2020 08:40:00 PM PDT
11/06/2019 10:45:00 AM PST
11/05/2019 05:56:00 PM PST
02/07/2020 11:32:00 AM PST

06/06/2020 12:41:00 AM PDT

Rules c Help

Archived On 4
08/26/2020 12:00:00 AM PDT
07/08/2020 12:00:00 AM PDT

07/08/2020 12:00:00 AM PDT

PM PDT

05/17/2020 12:40:00 AM PDT

05/17/2020 12:40:00 AM PDT

05/17/2020 12:40:00 AM PDT

05/17/2020 12:40:00 AM PDT

05/17/2020 12:40:00 AM PDT

05/17/2020 12:40:00 AM PDT

04/10/2020 12:00:00 AM PDT

03/08/2020 05:03:00 PM PDT

05/02/2020 02:02:00 AM PDT

03/31/2020 04:28:00 PM PDT

04/08/2020 04:10:00 PM PDT

04/08/2020 04:10:00 PM PDT

04/08/2020 04:10:00 PM PDT

04/08/2020 03:33:00 PM PDT

125 AM PDT

06/12/2020 12:00:00 AM PDT

06/12/2020 12:00:00 AM PDT

06/12/2020 12:00:00 AM PDT

06/12/2020 12:00:00 AM PDT

06/12/2020 12:00:00 AM PDT

06/12/2020 12:00:00 AM PDT

06/12/2020 12:00:00 AM PDT

06/03/2020 12:00:00 AM PDT

06/02/2020 12:00:00 AM PDT

05/23/2020 12:00:00 AM PDT

05/23/2020 12:00:00 AM PDT

05/23/2020 12:00:00 AM PDT

05/23/2020 12:00:00 AM PDT

05/23/2020 12:00:00 AM PDT

Archived cases cannot be deleted using the Ul. Archived cases age out automatically after

which they are no longer visible on the Archived Cases page.
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Archived Case Page

Overview Tab

Cases

The Overview tab displays summary information for the archived case. It displays the
impacted entity, applications and tiers. It shows you statistics such as total number of
alarms and first and most recent alarm date and time. It also shows you the primary rule

that triggered the alarm along with statistics for that alarm rule.

[22607] CPU Utilization (Closed)

Overview Latest Alarms

Entity & Impacted Applications:

ESX Host syslab-esx05.lab.vi.local
in ProdPlatinum Impacted entity, application, and tier
impacted Applications:

eCommerce
&

(Platinum)

OrderProcessing Conflict

(Platinum) b JiMore =

Alarm Statistics for All Triggered Rules:

Total Alarms: 18 overa year
First: 01/13/2021 06:06:00 PM PST

MostRecent:  11/22/2019 01:31:13 PM PST

Alarm statistics

Primary Rule

Rule triggering the alarm
Tier 0 Compute ESX Host CPU Utilization

Monitors ESX Host CPU Utilization. Triggers if the CPU exceeds 90% utilization for a 15-minute interval.
CPU Utilization Alarm when more than 70% for 5 mins.
Total Alarms: 18 overa day

First: 01/13/2021 06:06:00 PM PST
Most Recent:  01/14/2021 08:16:00 PM PST

External Case

External Case D INCOS534858 External case information, e.g, ServiceNow

Notes Created by VirtualWisdom

At the top, the case severity is displayed and a link to see which
case.

The Topology button takes you to a topology view of the impact
Case button lets you close the case.

The external case section at the bottom provides information on

Case Severity: UYGQIINY cCase Watchers (@)

View topology

Investigations (2)

vSphere cluster imbalanced in
CPU_utilization?
Closed - Unrelated
Closed 11/13/2019 06:16:12 PM PST
DD
Are there VMs on this ESX host
that have runaway.processes?
Not Started
Created 11/13/2019 06:12:45 PM PST

users are watching the

ed entity while the Close

incident tickets that may

have been opened in an external system. VirtualWisdom opens tickets in ServiceNow and
displays the external case information here if ServiceNow has been integrated.

On the right is a pane that displays the investigation workflows that may have been used

to troubleshoot the alarm.
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Investigations (2)

vSphere cluster imbalanced in
CPU utilization?

Closed - Unrelated

Closed 11/13/2019 06:16:12 PM PST
a year ago

Are there VMs on this ESX host
that have runaway processes?

Mot Started
Created 11/13/2019 06:12:45 PM PST

The Latest Alarms tab shows you a list of the most recent alarm events. It includes the
alarm rule that triggered the alarm, the metric being monitored, the threshold, and the
metric value that triggered the alarm.

[22607] CPU Utilization (Closed)

Latest Alarms CRITICAL Case Watcher:

Rule triggering e emeasares Alarm threshold

the alarm value
Timestamp 4 Metric Threshold

Measured value

01/14/2021 08:16:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 70.396

01/14/2021 08:15:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 725
01/14/2021 08:14:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 71.852
01/14/2021 08:13:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 75.604
01/14/2021 08:12:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 70.984
01/13/2021 06:18:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 72.006
01/13/2021 06:17:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 74172
01/13/2021 06:16:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 76.884
01/13/2021 06:15:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 78.632
01/13/2021 06:14:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 77.89
01/13/2021 06:13:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 77.974
01/13/2021 06:12:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 75.104
01/13/2021 06:11:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 73.742
01/13/2021 06:10:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 73648
01/13/2021 06:09:00 PM PST Tier 0 Compute ESX Host CPU Utilization ESX Host CPU Utilization 70 73.548
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Investigations

Investigations help guide you through a troubleshooting exercise. Each investigation is

designed to look for one root cause, and the title should be answered by the content/
troubleshooting within.

Investigations are associated with VirtualWisdom standard alarm rules and are unique to
the entity type and metric defined for the alarm rule.

Investigations are found on the Open Case page in a panel on the right side of the page.

[21387] CPU Utilization

Topology || Close Case

Overview Latest Alarms

case Severity: (LYl Case watchers @) Investigations (2)

Entity & Impacted Applications:

ESXVM EHR-APP-01
in Prodplatinum

Impacted Applications:

% SQL Cluster 2 % Snow Proxy Test 1
¥ (Platinum) ' (Platinum)

Alarm Statistics for All Triggered Rules:

Total Alarms: 21750 over a month
Fist: 03/30/2020 1115100 AM POT
Most Recent:  05/14/2020 1 1:59:00 AM PDT

Primary Rule

Tier 0 Compute ESXVM CPU Utilization

Monitors ESX Virtual Machine (VM) CPU Utilization. Triggers if the CPU exceeds 98% utilization for a 15-minute
interval.
CPU Utilization  Alarm when more than 98% for 15 mins

Total Alarms: 21750 over a month
Fist: 03/30/2020 1115100 AM POT
Most Recent:  05/14/2020 1 1:59:00 AM PDT

&  10More ~

Show Primary Threshold for: CPU Utilization Alarm Threshold -

4. May 1. May

External Case

External Case ID

Notes

Runaway process?

Not Started
Created 11/05/2019 10:21:23 AM PST
Insufficient vCPU for the
workload on this VM?

Not Started
Created 11/05/2019 10:21:24 AM PST

The Investigations panel lists all available investigations for an open case and provides
the investigation name, when it was created, and its status. Click on the investigation

name to open the investigation window.
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Investigations (2)

vSphere cluster imbalanced in
CPU utilization?

Closed - Pertinent

Closed 03/21/2020 07:04:13 PM PDT
2 months ago

Are there VMs on this ESX host
that have runaway processes?

Mot Started
Created 11/05/2019 06:02:20 PM PST

There are two types of investigations: Automatic and Manual.

e An automatic investigation performs root-case analysis using Analytics like VM
Coordinator or Trend Matcher and provides solutions to the issue being investigated.
The results of the analysis are displayed in the investigation window. In some cases,
automatic investigations recommend that you run additional analytics or perform
specific actions to resolve the issue.
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Closed - Pertinent Closed 03/21/2020 07:04:13 PM PDT; 2 months ago %

vSphere cluster imbalanced in CPU utilization?

Case: 21444, CPU Utilization
ESX Host syslab-esx04.lab.vi.local

Automatic investigation

g VirtualWisdom  03/21/2020 07:02:29 PM PDT

Common causes of High ESX Host CPU Utilization

An imbalanced vSphere Cluster, where multiple CPU-intensive WMs are
hosted on a single ESX Host
One or more VMs have runaway processes consuming CPU resources

5 VirtualWisdom  03/21/2020 07:02:29 PM PDT
Updated status: Active Investigation

Analyzing allocation of VMs across the cluster ...

g VirtualWisdom  03/21/2020 07:04:13 PM PDT
Updated status: Closed - Pertinent

Ran VI Coordinator to see if some VMs can be mowved to another host in the

cluster.

Ran VM Coordinator E

VM Coordinator Recommendation

Move 5 VMs

1002942019 702 pm to 11/05/2018 6:02 pm POT j{ilelrl.ﬁlxl ﬁﬁ?.l?'.s.!.g..
WMs to Move From To

SYSLAB-VC2 . syslab-esx06 labvi . : syslab-esx04 labvi .
VW-PM-Master syslab-esx04 lab.vi... syslab-esx06.1ab.vi...
ERP-ETL-DB-01 . syslab-esx05labvi - syslab-esx04 labvi
FinanceMS syslab-esx06. lab.vi._. syslab-esx04 lab.vi._.

supply-warehouse-tl syslab-esx04 lab.vi... syslab-esx06. lab.vi...

7 virtana VirtualWisdom User Guide 6.

2 WMs from this host can be moved to another host in this cluster.




Chapter 11  Alarms and Cases Investigations

e Manual investigations provide guidance on the steps required to discover an issue's root
cause. ,Background on the issue, common causes, relevant charts, and suggested steps
are displayed in the manual investigation window.
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Chapter 11  Alarms and Cases

Mot Started

Are there VMs on this ESX host that have runaway processes?

Case: 21444, CPU Utilization
ESX Host: syslab-esx04.lab.vi.local

7 virtana

Manual investigation

? VirtualWisdom  11/05/2019 06:02:29 PM PST

Common causes of High ESX Host CPU Utilization

An imbalanced vSphere Cluster, where multiple CPU-intensive VMs are

hosted on a single ESX Host
Cne or more VM= have runaway processes consuming CPU resources

How to determine if there are there VMs on this ESX host that
have runaway processes

Observe the following chart which plots all the virtual machine's CPU utilization
on this ESX Hest over the last 24 hours

Provides troubleshooting steps E

) = = |

e

W

Wil CPU Wtilization

[
=
EBQ?":\ ‘ﬂl ﬂ E@ﬂ:\ ﬂlﬂgvﬁx

«- EHR-DB-01 EHR-App-02
=- EHR-App-01 = supply-warehouse-app-01

supply-chain-etl-app-02 == Order Manager App 01

VW-NVMe = Order Manager App 03
w— |15 W10 Host = S0QL W10 Host

If the CPU utilization trend for any single VM appears to stay fixed at one CPU
level over a2 long pericd of time (a day or more), this is usually an indication of a
runaway process present on this Vi,

How to resolve VMs with runaway processes

» Contact the server administrator to ensure the process is truly runaway.
& Terminate the runaway process.

VirtualWisdom User Guide 6.
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Chapter 11  Alarms and Cases Investigations

Link to Analytics

Manual investigations may display a link to a VirtualWisdom Analytic for further
troubleshooting and resolution steps. Click on the link to open the analytic.
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Chapter 11  Alarms and Cases Investigations

Not Started Created 12/05/2019 05:28:06 PM PST %

s this queue depth setting too high?

Case: 29599, Queue Depth
Host: SQL-DE-001

7 virtana

3 VirtualWisdom  12/05/2019 05:28:06 PM PST

What is HBA queue depth?

HBA gueue depth is a configurable parameter on the host side that determines
the number of concurrent requests that can be outstanding to a single Target for
a single LUN at one point in time. This concurrency has a significant impact on
the overall performance of the storage system. Too few outstanding items and
the storage device will not be utilized fully and work will not be completed as
quickly as it could be. Too many outstanding items and the response time will
degrade rapidly causing slow response time.

Little's Law shows us that any queued system where the input grows at a faster
rate then the output, the time waiting in queue grows toward infinity. This can be
translated to storage port queues, in that as the number of I/O requests in the
queue increase, their respected wait times increase exponentially. In any
exponential growth graph, there is always a2 dogleg curve. Points before the
curve experience (in the storage port gueue example) minimal increases to wait
times as the queue grows. Points on or past this curve exhibit rapidly
deteriorating response times as the queue continues to grow linearly.

Since the queue depth setting is per Target - LUN, if the gueue depth is set to 32,
and the host has 10 LUNs, then the HBA can issue 320 outstanding 1/0 requests
to that port. If each HBA is zoned and masked to two storage ports, and the host
has two HBAs then the single host could have 1280 outstanding requests to each
storage array it attaches to. Often times, a storage port will service multiple
hosts, each with multiple LUNs. The risk of overrunning the storage port and
impacting response time is a2 very real concern in a8 SAN environment.

How to determine the optimal HBA queue depth setting

Run the Queue Solver analytic (button below) for the host (or hosts) zoned to the
impacted storage array.

How to resolve a queue depth issue

The Queue Solver analytic will make suggestions on the proper HBA setting to
optimize throughput and performance.

VirtualWisdom User Guide 6.7
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Chapter 11  Alarms and Cases Investigations

The analytic window is displayed, and the analytic engine is populated with the entity
associated with the case and investigation. The investigation window remains open as

you navigate in the analytic and can be moved via drag/drop if necessary. You can also
close the window using the x on the upper right corner.

Queue So Iver 05/12/2020, 02:22pm to 05/13/2020, 02:22pm = |

Conversation

MName

5QL-DB-001

Add

Not Started Created 12/05/2019 05:28:06 PM PST 3

Is this queue depth setting too high?
Case: 29599, Queue Depth
Host: SQL-DB-001

Little's Law shows us that any queued system where the input grows at a faster

~
rate then the output, the time waiting in queue grows toward infinity. This can be

Tracking Investigation Status
The status of an investigation can be tracked and changed through the troubleshooting

process. The status is displayed at the top and bottom of the investigation window. Click
on the down arrow next to the status to change the status.
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Chapter 11  Alarms and Cases Investigations

Mot Started Created 11/05/2019 06:02:29 PM PST X
Are there VMs on this ESX host that have runaway processes?
Case: 21444, CPU Utilization
ESX Host: syslab-esx04.lab.vi.local
Ll
3 virtualWisdom  11/05/2019 06:02:29 PM PST
Common causes of High ESX Host CPU Utilization
An imbalanced vSphere Cluster, where multiple CPU-intensive VMs are
hosted on a single ESX Host
One or more VMs have runaway processes consuming CPU resources
How to determine if there are there VMs on this ESX host that
have runaway processes
Observe the following chart which plots all the virtual machine’'s CPU utilization
on this ESX Host over the last 24 hours
+~ EHR-DBE-01 EHR-App-02
=~ EHR-App-01 = supply-warehouse-app-01
supply-chain-etl-app-02 == Order Manager App 01 W
Save
VirtualWisdom User Guide 6.7 358
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Chapter 11  Alarms and Cases Investigations

Choose from the following statuses:

Mot Started
P Active Investigation
@ Waiting
Postponed
Closed - Root Cause
Closed - Pertinent
Closed - Unrelated

Enter a note in the comments field then save your changes.

Opened ticket in ServiceMow to download and runVM move script Save

The activity is displayed in the Investigation pane.

. vitraining  05/13/2020 02:15:02 PM PDT
Updated status: Waiting

Opened ticket in ServiceMow to download and runVM move script
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Infrastructure Assessment
Workflow

You can use the following starting points to manage your infrastructure, identify and
troubleshoot issues, manage capacity, balance workloads, and ensure availability:

1. Topology [361]

2. Alarms [364]
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Chapter 12 Infrastructure Assessment Workflow Starting from Topology

3. Analytics [365]

4. Dashboards [369]

Starting from Topology

Topology shows you the relationships between your entities, where there are problems,
and lets you view basic metric trends.
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Chapter 12 Infrastructure Assessment Workflow Starting from Topology

VirtualWisdom Tapology H Wirtana Training =

New Topology =- C || new || sme - ey

View application - Fibre Channal - < 8 8 O [F 8 eport -

= vowrse
=

Why start in Topology?

1. You are responsible for a defined infrastructure component, e.g., “these storage arrays,
this ESX cluster™.

2. You prefer visual representations that show you the components rather than list views
or report charts.

3. You care about what is going on in the infrastructure right now.

Getting started

If you're planning to start your workflow in Topology, it's recommended that your define
Topology views that are aligned with the infrastructure you need to review.

Filter the view for a storage array

For example, as a Storage Administrator, you may need to determine if there are problems
with a specific storage array.

Show infrastrecturne Related toc

gz
E VRXATSD
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Chapter 12 Infrastructure Assessment Workflow Starting from Topology

From the Topology page, search for the storage array you want to filter for. The Topology
view shows you the infrastructure related to that storage array.

Select an infrastructure type-specific view

You may want to view only a specific infrastructure, e.g., "l only care about the Fibre
Channel infrastructure supporting our applications:

View Application - Fibre Channel -

In this case, you can select a view that shows you only that infrastructure type.
Save your topology

Once you have set your filters and view, save your Topology for future use:

VNX9759 FC =- G ne (oo ] woe -
View Application - Fibre Channel - < S @ 3 @ [7 8 Export v
Storage Array | Search. ¥
[ r - ‘? E VNXSTS9

Using the view to review your infrastructure

Now you can use the view to see where issues exist in your infrastructure:

@&l

Multiple storage ports have issues

) §l—:
)

Open Cases - VNX9759_A4

e VNXS759 (Storage Array) i | eomyvas | mype [ e
- ° P port Utilization VNX9759.A4  Port Utilization 139 02/27/2020 11:50:00 AM UTC
: VX758, Uink Buffer-to-buffer Cradits  VNX9758_A4  Link Buffer-to-bu... 1 02/22/2020 11:27:00 AM UTC

__) o'—"

Open Cases - VNX9759_A5

L OUNXeTEE_AS |
wioary VNXG7 59_84 ; Rule Name: | | Ocaurren... Last Occurrence.
- 3 Port Utilization VNX9759 AS  Port Utilization 93  02/27/2020 11:50:00 AM UTC
View Open Cases ; [
H — Link Buffer-to-buffer Credits VNX9759_AS Link Buffer-to-bu.. 1 02/22/2020 11:27:00 AMUTC
VNXS758_84
Exclude this Storage Port
"M Open Entity Page
Show Properties : - )
: —
Show Trends 1 UNX9T58_85
o VNXQ750 .......
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Starting From Alarms

Alarms show you all the cases open against your infrastructure, organized by entity type,
tier, and when it occurred.

Virtana Training =

Cases and Alarms OpenCases | Archived Cases | Rules | | O Help
(£)
b Recent Open Cases O
e Total # of Open Cases
ot CRIICAL
32 -
=]
= curence
2S00 PM UTC
Ej = CRmeaL @
l'.-...- Top 10 Entity Types with Open Cases

Host

CRIMCAL )

Starage Fart

HEA Part

Last Documen

Excrange Perfeemance, £1 eccurrentes QIR0 07120 P e

Application
L2581 Exchange Performance CRIMCAL )
Hasz SWCS_UCS1S

ESX Host

La e
Exchange Pertormance, 1363 ocourrences OIATI000 0431 00 BM LT

5 crmcaL )
Open Cases by Tier

Last Dezurmence
Tiar 0 OIZTI020 0310200 FM UTC

ner 1 [

CRTICAL )

Tiar 3

Tier 2 B RS R T Lar ne
_— o i

911 Exchange Performance crmcaL )

Why start in Alarms?

¢ You have responsibility for a broad range of infrastructure, e.g., "l want to see all the
alarms on all applications".

e You prefer a list view to a graphical view.

e You want to see historical data on alarms, or want to see the most recent alarms.

Getting started

The Alarms home page is useful for viewing alarms against entity types or viewing the
most recent alarms.

¢ Drill down on an entity type to see all the alarms on that type.

e Use the Open Cases view to sort the alarms by severity, case type, entity and entity
type, and when the case was opened.

e The search field can be used for filtering. Enter an entity type, entity name, case type, or
severity.

Example: "Show me all cases based on the Memory Utilization rule type:
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Open Cases

Q, memory utilization

l Severity 4 Case D Case Type
» 1 [ O critical 4262 Memory Utilization vi-sves-ucsi12wvilocal
v [ O ciitical 4196 Memory Utilization vi-sves-ucs16.vilocal

Review the open case details

Drill down to view the open case data, review topology, and conduct investigations.

[27592] Memeory Utilization

Topology Close Case

Overview

i View alarm history Case severity: ((JSMMEN) Cosewatchers @) | Investigations (2)

Entity & Impacted Applications:

s the vsphere Cluster balance®

I
hold Alarm Threshold ». i 2 H
- reshol Julk. mory. pe AECTIVE
Y from a memory. perspective? View topolo
ESX Host vi-sves-ues1d.vi.local (host-1221) ok Statec)
In SVCS_Prod2 H Creared 0212472020 042616 PM UTC
- ~ Impacted I et Y St consuing
i < - a 2 excessive amounts of memory?
eyt applications e o sres W
¥ (mier 1) 8 ute USe
i3 1
Alarm Statistics for All Triggered Rules: EH \ \ . - -
i, \ investigation to
Total Alarms: 39 over an hour I
First: 0212412020 04:20:00 PM UTC 2 troubleshoot
Most Recent:  02/24/2020 05:18:00 PM UTC : | E——
Primary Rule ! ! !

Tier 1 Compute ESX Host Memery Utlzation )
Monitors ESX Host Memory utilization, Triggers if the host exceeds 96% of its available ) s

memory for a 15-minute interval. e 20 e View trends for
Memory Utilization  Alarm when mere than 96% for 15 mins =5 - = Aarn Theasieck

the last event or
Total Alarms: 39 over an hour
First: 02/24/2020 04:20:00 PM UTE the |C|St 2 wee |(S

Mmost Recent:  02/24/2020 05:18:00 P uTC XTI

External Case

External Case ID

Starting From Analytics

Use Analytics to identify issues and assess infrastructure balance and capacity.
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VirtualWisdom

Infrastructure Assessment Workflow

Starting From Analytics

. Analytics.
)
o2 Problem Resolution and Avoidance
‘2
[

Event Advisor
Provides a list of events across your
Infrastructune, prioritized by most impactfd to

your 40 yous krvon
are mest critical 1o address. Use the cutput
With Trend Matcher for roct Cause analysis.

Workload Infrastructure Balancing

VM Coordinator

Revtews historical data to identsy optimal
7 3 chst

Workload Analysis
Craates & workicad simulaticn file based on
wser-supplied information about an appication

o crhast and transfers the informuation b

WorkiRadEREm. Lise 10 provide realtitic
weekioad simulations to replay in a b to
aszezs and resoive lssues o b0 test new

Why start with Analytics?

Trend Matcher

Correlates user-selected trands {for examphe,
unuzual everits bke spikes or dips) to other
related gcthvity in the eevisenment, Use this
infirmation in 1ot cause analysis b determing
how entities in your
ather,

B oo

Storage Port Balancer
identifies overioaded FC storage ports and

Waorkload Right Sizer

Analyras CPU ared maneory In yours winuaized
environment and recommends buning

ts that you can execute via a seript
contrel, Lise 16 enure Bve hghes
[ ypenisor utdization without
Impacting produxtion.

ampiates | Wi AN OutpuLs

Recent Qutput G

@ Untitled - 03262030
Capscity Forerast

Owner: samisisranar

& Untitled . 02262020
Capaciy Foracait

@ Untitled - 0226/ 2000
Capaciy Auditor

Owner. adrminiiiranar

& Untitied - 032472000
Capacry Auditor

Dwner. admisismanas

Createa
OIATION0 082351 PM LTC

Creaned
S0 055035 P LTC

Creameg
LIRTOBH 05 ST P LT

Cowaens
OIATION0 073410 P LTC

@ [Case 827585 Link Buffer.1o.Buffer Credits - StoragePort

Trand Matehar

Ouner.

Coeaned
2B 347 I LTE

@ [Cose #27584] Link Bulferdo.Buffer Credits - StoragepPort,

Trand Matcher

mear:

Crvaoed
OR/TON 0N IAST FM LT

@ [Case #27586] Link Bulter-to-Buffer Credits - StoragePort

Trend Matcher

Gwrer

¢ You have a specific problem or situation in mind, e.g., multipathing failure, buffer credit
starvation, workload right-sizing, optimal queue depth settings, capacity forecasting,

etc.

e Alarms have not yet been configured in your VirtualWisdom environment.

e You want to run the analytic on a schedule and embed results in a report or dashboard.

Using Analytics to identify critical events and correlate with trends

Analytic

Event
Advisor

Trend
Matcher

7 virtana

Obijective

Use Event Advisor [259] to find events that may cause problems in your infrastructure:

Aborts

Slow draining devices
High utilization devices
Over-utilized virtualized resources

Performance degradations

Use Trend Matcher [261]to troubleshoot problems and perform root cause analysis:

e Accepts a source trend from Event Advisor or run standalone
e Provides a topology view showing entities with correlating events and matching

trends

VirtualWisdom User Guide 6.7
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Event Advisor Suggested Situations

Run Event Advisor for the past seven days. You can save as a template and set up a
recurring schedule to run Event Advisor once a week.

Entities

| Metrics

Storage Port % Time at Zero Transmit Credits

Buffer credit starvation on Fibre Channel storage ports

Enfities
Type | Metrics | Filter |
HBEA Part Read Urilization

High utilization on HBA and storage ports

Entities

Type | Metrics | Filter

ESX VM VM CPU Utilization

High VM CPU utilization

Entities

| Metrics | Filter |

Type
HBA Port Abort Sequence Frames
Entities
Type | Metrics | Filter |
Storage Port Abort Sequence Frames

Aborts on Fibre Channel HBA ports and storage ports

Entities

Type Metrics Filter

Application Avg Read Completion Time

Latency on the infrastructure supporting an application

Using Trend Matcher to discover correlating entities and metrics

After you've run Event Advisor, you can use Trend Matcher to find correlating entities and

metrics.
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VWSoundCloud

Trend Mateh

Event #2: Monday, Feb 17, 2020 (5°11pm, PST - 5:34pm, PST)

Starting From Analytics

VWSoundCloud

FC Application Wiorkdoad it 5650%

ot o o -
o o < <

Sclccted Base Trend:

“Trend Match - WSoundCloud/Avg Read Completion Time

o o T

T T r
2T af e

Common Situations to Analyze: Vi¥SoundCloud

[ Feapplication workload prift

ol

Using other Analytics to assess your infrastructure

You can also use the following Analytics as part of a regular infrastructure assessment

process:

Analytic

VM Coordinator

Workload Right
Sizer

Capacity Forecast

Capacity Auditor

7 virtana

Objective
Use VM Coordinator [268] to identify optimal moves for VMs to avoid

e Cluster degradation
e Over-provisioning
e Unnecessary rebalancing

Use Workload Right Sizer [278] to

e Ensure the highest possible hypervisor utilization, without impacting
production

Use Capacity Forecast [297] to

e Predict usage trends
o |dentify resource strain
e Plan for growth

Use Capacity Auditor [305] to

e Identify where and when capacity adjustments should be made to VMAX and
Isilon storage arrays
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Analytic Obijective
Balance Finder Use Balance Finder [313] to examine HBA throughput to

o Verify host multi-pathing
e Mitigate the risk of fabric failure
e Increase availability and resiliency

Starting From Dashboards

Dashboards are designed to address the visibility requirements of a particular role, group,
or infrastructure type.

Storage Admin - SAN - Dashboard-6.6-1 08/25/2020, 11:15am to 08/25/2020, 01:15pm || O || Save Add Row More

&% App_1: None Selected 88 InterswitchLink_1: None Selected 8 storageArray_1: None Selected 8 storagePort_1: None Selected

& VMAXStorageArray_1: None Selected

e Storage Port by Open Case Criticality @ =| Switch Port by Open Case Criticality @

Storage Port (62) -1
s20 Switch Port (401)

EEEOEEEEEEEEER
EEEEEEEEEEEEEE
EEEEEEEEEEEEEE
EEEEEEEEEEEEEE
ojo] _Jojo] |

L L R L L LLE Ty
i Top 10 Storage Ports by Port &} = Top 10 Switch Ports by Port &} =| b Top 10 Inter-Switch Links by ISL @ =| < Top 10 Inter-Switch Links by ISL @ =
Errors (Total) Errors (Total) Channel-A Discards Channel-8 Discards
Top Storage Ports >0 Top Switch Ports =5 Top Inter-Swich Links >5 Top Inter-Swich Links 5

by Port Errors (Total) >5 @ by Port Errors (Total) =100 © by ISL Channel-A Discards =100 © by ISL Channel-B Discards 100 ©
1. vmax1955_206 () 1.Vi-91480:1:1 0@ 1. FCOE-C5548-2:115 - Vi-sus-9148a:1 1 0 1. FCOE-C5548-2:115 - vi-sus-9148a1:1 0@
2. sblaze2-18-4arg3 () 21011 ) 2. FCOE-C5548-2:1:11 - UCSA-A1:19 0 2. FCOE-C5648-2:1:11 - UCSA-A1:19 ()
3. sblaze3-6-targ0 ) 3. vi-sus-9148a1:48 ) 3. FCOE-C5548-2:1:16 - vi-sus-9148a:1:2 L) 3. FCOE-C5548-2:1:16 - vi-sus-9148a:1:2 )
4. sblaze2-18-targ5 09 4 lima:1:11 ) 4. FCOE-C5548:1:25 - FCOE-C5548-2:1:25 09 4. FCOE-C5548:1:25 - FCOE-C5548-2:1:25 0@
5. sblaze2-19-targ0_fcid_7b0000_alias 09 5. mds01-bbr1:1:3 09 5. FCOE-C5548-2:vfc215 - UCSA-Avic1198 09 5. FCOE-C5548-2:vic215 - UCSA-Avic1198 0@
6. bf01c2 09 6. rio:1:18 09 6. FCOE-C5548:1:24 - FCOE-C5548-2:1:24 09 6. FCOE-C5548:1:24 - FCOE-C5548-2:1:24 0@
7. ef0000 09 7. mds01-bbr1:1:18 09 7.vi-9148D:1:1 - vi-9148a:1:1 ] 7.vi-9148b:1:1 - vi-9148a:1:1 L)
8. sblazed-7-targ1 () 8.Vi91482:1:24 09 8. FCOE-C554811:23 - FCOE-C5648-2:1:23 0 6. FCOE-C5548:1:23 - FCOE-C5548-2:1:23 09
9. 010220 0@® 9. UCSA-B1:19 ) 9. FCOE-C5548-2:1:12 - UCSA-A1:20 0 9. FCOE-C5548-2:1:12 - UCSA-A1:20 0@
10.¢80100 0@ 10. mds01-bbri:1:25 () 10. vi-91480:1:3 - Vi-91482:13 0 10.vi-9148D:1:3 - vi-91482:1:3 09

Why start in Dashboards?

e You are responsible for the management and administration of a particular
infrastructure types, e.g., SAN Administrator, NOC User/Operator

¢ You prefer visual representations that show you the current status of the components,
as well as the historical data

¢ You care about what is going on in the infrastructure now but you also want the
flexibility of being able to review past trends on the same infrastructure

Standard Admin Dashboards
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Virtana Services has created a set of dashboards designed for use by infrastructure
administrators. These admin dashboards can be used as a starting point for assessing
your infrastructure, identifying issues, and performing troubleshooting exercises.

The dashboards are divided into sections that focus on infrastructure health, utilization,
and performance.

Uses charts that

show open case data. o ) )
Divided into sections

that focus on health,
- utilization, and
B R mmenete s B Emesviris B memei performance

Alarms must be
configured for these
charts to display data.

They also include a reference section with links to other Services reports and other
dashboards.

RESOUICES ANE CIUBCK LIS = = mm e e s et s s s ot R R R

Senvices Reports & Queck-Links C Lusom Reports & Quick-Links ol

Shrioks Roapart Laush Paga Cuichinics L Credrvii Dashboards

S R L Pt

Compua Healih Chack Senices Rapart

Drill down on dashboard open case

Use the links to the infrastructure's open cases to drill down on identified issues.

Open Cases - PURE-CTO-FCO

Rl Nama | Occurren—. Last Ocourmonce

PURE-CTO-FCO Port Utization PURE-CTO-F.  Port Utilizaticn 22342 02/27/2020 00500 PM UTC

View Open Cases

Open Entity Page

Show Topology

The open case provides details and investigations to troubleshoot the issue.
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[27348] Port Utilization

Overview

Entty & Impacted Applications:

Storage Port PURECTO.FCO
inPure

Impacted Applications:
Nane.
Alarm StaUstes for All Triggered Rules:
Total Marms: 22342 over 2 manins
Frst 127172019 683060 PMATC
Most Recent:  02/2772020.03:05:00 Pt [
Brimary Rule
Test Alarm

Device Utiization  Alarm when mard than 19 for 1 min
Swtch Utization  Alarm when mare than 19 for 1 min

Total Alarms: 11224 over 2 months
Fos 1271772019 08:35:00 PULTC
MostRecent 0272772020 09:05:00 PauTC [T

iew alarm histo

View impacted
applications

View Secondary ules ~

Infrastructure Assessment Workflow

caseseverty: (RIRD)  Cinewtchers @)

Show Primary Threshaidfor: Devide ULIZation Adrm Thrasnaid

M

Starting From Dashboards

e gasse——\fjew topology

I3 the workload eventy
distributed over all available
storage poris?

Not Started
Creates 121772919 084206 PTG

Is there a single host that is
generating more workload than

Hot Started

External Case

ExternalCase D

Notes

7 virtana

ys,.mm«%\ Use
to i investigations to

troubleshoot

15 there a single host that is
generating more workload than

Not started
Creaced 1172015 02821 PMLTC.

View trends for
the last event
or the last 2
weeks
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Contact Information

Sales Inquiries

To speak with a sales representative:
Complete the form at virtana.com/contact-us/.

Call us at +1-888-522-2557.

Support for VirtualWisdom Core and
Integrations

VirtualWisdom support is available 24/7
Online Support
www.virtana.com/support

Technical Support

virtualwisdom.support@virtana.com
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Weekend Severity 1 HOTLINE (For VirtualWisdom ONLY):
Toll Free: 1-888-988-9925

International: +1-408-579-4100

Feedback

We appreciate your input to help us improve the quality of our products and
documentation. Send your suggestions, comments, and questions about Virtana products
and documentation to:

Product Feedback
feedback@virtana.com
Documentation Feedback

techpubs@virtana.com
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‘ Chapter 14

Legal

Copyright
Copyright © 2021 by Virtual Instruments Corporation (d/b/a Virtana). All rights reserved.

Virtual Instruments reserves the right to revise these specifications without notice or
penalty.

Trademarks

Dell Technologies, Dell, EMC, Dell EMC, Isilon, Unisphere, VMAX, and other trademarks are
trademarks of Dell Inc. or its subsidiaries.

IBM® and PowerVM® are registered trademarks of IBM Corporation in the United States,
other countries, or both.

Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.
Microsoft®, Windows®, Windows Server®, and Hyper-V™ are either registered
trademarks or trademarks of Microsoft Corporation in the United States and/or other

countries.

NetApp®, OnCommand®, and ONTAP® are registered trademarks of NetApp, Inc.,
registered in the U.S. and/or other countries.
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Oracle®, Java, and Solaris are registered trademarks or trademarks of Oracle and/or its
affiliates. Other names may be trademarks of their respective owners.

Pure Storage, the Pure Storage logo and the marks listed at http://www.purestorage.com/
legal/productenduserinfo.html are trademarks or registered trademarks of Pure Storage,
Inc. in the U.S. or other countries.

VMware®, vCenter®, and vSphere® are registered trademarks of VMware, Inc. in the
United States and other jurisdictions.

VirtualWisdom is a registered trademark of Virtual Instruments Corporation (d/b/a
Virtana).
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